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Chapter 1. Preface

1.1. Ackno wledg ements
I would like to thanktheLinux community;particularlythosememberswhohave
participatedin USENETandmailing listswith lots of helpful tips,answers,and
suggestionson how to useLinux at its best.Your contributionshavebenefitedusall.

Thisdocumentwaswritten in theDocBookSGML format,andthenrenderedusing
SGMLTools2.x to avarietyof documentformats,includingHTML, postscript,
Rich-Text-Format,andPDF. For moreinformationon SGMLTools,seetheprojectweb
siteathttp://www.sgmltools.org/

1.2. Copyright Information and Legal
Disc laimer s

Copyright © 1997-1999by SteveFrampton.Thismaterialmaybedistributedonly
subjectto thetermsandconditionssetforth in theOpenPublicationLicense,v0.4or
later(thelatestversionis presentlyavailableathttp://www.opencontent.org/openpub/).

I’vewritten this documentationandamproviding it freeto theLinux communityasa
public-service.I havemadeeveryattemptto ensurethattheinformationcontained
hereinis timely, accurate,andhelpful,but in nowaywill I beheldliable for any
damage(s)causeddirectlyor indirectly by any misinformationcontainedherein.

I will notappreciatebeingflamedfor any errorsor omissions.However, if you noticea
glaringinaccuracy, or havesuggestionsfor furtherimprovement,please,let meknow.
However, pleasechecktheversionnumberanddateof this document(seethetableof
contents)to ensureyouarelookingat themostrecentversion.If this documentis more
thanthreemonthsold, pleasechecktheLinux DocumentationProjecthomepageat
http://metalab.unc.edu/LDP/in caseanewerversionis available.

6



Chapter1. Preface

Thisdocument,currently, shouldbeconsideredmoderate-beta.I beganwriting it in
1997,andcontinueto updateit astimepermits.Developmentin theOpenSource
communitycontinuesat a rapidpace,andat timesit is achallengeto keepthis
documentup to date.As such,this documentmayhaveoneor moresectionswhich
containobsoleteinformation.

In short,I makeno guaranteesfor any of this informationto becorrect.If it helpsyou
out, that’sgreat!

1.3. A Plea for Help
If youfind this documentusefulandwould like to expressyourappreciationfor it,
pleaseconsiderdonatinga food itemor two to your local foodbank.
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Chapter 2. Intr oduction
Linux2.2.0,released25-Jan-99:Onwardsto World Domination...

Perhapsyouarefairly new to Linux andwerehopingto find asummaryof thekindsof
configurationandadministrativetasksthatmayberequiredof you from time to time. If
this soundslikeyou,perhapsthis documentis just whatyou’vebeenlooking for!

2.1. Scope
Thisdocumentationwill attemptto summarizetheinstallationandconfiguration,as
well astheday-to-dayadministrativeandmaintenanceproceduresthatshouldbe
followedto keepaLinux-basedserveror desktopsystemupandrunning.It is gearedto
anaudienceof bothcorporateaswell ashomeusers.It is not intendedto bea full
overview of Unix operations,asthereareseveralgoodtextsavailableaswell ason-line
documentationwhich canbereferredto in caseswheremoredetailedinformationis
required.

In general,your Linux systemcanoperatewith aminimumof usermaintenance.
Routinetasks,suchasrotatinganddiscardingof systemlogs,areautomated.
Therefore,for themostpart,evenwith very little userintervention,Linux will hum
alongdoingits job. However, in casesof customneedsor systemfailurethis
documentationmayproveuseful.

I currentlyuseLinux bothathomeandat my placeof employment.It hasservedme
well, andhasworkedasa reliableInternetandfile/print servicefor my employer for
over four yearsnow.

2.2. Choosing a Lin ux Distrib ution
Thereis quiteavarietyof Linux distributionsfrom which to choosefrom. Each
distributionoffersthesamebaseLinux kernelandsystemtools,but differ on
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Chapter2. Introduction

installationmethodandbundledapplications.Eachdistributionhasits own advantages
aswell asdisadvantages,soit is wiseto spendabit of time researchingwhich features
areavailablein agivendistributionbeforedecidingon one.

Thefollowing is a list of a few websitesyoucanvisit, whichwill describeagiven
Linux distributionaswell asprovide informationonhow you candownloador
purchaseit:

http://www.redhat.com/

TheRedHat distribution,by commercialvendorRedHat Software,Inc. is oneof
themostpopulardistributions.With achoiceof GUI- andtext-basedinstallation
procedures,RedHat 6.1 is possiblytheeasiestLinux distribution to install. It
offerseasyupgradeandpackagemanagementvia the“RPM” utility, andincludes
boththeGNU Network ObjectModelEnvironment(GNOME) andthe“K
DesktopEnvironment”(KDE), bothpopularGUI window managersfor theX
Window System.Thisdistribution is availablefor theIntel, Alpha,andSparc
platforms.

http://www.debian.org/

TheDebiandistribution,by non-profitorganizationknown as“The Debian
Project”is thedarlingof theOpenSourcecommunity. It alsoofferseasyupgrade
andpackagemanagementvia the“dpkg ” utility. Thisdistribution is availablefor
theIntel, Alpha,Sparc,andMotorola(Macintosh,Amiga,Atari) platforms.

http://www.suse.com/

TheS.u.S.E.distribution,by commercialvendorS.u.S.E.,is anotherpopular
distribution,andis theleadingdistribution in Europe.It includesthe“K Desktop
Environment”(KDE), andalsoofferseasyupgradeandpackagemanagementvia
the“YaST” utility. Thisdistribution is availablefor bothIntel andAlpha
platforms.

http://www.caldera.com/

TheOpenLinuxdistribution,by commercialvendorCaldera,is aimedtowards
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Chapter2. Introduction

corporateusers.With thenew OpenLinux2.2release,Calderahasraisedthebar
with whatappearsto betheeasiestto install distributionof Linux availabletoday.
In addition,it comesstandardwith the“K DesktopEnvironment”(KDE). This
distribution is availablefor theIntel platformonly.

http://www.linux-mandrake.com/

TheMandrakedistribution,by commercialvendorMandrakeSoftS.A., integrates
theRedHator Debiandistributions(your choice)with additionalvalue-add
softwarepackagesthanthoseincludedwith theoriginal distributions.

http://www.slackware.com/

TheSlackwaredistribution,by Patrick Volkerdingof WalnutCreekSoftware,is
thegrandfatherof moderndistributionsof Linux. Offersa fairly simple
installationprocedure,but poorupgradeandpackagemanagement.Still basedon
thelibc librariesbut thenext versionwill probablymigrateto thenewerglibc.
Recommendedfor userswhoaremoretechnicalandfamiliarwith Linux. This
distribution is availablefor theIntel platformonly.

Listing all theavailabledistributionsis beyondthescopeof this document,soI’ve
listedonly themostpopular. However, furtherinformationon theavailable
distributionscanbefoundin the“Distribution-HOWTO” guide,availableat
http://metalab.unc.edu/LDP/HOWTO/Distribution-HOWTO.html

Tip: If you decide to buy your distribution on CD-ROM, you might be able to find
better pricing at other resellers (for example, I’ve been quite satisfied on several
dealings with Internet-based software vendor http://www.cheapbytes.com/). On
the other hand, you may wish to pay the higher price to the distribution vendors to
ensure that their offerings continue to improve.

My distributionof choiceis RedHatLinux (it alsohappensto be,unarguably, themost
populardistributionamongLinux users).For almostthreeyears,I wasadie-hard
Slackwarefanatic(beforethatI hadmessedaroundabit with asmalldistribution from
tsx-11waybackin thekernel0.90adays),andalthoughI’ve tried RedHat in thepast,I
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Chapter2. Introduction

nevercouldbringmyselfto sayanythinggoodabouttheirdistributions.Then,I tried
RedHat5.1,andfoundmyselfquickly converted!In my opinion,with 5.1,RedHat
finally “got it right”.

Someof thereasonsI havebecomea fanof theRedHat distribution includetheeaseof
installation,multi-platformsupport(until recently, RedHatwastheonly distribution
vendorto provide its distribution for Intel, Alpha,andSolarisplatforms),and,above
all, theRPM packagemanager. In addition,they putupdatesto includedRPM’s on
their FTPsite(at ftp://ftp.redhat.com/redhat/updates/)asthey becomeavailable,which
is agoodwayof keepingone’ssystemup to dateandfreeof any bugsor security
problemsthatarediscoveredfrom time to time.

Sincefirst loadingRedHat5.1onanotherwiseunusedcomputerat work for testing
purposes,I haveconvertedtwo of our mainInternet/File& Print serversover from
Slackwareto RedHat andhaven’t regrettedit. I’vealsoloadedit onmy systemand
home,andinstalledit on threeothersystemsaslight serversaswell. In addition,I have
hadtheopportunityto notonly play with theIntel-basedversionsbut with Alpha-and
Sparc-basedversionsaswell. Recently, I’vemovedall theLinux systemsI am
responsiblefor over to RedHat 6.1.

Therefore,this documenthasadefiniteRedHat “feel” to it, andis mostrelevantfor the
Intel-based6.1version.However, hopefullymostor at leastsomeof theinformation
containedin this documentwill beusefulto usersof otherdistributions.
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Chapter 3. Lin ux Overview
Welcometo Linux!

3.1. What is Lin ux?
Linux is a true32-bit operatingsystemthatrunson avarietyof differentplatforms,
includingIntel, Sparc,Alpha,andPower-PC(onsomeof theseplatforms,suchas
Alpha,Linux is actually64-bit). Thereareotherportsavailableaswell, but I do not
haveany experiencewith them.

Linux wasfirst developedbackin theearly1990s,by ayoungFinnishthen-university
studentnamedLinusTorvalds.Linushada “state-of-the-art”386box athomeand
decidedto write analternative to the286-basedMinix system(asmallunix-like
implementationprimarily usedin operatingsystemsclasses),to takeadvantageof the
extra instructionsetavailableon thethen-new chip,andbeganto write asmall
bare-boneskernel.

Eventuallyheannouncedhis little projectin theUSENETgroupcomp.os.minix,asking
for interestedpartiesto takea look andperhapscontributeto theproject.Theresults
havebeenphenomenal!

TheinterestingthingaboutLinux is, it is completelyfree! Linusdecidedto adoptthe
GNU Copyleft licenseof theFreeSoftwareFoundation,which meansthatthecodeis
protectedby a copyright – but protectedin thatit mustalwaysbeavailableto others.

Freemeansfree– youcangetit for free,useit for free,andyou areevenfreeto sell it
for aprofit (this isn’t asstrangeasit sounds;severalorganizations,includingRedHat,
havepackagedup thestandardLinux kernel,acollectionof GNU utilities, andput their
own “flavour” of includedapplications,andsell themasdistributions.Somecommon
andpopulardistributionsareSlackware,RedHat,SuSe,andDebian)!Thegreatthing
is, youhaveaccessto sourcecodewhichmeansyoucancustomizetheoperating
systemsto your ownneeds,not thoseof the“targetmarket” of mostcommercial
vendors.
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Chapter3. LinuxOverview

Linux canandshouldbeconsidereda full-blown implementationof unix. However, it
cannot becalled“Unix”; notbecauseof incompatibilitiesor lackof functionality, but
becausetheword “Unix” is a registeredtrademarkownedby AT&T, andtheuseof the
word is only allowableby licenseagreement.

Linux is everybit assupported,asreliable,andasviableasany otheroperatingsystem
solution(well, in my opinion,quiteabit moreso!). However, dueto its origin, the
philosophybehindit, andthelackof amulti-million dollarmarketingcampaign
promotingit, therearelot of mythsaboutit. Peoplehavea lot to learnaboutthis
wonderfulOS!

3.2. Breaking the Myths
I’vebeenusingLinux for severalyears,andI like to think I know abit aboutthe
operatingsystemandwhatit canandcannotdo. As I’m anavid USENETreader, I
follow thelatestdevelopmentsandof course,thevariousflame-warsthatinvariably
cropup (thosedarncross-postingadvocacy people!;-) ). I’veseenmy shareof myths
(oftencalledFUD – “Fear, Uncertainty, Doubt” which seemsto bea commontactic
usedby commercialtechnologyvendorsto frightentheirmarket away from competing
technologies)thatmorethana few peoplebelieve. So,let metry to rundown a few of
themorecommononesandattemptto shatterthem.:-)

• Linux is freeware,hence,it is a toy.

Somepeopleseemto have thenotionthat,becauseapieceof softwarewaswrittenby
volunteerswith no profit motive in mind, thattheresultsmustclearlybeinferior to
commercial-gradeofferings.

Thismayhavebeentruein thepast(I mean,therewasa lot of freewarewhich was
absolutegarbagein theDOSandearlyWindowsworld), but it is mostcertainlynot true
in recentdays.

Thepowerof theInternethasmadeit possibleto bring togethersomeof thebrightest
mindsin theglobe,allowing collaborationonprojectsthey find interesting.Thepeople
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Chapter3. LinuxOverview

who haveputa handinto developingLinux or thethousandsof GNU utilities and
applicationspackagesarefrom adiversebackground,andall of themhavedifferent
personalreasonsfor wantingto contribute.

Somearehard-corehackerswho developfor theloveof coding,othershaveaneedfor
something(for example,a network traffic monitorfor aLAN atwork) anddecideto
write it themselves,othersareacademicsandcomputerscientistswho areusingLinux
for its researchqualities.

Unlikeacommercialofferingwhereapackageis developedandsold,sourcecode
excluded,to theend-user, codeusedin Linux is scrutinized,debugged,andimproved
uponby anyonewho hastheinterestandability. Thisactof peer-review is oneof the
reasonsthatLinux offersthehigh reliability andhighperformancethatit does.

Don’t forget:TheInternetitself wasbuilt andrunsalmostexclusively onOpenSource
projects.Thee-mailyouexchangeonadaily basiswith peoplearoundtheworld hasan
80%chanceof beinghandledononeor bothendsby Sendmail,thewebpagesyou
browsewhile “Surfin’ theWeb” areservedto youby Apacheonover50%of the
world’swebsites.Reliableenoughfor you?

• Thereis no supportfor Linux.

Hearingthis myth somewhatsickensme.And supposedlythe“other” vendorsdo offer
support?I’vehadpersonalexperiencewith oneverypopularcommercialoperating
system,wherethevendor’sso-called“support”wascompletelyuseless.

First of all, thereis supportfor Linux. Yes,commercialsupport.Therearesome
companiesthatcanprovideasmuchsupportasyou arewilling to payfor; offering
telephoneande-mailsupport,many offering to comeright to your doorto dealwith the
problem!

However, in 99%of thesituationsyouwill run into with Linux, youwill beableto
accomplishwhatyouwish if youcansimplygettheanswerto aquestionor two. This
is easilyaccomplishedonUSENETor onany of themany mailing lists available!

I’veneverhadaproblemI couldn’t find asolutionto, by eithersearchingon
http://www.dejanews.com/,or by askingin oneof thecomp.os.linux.*newsgroups.
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Normally I canreceiveananswerto any of thesupportissuesI askaboutwithin three
to twelvehoursof my posting.

Anotherinterestingaspectof Linux is that,becausethesourcecodefor theentire
kernelandmostof theotheroperatingsystemcomponentsis freely available,
key-supportissuessuchassecurity, denialof service,or CPUbugs(suchasIntel’s
F00F fatalexception)aretrackeddown andsolvedveryquickly – usuallyanorderof
magnitudefasterthansolutionsofferedfor similar or identicalproblemson the
commercialofferings.So,where’s thecommercialsupport!?

TherearecountlessothersthatI would like to debunk,but thatis beyondthescopeof
this document.However, for furthermyth debunking,checkout the“Linux Myth
Dispeller” athttp://www.KenAndTed.com/KensBookmark/linux/index.html aswell as
“The Linux FUDfactorFAQ” at
http://www.geocities.com/SiliconValley/Hil ls/9267/fud2.html

3.3. One User’s Perspective
I useLinux bothat work andat home.

At my placeof employment,weareusingLinux to provide Internetservicesfor
hundredsof users.TheseservicesincludeTACACS(dial-in modemuser)
authentication,webpagehostingandproxycaching,aswell asSMTPandPOP
services.In addition,weareusingLinux to provideNFSservices,andalsofor
providing andmountingSMB-protocol(WfW/Win95/WinNT) file & print andFAX
servicesusingtheSambapackage.

At home,I useLinux for my personalneeds,suchasInternetservices,software
development,andof coursegameplaying(seeingQuake II runningon aLinux box is a
thing of beauty)!Oneof thethingsI loveaboutLinux is, nomatterhow hardI pound
on it, it doesnot crash!It’ salsoagreatway to learn,develop,andmaintainmy Unix
skills.

I amusingtheRedHat 6.1distributionof Linux (seehttp://www.redhat.com/for more
information).Thisdistribution includesall thenecessarysoftwarefor a full-blown unix
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system– shells,compilers& interpreters,networkingsupport,theX Window System,
andall Internetservices(eg. Mail, news,webserver, telnet,etc.).Thedistribution
comesstandardwith Linux kernel2.2.12.

At my placeof employment,theLinux-basedsystemweuseasour primaryInternet
serverhasthefollowing configuration:

• Kernel:2.2.12
• Machine:PentiumII @ 300MHz (bogo-mips299.83)with PCI-bus,256Mb RAM
• one3 Gb FujitsuIDE harddrive(/dev/hda)
• four 4.4Gb QuantumFireballSCSIharddrives(/dev/sd0through/dev/sd3),
• 24xspeedSCSICD-ROM (/dev/scd0),
• AdaptecAHA-131 SCSIcontroller
• HPSCSIDAT tapedrive (/dev/st0and/dev/nst0),
• Intel EtherExpressPro10/100Ethernetcard

Wehaveasecondsystem– anevennicerIntel box– alsorunningRedHat 5.2,running
in anotheroffice location.It providesnetworkedfile & print servicesvia Samba,local
webcachingvia Squid,andsecondaryDNSservices.Unfortunately, thisbox is over50
km away from whereI usuallywork, andthereforeit’ s left prettymuchon its own – yet
this babyis really my prideandjoy! Herearesomespecs:

• Kernel:2.2.12
• Machine:PentiumII @ 350MHz (bogo-mips349.80)with PCI-bus,256Mb RAM
• one4.1Gb QuantumFireballSCSIharddrive(/dev/sda)
• four 9.4Gb QuantumFireballSCSIharddrives(/dev/rd/c0d0,/dev/rd/c0d1)as

hardwareRAID level 5 array,
• 36xspeedSCSICD-ROM (/dev/scd0),
• BusLogicBT-948SCSIcontroller
• Mylex AcceleRAID250(DAC960)RAID controller,
• HPSCSIDAT tapedrive (/dev/st0and/dev/nst0),
• Intel EtherExpressPro10/100Ethernetcard

Having anincredible24+Gb of availablestoragespace,with redundantstorage
configuredasahardwareRAID5 arrayis ahumblingfeeling.TheMylex RAID
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controllerworksgreat,andI wouldnothesitateto recommendit to othersseekinga
hardwareRAID solution! (If youareinterestedin configuringyourLinux systemwith
aRAID array, seeSection11.2for details.)

Wehave four otherLinux systemsin place;anAlpha,aSparc,andtwo Intel boxes;two
of which arebeingusedin production,andthenthereis my own personalsystemat
home,but I won’t boreyou with thedetails.

Thisdocumentwill attemptto remainashardwareindependentaspossiblebut it may
behelpful to you if youknow whereI amcomingfrom asfarashardwareis concerned.
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Chapter 4. Installation and Hardware
Configuration

Thischapterwill detail theproceduresneededto installRedHat6.1ontoanIntel
system;theproceduresaresimilarwhetheryou chooseto install usingeitherGUI- or
text-basedinstallation.Sincemuchof this informationis alreadywell documentedin
theRedHat User’s Guide(providedasapapermanualin the“Official” boxedsets,
includedin the“ /doc ” directoryon theCD, aswell asavailableonlineat
ftp://ftp.redhat.com/pub/redhat/redhat-6.1/i386/doc/rhinst/index.htm), I’veskimmed
overmuchof thedetails.However, therearea few thingswhich I think arelackingin
theRedHat guide,andthereforeI will attemptto cover thoseitemsin greaterdetail.

4.1. Creating an Installation Diskette
Thefirst stepin gettingRedHat’sdistributionof Linux ontoasystem,youneedto find
awayof startingtheinstallationprogram.Theusualmethodof doingsois to createan
installationdisk,althoughif youareinstallingfrom CD-ROM, andyoursystem’sBIOS
supportsit, youshouldbeableto bootdirectly into theinstallationprogramfrom the
CD.

Otherwise,to createaninstallationdiskette,you’ll needto copy the“boot.img ” (which
is simplyanimageof anext2-formattedLinux bootdiskettewith anadditional
installationprogram)ontoafloppy diskette.The“boot.img ” file canbeobtainedfrom
the /images directoryof theRedHat CD-ROM disk,or downloadedvia FTPfrom
ftp://ftp.redhat.comin the/pub/redhat/redhat-6.1/i386/imagesdirectory(assumingyou
areinstallingLinux onanIntel box).

You cancreatethebootdisketteeitherfrom aDOSor Windowssystem,or from an
existingLinux or Unix system.For your destinationdiskette,youcanuseeitheran
unformattedor apre-formatted(for DOS)diskette– it makesnodifference.

UnderDOS:AssumingyourCD-ROM is accessibleasdriveD:, youcantype:
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d:
cd \images
..\dosutils\rawrite

For thesourcefile, enter“boot.img ”. For thedestinationfile, enter“a: ” (assumingthe
disketteyouarecreatedis insertedinto theA: drive). The“ rawrite ” programwill then
copy the“boot.img ” file ontodiskette.

UnderLinux/Unix: Assumingthe“boot.img ” file is locatedin thecurrentdirectory
(you mayneedto mounttheCD-ROM under/mnt/cdromandfind thefile in
/mnt/cdrom/images),youcantype:

dd if=boot.img of=/dev/fd0

The“dd” utility will copy, asits input file (“if”), the“boot.img ” file, ontotheoutputfile
(“of”) /dev/fd0 (assumingyour floppy drive is accessiblefrom /dev/fd0).

Unlessyour Linux or Unix systemallowswrite permissionsto thefloppy device,youmay
needto do this commandasthesuperuser. (If youknow theroot password, type“su ” to
becomethesuperuser, executethe“dd” command,andthentype“exit ” to returnto
normaluserstatus).

With eitherof theaboveschemes,youshouldnow haveabootableRedHat 6.1
installationdiskettethatyou canuseto install your new RedHatLinux system!

4.2. Booting Lin ux Installation Program
To begin settingup yournew RedHat system,eitherbootfrom theinstallationCD, or
inserttheinstallationdiskettein thesystem’sA: drive,andrebootor power-on the
system.After a few moments,theRedHat installationprogramscreenshouldappear.

In mostcases,youcanjust press<Enter> to begin theinstallationprocess,but if you
areamoreexperienceduserwho knowsexactlyhow your hardwaredevicesshouldbe
setup,you canenter“expert ” for theadditionalinformationandpromptsthis feature
provides.(If youdo nothing,thedefault installationprocedurewill startin about10 to
15 secondsaftertheinstallationscreenfirst appears.)
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You will thenbeaskedto chooseyour language(usually“English ”) andyour
keyboardtype(evenin CanadaI choose“US 101-key ”), aswell aswhereyouare
installingfrom (suchasfrom yourCD-ROM or over thenetwork). RedHat is very
flexible in whereit canbeinstalledfrom.

Most likely youwill choose“Local CDROM” to install from your RedHat CD-ROM
(which shouldbeinsertedinto yourCD-ROM device). However, if your systemis not
equippedwith a CD-ROM device, thereareanumberof otherinstallationmethodsyou
canchoose.

If youhaveanotherLinux system(or any otheroperatingsystemthatsupportsNFSfile
mounting),you canuse“NFS” to install from anNFSmount.To do this,you’ll needto
haveyourCD-ROM mountedin theothersystem(or otherwisehave theRedHat
distribution treesomewhereon theothersystem– it is possibleto downloadeverything
via FTPandtheninstall from yourothersystem’sharddrive),makesureyou havean
entryin your /etc/exportsfile allowing accessby thenew systemto theappropriate
directory(seeSection7.6for detailson how to setupanduseNFS),andthenenterthe
appropriatedetails.Here’s anexamplewalk-through:

• InserttheRedHat CD into theothersystem(eg. asystemcalled“spock”).

• To mounttheCD, type:

mount /dev/cdrom /mnt/cdrom -t iso9660

• Edit, asthesuperuser, your “ /etc/exports ” file andputanentrylike:

/mnt/cdrom newsys.mydomain.name(ro)

(Thissaysthatthenew systematnewsys.mydomain.nameis allowedread-onlyaccessto
thedirectory“ /mnt/cdrom/ ” andany subdirectoriesunderit).

If yournew systemdoesnot yethaveadomainnameassignedto it, youcaninsteaduse
its IP address:

/mnt/cdrom 10.23.14.8(ro)

(Assumingyour new systemhas10.23.14.8asits IP address).

• Again,assuperuser, type:
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killall -HUP rpc.nfsd ; killall -HUP rpc.mountd

Thiswill restartyour NFSandmountddaemons,which is necessarybeforeyour new
NFSexport will work.

• Now, from yournew system,youcanchoose“NFS” asyour installationsource.You’ll be
askedto provide informationonyour network card,aswell asyour IP settings.You’ll
likely usestaticIP settingsif yoursystemis sitting ona local LAN, or DHCPsettingsif,
for example,your systemis connectedto a cablemodem.Enterthesettingsas
appropriatefor your new system.

• You’ll thenbeaskedto entertheNFSservernameandRedHat directory. For our
examplesystem,wewould typein “spock ” astheNFSservername,and
“ /mnt/cdrom/ ” astheRedHat directory.

Thereareotherwaysof installingRedHat,suchasusingaSamba(Windows-style
networking)connection,from anexistingpartition(suchasyourDOSor Windows95
partition)on yourharddrive,or via FTP. ChecktheRedHat usersguidefor more
detailson installingusingthesemethods,or just try to strugglethroughthem(the
proceduresarereally not verydifficult!)

Onceyou havechosenyour installationsource,RedHat will askyou if youwish to
“ Install ” or “Upgrade ” your system.As youareinstallinga new system,you
shouldchoose“ Install ”. (As anaside,I’m a fairly analpersonwhonever upgrades
new distributionreleasesoverexistingsystems– I guesshaving sufferedthroughso
many problemswith Microsoft productsI havedevelopedasignificantmistrustfor
upgradingsystemsasa whole. I preferto install from scratch,andsimply restorefrom
backupmy personal/userandlocal sitefiles.)

Theinstallationprogramwill thenaskyou if you haveaSCSIadapter. If youanswer
yes,you’ll beaskedto choosetheappropriatedriver. In somecircumstances,RedHat
will beableto detectyour adapterautomatically.

Next, you’ll beaskedto setupyour file systems(ie. partitiononeor moredrivesfor
Linux). Therearetwo toolsavailablefor settingup thesepartitions,includingtheRed
Hat-supplied“Disk Druid ”, andthestandardLinux “ /fdisk ” utility.

Both toolsaresimilar in function,allowing you to specifythepartitiontypesandsizes.
However, Disk Druid seemsto beabit more“userfriendly”, andabit morecomplete
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thanfdisk. In fact,if youusefdisk to partitionyourdrives,you’ll thenbepresented
with theDisk Druid screenfor specifyingyourmountpointsanyway. Thatbeingsaid,
asanex-Slackwareuser, I personallyalwaysusefdisk – forceof habit,I guess!:-)

Thenext sectionwill detailhow andwhy youshouldsetupyour partitioninformation.

4.3. Partitioning Hard Drive(s)
Why partition,anyway?Well, althoughit is possibleto getaperfectlyfunctioning
Linux systemrunningonasingle-partitionsystem,and,in fact,is abit easierto
configurethisway, thereareanumberof benefitsfrom partitioningoneor moreof your
storagedevicesinto multiplepartitions.

While it is truethatLinux will operatejust fine onadiskwith only onelargepartition
defined,thereareseveraladvantagesto partitioningyour disk for at leastthefour main
file systems(root,usr, home,andswap).Theseinclude:

First, it mayreducethetime requiredto performfile systemchecks(bothuponbootup
andwhendoingamanualfsck),becausethesecheckscanbedonein parallel.(By the
way, NEVERrun anfsck on amountedfile system!!!Youwill almostcertainlyregret
whathappensto it. Theexceptionto this is if thefile systemis mountedread-only, in
which caseit is safeto do so.)Also, file systemchecksarea lot easierto doon a
systemwith multiplepartitions.For example,if I knew my /homepartitionhad
problems,I couldsimplyunmountit, performafile systemcheck,andthenremountthe
repairedfile system(asopposedto bootingmy systemwith a rescuedisketteinto
single-usermodeanddoingtherepairs).

Second,with multiplepartitions,youcan,if youwish,mountoneor moreof your
partitionsasread-only. For example,if youdecidethateverythingin /usrwill notbe
touchedevenby root,you canmountthe/usrpartitionasread-only.

Finally, themostimportantbenefitthatpartitioningprovidesis protectionof yourfile
systems.If somethingshouldhappento afile system(eitherthroughusererroror
systemfailure),ona partitionedsystemyouwouldprobablyonly losefilesonasingle
file system.On anon-partitionedsystem,youwouldprobablylosethemonall file
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systems.

This little factcanbeabig plus.For example,if your root partitionis socorruptedyou
can’t boot,you canbasicallybootfrom therescuedisketteset,mountyour root
partition,andcopy whatyoucan(or restorefrom backup;seeChapter8 for detailson
how filescanbebackedup andrestored),to anotherpartitionsuchashome,andthen
rebootonceagainusingtheemergency bootdisk, typing “mount root=/dev/hda3 ”
(assumingthepartitioncontainingyour temporaryroot file systemis on thethird
partitionof hda)andbootyour fully functionalLinux box. Thenyoucanrunanfsck on
your unmountedcorruptrootpartition.

I havehadpersonalexperiencein file systemcatastrophies,andI wasverygratefulfor
having hadthedamagelimited dueto theuseof multiplepartitions.

Finally, sinceLinux allowsyou to setup otheroperatingsystem(s)(suchasWindows
95/98/NT, BeOS,or what-have-you),andthendual-(or triple-, ...) bootyoursystem,
you mightwish to setup additionalpartitionsto takeadvantageof this. Typically, you
wouldwantto setupat leastoneseparatepartitionfor eachoperatingsystem.Linux
includesadecentbootloader(calledLILO on Intel-basedsystems,althoughmuchthe
samething is availableasMILO on Alpha,andSILO on Sparc)whichallowsyou to
specifywhichoperatingsystemyouwantto bootatpoweron,with a time-outdefault
bootof your favoriteoperatingsystem(probablyLinux, right?)

You shouldpartitionadisk (or disks)accordingto your needs.In my experienceon
Intel, Alpha,andSparcplatforms,for a fairly loadedsystem(feature-wise),doinga fair
amountof tasks(asadesktopsystemat home,or asanInternetserverat work), I have
foundthefollowing approximationof spaceworksprettyeffectively for determininga
partitionsize.

Given:

A given disk of X Mb/Gb (eg. 2 Gb)
(Or, more than one disk with a combined total of X Mb/Gb)

Calculate:
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(swap) about double main RAM (eg. 64 Mb sys-
tem gets 128 Mb swap)
/ (root) about 10% of available (eg. 200 Mb)
/home about 20% of available (eg. 400 Mb)
/usr any remaining space (eg. 1272 Mb)

/var (optional - see below)
/boot (optional - see below)
/archive (optional - see below)

Of course,theaboveamountsareapproximateguidelinesonly. Obviouslyyouare
goingto wantto jugglethosepercentagesarounda bit dependingonwhatyouare
goingto useyour Linux systemfor. If youaregoingto bedoingstuff likeaddinglots
of bulky applicationssuchasWordPerfector Netscape,or perhapsaddingJapanese
charactersupport,youwouldprobablybenefitfrom abit more/usrspace.

I alwaysseemto havea lot of spaceavailableon /home,soif yourusersaren’t doing
much(or youhave imposedstrict quotasizes),or youaren’t offeringshellaccountsand
personalwebpages,etc.,youprobablycouldlower /homespaceandraise/usr.

Hereis adescriptionof thevariousmountpointsandfile systeminformation,which
maygiveyouabetterideaof how to bestdefineyourpartitionsizesfor yourown needs:

• / (root) - usedto storethingslike temporaryfiles, theLinux kernelandbootimage,
importantbinaryfiles (thingsthatareneededbeforeLinux canmountthe/usr
partition),andmoreimportantlylog files,spoolareasfor print jobsandoutgoing
e-mail,anduser’s incominge-mail. It is alsousedfor temporaryspacewhen
performingcertainoperations,suchasbuilding RPM packagesfrom sourceRPM
files. Therefore,if youhavea lot of userswith a lot of e-mail,or think youwill need
plentyof temporaryspace,you mightwantmorespaceavailable.Thepartitiontype
shouldbeleft asthedefault of 83 (Linux native). In addition,you’ll probablytoggle
thebootableflagon this partitionto allow bootinformationto bestoredhere.

• /usr/ - shouldbethelargestpartition,becausemostof thebinaryfiles requiredby
Linux, aswell asany locally installedsoftware,webpages,Squidproxycache,
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Sambashareservices,somelocally-installedsoftwarelog files,etc.arestoredhere.
Thepartitiontypeshouldbeleft asthedefault of 83 (Linux native).

• /home/- typically if you aren’t providing shellaccountsto yourusers,youdon’t
needto make this partitionverybig. Theexceptionis if youareproviding userhome
pages(suchasschoolwebpages),in which caseyoumight benefitfrom makingthis
partitionlarger. Again, thepartitiontypeshouldbeleft asthedefault of 83 (Linux
native).

• (swap)- Linux providessomethingcalled“virtual memory”to makea largeramount
of memoryavailablethanthephysicalRAM installedin your system.Theswap
partitionis usedwith mainRAM by Linux to accomplishthis. As a rule of thumb,
yourswappartitionshouldbeat leastdoubletheamountof physicalRAM installed
in your system.

If youhavemorethanonephysicalharddrive in your system,you cancreate
multipleswappartitions.Thiscanimprovetheperformanceof swappingby taking
advantageof paralleldiskaccess.For example,ona256Mb systemwith four drives,
I wouldprobablycreatefour 128Mb swappartitions,for a total of 256Mb RAM,
512Mb swap(for a combinedtotal of 768Mb availableasvirtual memory).The
partitiontypeneedsto bechangedto 82 (Linux swap).

Note: It is a common misconception that Linux has a 128 Mb swap size limit.
This was true in the past, but in modern Linux distributions, the size depends on
your architecture (for example, Intel systems can have swap sizes as large as 2
Gb). Type “man mkswap” for more information.

• /var/ (optional)- Youmaywish to considersplittingup your / (root) partitionabit
further. The/vardirectoryis usedfor agreatdealof runtimestorage,includingmail
spools(bothingoingandoutgoing),print jobs,processlocks,etc.Having this
directorymountedunder/ (root) maybeabit dangerousbecausea largeamountof
incominge-mail(for example),maysuddenlyfill up thepartition.Sincebadthings
canhappen(eg. systemcrash?)whenthe/ (root) partitionfills up,having /varon its
own partitionmayavoid suchproblems.I’vehadsuccessin takingwhateverspace
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I’veallocatedto / (root),perhapsdoublingit, andthencreatingseparatepartitionsfor
/ (root) andfor /var. Thepartitiontypeshouldbeleft asthedefault of 83 (Linux
native).

• /boot/ (optional)- In somecircumstances(suchasasystemsetup in asoftware
RAID configuration)it maybenecessaryto havea separatepartitionfrom which to
boottheLinux system.Thispartitionwouldallow bootingandthenloadingof
whateverdriversarerequiredto readtheotherfile systems.Thesizeof this partition
canbeassmallasacoupleMb; I recommendapproximately10 Mb (whichshould
giveyou plentyof roomto storethekernel,initial RAMdisk image,andperhapsa
backupkernelor two). Thepartitiontypeshouldbeleft asthedefault of 83 (Linux
native).

• /archive/ (optional)- If youhaveany extraspacelying around,perhapsyouwould
benefitfrom apartitionfor adirectorycalled,for example,/archive. You canthen
usethe/archivedirectoryto storebackupmaterial,largeor infrequentlyaccessed
files,sambafile services,or whateverelseyoucanfind ausefor it. Thepartitiontype
canbeleft asthedefault of 83 (Linux native),or if youwantto accessit from both
Linux aswell asfrom anotheroperatingsystem,youcouldchangeit to a different
ID, suchas6 (DOS16-bit >=32M).

As extradrive(s)areadded,furtherpartitionscanbeaddedto thenew drives,mounted
at variousmount-pointsasrequired– thismeansaLinux systemneverneedsto worry
aboutrunningout of space.As anexample,if in thefutureit is clearthatsda6is
startingto getfilled up,wecouldaddanotherdrive,setanicely sizedpartitionwith a
mount-pointat /usr/local– andthentransferall theinformationfrom /usr/localover to
thenew drive. But nosystemor applicationcomponentwould “break” becauseLinux
wouldsee/usr/localno matterwhereit waslocated.

To giveyou anexampleof how onemight setup partitions,I haveusedthefollowing
partitioningschemeonanIntel system(dualboot,Windows95 andLinux):

Device Boot Begin Start End Blocks Id System
/dev/hda1 * 1 1 254 1024096+ 6 DOS 16-
bit >=32M
/dev/hda2 255 255 782 2128896 5 Extended
/dev/hda5 255 255 331 310432+ 83 Linux native
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/dev/hda6 332 332 636 1229728+ 83 Linux native
/dev/hda7 637 637 749 455584+ 83 Linux native
/dev/hda8 750 750 782 133024+ 82 Linux swap

Thefirst partition,/dev/hda1, is aDOS-formattedfile systemusedto storethe
alternativeoperatingsystem(Windows95). Thisgivesme1 Gb of spacefor that
operatingsystem.

Thesecondpartition,/dev/hda2, is aphysicalpartition(called“extended”)that
encompassestheremainingspaceon thedrive. It is usedonly to encapsulatethe
remaininglogicalpartitions(therecanonly be4 physicalpartitionson adisk; in my
caseI requiredmorethan4 partitions,thereforeI hadto usea logicalpartitioning
schemefor theothers).

Thethird throughfifth partitions,/dev/hda5, /dev/hda6, and/dev/hda7, areall
e2fs-formattedfile systemsusedfor the/ (root), /usr, andthe/homepartitions,
respectively.

Finally, thesixthpartition,/dev/hda8, is usedfor theswappartition.

For yet anotherexample,this timeanAlphabox with two harddrives(soleboot,Linux
only), I havechosenthefollowing partitioningscheme:

Device Boot Begin Start End Blocks Id System
/dev/sda1 1 1 1 2046 4 DOS 16-
bit <32M
/dev/sda2 2 2 168 346859 83 Linux native
/dev/sda3 169 169 231 130851 82 Linux swap
/dev/sda4 232 232 1009 1615906 5 Extended
/dev/sda5 232 232 398 346828 83 Linux native
/dev/sda6 399 399 1009 1269016 83 Linux native
/dev/sdb1 1 1 509 2114355 83 Linux native
/dev/sdb2 510 510 1019 2118540 83 Linux na-
tive

Thefirst partition,/dev/sda1, is aDOS-formattedfile systemusedto storetheMILO
bootloader. TheAlphaplatformhasaslightly differentmethodof bootingthananIntel
systemdoes,thereforeLinux storesits bootinformationin aFAT partition.This
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partitiononly needsto beaslargeasthesmallestpossiblepartitionallowed– in this
case,2Mb.

Thesecondpartition,/dev/sda2, is ane2fs-formattedfile systemusedfor the/ (root)
partition.

Thethird partition,/dev/sda3, is usedfor theswappartition.

Thefourthpartition,/dev/sda4, is an“extended”partition(seepreviousexamplefor
details).

Thefifth andsixth partitions,/dev/sda5, and/dev/sda6, aree2fs-formattedfile systems
usedfor the/homeand/usrpartitions,respectively.

Theseventhpartition,/dev/sdb1, is ane2fs-formattedfile systemusedfor the/archive
partition.

Theeighthandfinal partition,/dev/sdb2, is ane2fs-formattedfile systemusedfor the
/archive2partition.

After you finishsettingupyour partitioninformation,you’ll needto write thenew
partitionto disk. After this, theRedHat installationprogramreloadsthepartitiontable
into memory, soyoucancontinueon to thenext stepof theinstallationprocess.

4.4. Setting up Swap Space
Onceyou’vesetup yourpartitioninformation,andhaveassigned“mount points” (ie.
/usris themountpoint for the/usrfile system),theinstallationprogramwill askyou
which partition(s)it shouldusedfor swapspace.Sinceyourswappartitionsshould
alreadybeidentifiedassuch(partitionID # 82),youcanpress<Enter> to begin
formattingthosepartition(s)for swapusage.I recommendyouenablethe“Check for

bad blocks during format ” to ensurethepartitionis freeof potentiallydamaging
problems.It doesslow down theformattingprocesssubstantiallybut I believe it is
worth thetradeoff.
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4.5. Choosing Partitions to Format
Now, theinstallationprogramwill displaya list of thepartitionsyouhaveassignedto
Linux, andaskyou to selectwhich, if any, of thesepartitionsyouwantto formatasnew
file systems.Likely, you will wantto formatall of them,exceptif youareupgrading
your systemor perhapshavesomeinformation(eg. on /home)thatyoudon’t wantto
lose.

Again, I recommendyou enablethe“Check for bad blocks during format ”
option.

4.6. Choosing Desired Packages to Install
Next, you’ll bepresentedwith a list of systemcomponentsandaskedto specifywhich
onesshouldbeinstalled.If youareanexperiencedLinux user, youcanpick andchoose
accordingto your needs.If youarenew to Linux, you’ll likely wantto selectthe
bottomoption,“Everything”.

WhatI usuallydo is selectthecomponentsI know I’ ll need,andthenenablethe
“Select individual packages ” option,whichallowsmeto controlthe
installationin finer detail.

Onceyou havechosenyourdesiredcomponents,select“Ok” to begin installation.If
you haveenabledthe“Select individual packages ”, you’ll beaskedthespecify
which individualpackagesshouldbeinstalled.This is fairly straightforward,andif you
areunsureof whatagivenpackageis for, youcanpressthe<F1> key for abrief
descriptionof whatit does.

Don’t worry if you makea mistakechoosing(or not choosing)apackageor two. After
all, all thepackagesareon your CD-ROM (or othersourcemedia),soyoucanusethe
handyRedHat RPMtool to makeadjustmentsafteryoursystemis up andrunning(see
Section10.1for details).

After you havechosenthepackagesyou wish to install, theinstallationprogramwill
now formatthepartitionsyouhavedefined.Thismaytakeseveralminutes,especially
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for largerpartitionsor if you’veenabledbadblock checking,sopleasedon’t think your
systemhasfrozenduringthis procedure!

After theformatcompletes,RedHatLinux will begin installationof theselected
packages.Thisshouldtakebetweenfiveandfifteenminutesto complete,dependingon
thespeedof yoursystem.

4.7. Hardware Configuration
After packageinstallation,RedHatwill begin configuringthedeviceson yoursystem.
In mostcases,exceptwith verynew hardwarethatmaynot befully supportedby
Linux, theinstallationprogramdoesa goodjob of automaticconfiguration.

Thepromptsyouwill seeareverystraightforward:

• Detectionof your mouse(includingchoosingbetween2- and3-buttonmodels.If
youhavea2-buttonmouseyou’ll likely wantto enable3-buttonemulation.)

• Detectionof your videocard
• Choosingyourmonitor
• Runningof “XConfigurator ” to configuretheX Window System(you’ll wantto

“Probe”yourcard.If yougetanerrorhere,don’t worry asyoucantakecareof X
configurationlater, afteryour systemis upandrunning;seeChapter5 for details.)

• Selectionof videomodes(youcanchoosethedefaults,or youcanfine- tunethe
videomodesyou’ll wantto useundertheX Window System)

• LAN configuration
• Clock andtimezoneconfiguration
• Startupservices(thedefault selectionis probablybest,but again,youcanpress<F1>

for adescriptionof whatagivenservicedoes)
• Printerconfiguration
• Assignmentof rootpassword (choosesomethingsecure!)
• Creationof abootdisk [ don’t belazy! Makeone! :-) ]
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4.8. Booting with LILO
Next, theinstallationprogramneedsto write abootloaderto your harddrive. Theboot
loader(LILO on Intel systems)is responsiblefor bootingLinux alongwith any other
operatingsystemsif youhavesetup yoursystemfor multi-boot(seeSection4.8.1for
detailson this).

The“Lilo Installation ” dialogboxwill askyou to choosewherethebootloader
imageshouldbewritten to. You’ll likely wantto install it on themasterbootrecordof
your first drive(usually/dev/hdafor IDE, /dev/sdafor SCSI).

Onceyou haveselectedthelocationfor writing thebootloader, aseconddialogbox
will appear, allowing you to enterextra boot-timeconfigurationparameters.Usually
you don’t needto enteranythinghere,but if youhavemorethan64Mb of RAM you’ll
needto enteraspecialparameterin orderto haveLinux makeuseof theextra RAM
(otherwise,it will only usethefirst 64Mb). For example,if yoursystemhas128Mb of
RAM, youshouldenter:

append="mem=128M"

If yoursystemhasSCSIdrives,or youwish to install LILO on apartitionwith more
than1023cylinders,it maybenecessaryto enabletheoptionto “Use linear mode”.
If it is not,enablingthis optionshouldn’t hurt anything,soit is probablyagoodideato
do so.

4.8.1. Multi-boot with Other Operating Systems
Finally, if you’vesetup yoursystemto multi-bootLinux with otheroperating
system(s),you’ll bepresentedwith a third dialogboxwhich lists theavailable
partitions.Here,youcanassignnamesto your otheroperatingsystems(which you
enterat the“LILO” promptat boottime to bootyour desiredoperatingsystem.The
installationprogramdoesassigndefault namesto eachbootablepartition,soit isn’t
necessaryto changethemunlessyoudon’t like thedefaults.

Thedefault operatingsystemthatwill bootuponsystemstartup will, of course,be
Linux. However, if you wish,youcanchangethedefault to any of theotheroperating
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systemsyouhavedefined.

After installingthebootloaderonyour harddrive,theinstallationprogramshould
hopefullypresentyouwith a “Congratulations”dialogbox, indicatingthatLinux has
beensuccessfullyinstalled.Remove theinstallationfloppy diskette(if any), andpress
<Enter> to rebootyoursystem...intoLinux!

Linux will boot,andif all goeswell youshouldseea “login” prompt.Fromhere,you
shouldbeableto log in as“root” usingwhateverpassword youhaveassignedduring
theinstallationprocess.

4.9. Downloading and Installing Red Hat
Updates

RedHathasproducedsomeprettyimpressiveversionsof their distributionsofar, but
seemsto haveahistoryof releasingthemwhenthey arenotquite“readyfor prime
time”. Thereforein orderto take full advantageof your Linux system,it is necessaryto
downloadandapplyupdatedpackages.Thesepackages,alsocalled“rpm files” are
appliedusingtheRPMutility (for detailson this utility, seeSection10.1).

Thiswill prove to beoneof themoretime-consumingpartsof gettingyourLinux
systemready(unlessyou haveastellarlyfastInternetconnection).However, take the
time to do this! You will likely saveyourselfa lot of grief!

First,downloadall files from:

ftp://ftp.redhat.com/redhat/updates/6.1/i386/

(TheaboveassumesyouareusingLinux onanIntel box).

You shouldprobablydownloadeverythinginto asingledirectory, andthenyoucan
simply type: “ rpm -Uvh * ” whichwill upgradeall thepackages.If you’ve
downloadedany kernelrpmfiles,youshouldprobablymovethemto anotherdirectory
for now. Upgradingor customizingyourkernelis abit morecomplicatedandneedsto
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bedonewith greatcare(seeSection10.4for detailson this). Thereforebeforeyou
applytheupgrades,youmaywish to considermoving all thekernel-*.rpmfilesoutof
your temporaryupgradedirectory.

To applytheupgrades,you cansimply run “ rpm” againstall thepackagesat once(ie.
“ rpm -Uvh * ”), or if you prefer, you canupgradethemoneata time (ie. “ rpm -Uvh

file_to_upgrade.rpm ”). Thelattermethodis for usanaltypeswhowish to ensure
thateachupdateis appliedcorrectlywithouterror. :-)

Perhapsyouarecuriousto seeif agivenpackageis installedbeforeyouattemptto
upgradeit. Or perhapsyouwish to find outwhatversionof agivenpackageis
installed.All this canbedonewith theRPMutility; seeSection10.1for details.
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TheX Window System,aka“X” (commonlyandincorrectlyknown by many as
“X-Windows”) is aGUI whichsitson top of Linux. UnlikeMicrosoft Windows, theX
Window Systemcanlook andoperatein a largevarietyof differentways.It canoperate
veryprimitively or veryadvanced,look beautifulor ugly, besleekandfastor bloated
andslow (eachof which aresubjectivequalitieswhichcauseasmany arguments
amongusersasthe“Linux vs. Microsoft NT” debateseemsto).

GettingX workingproperlycanrangefrom simpleto hair-pulling complicated!It is a
commoncomplaintamonguserswhoarenew to Linux, andI’ve foughtwith
configurationsettingscountlesstimesmyself,soI’m completelyempathicaboutthis.
Fortunately, suchconfigurationis becomingeasierandmoreautomatedin thenewer
distributionsof Linux. In fact,if youareusingRedHat 6.1you will probablynothave
to worry aboutthis issue.

Althoughin amajority of casesX canbeconfiguredautomatically, thereare
exceptions;I would recommendyouknow or find out thetypeof videocardand
amountof videoRAM your systemhasinstalled,aswell asthetypeof monitorandits
horizontalandverticalsynchrates(this informationis usuallyavailablein theback
pagesof themonitor’susersguide,or canbefoundon theWWW).

5.1. Getting the X Windo w System Working
with X-Configurator

Therearetwo mainmethodsof gettingX workingunderRedHat’sdistributionof
Linux. Thefirst andeasiestmethod,is to useRedHat’sown “Xconfigurator ” utility.
Theutility triesto detectyourhardwareandinstallstheapplicableX softwarewith the
appropriateconfigurationsettings.

If youarestill unsuccessfulaftertrying outvarioussettingswith Xconfigurator, you
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mayhavebetterluck with the“xf86config ” utility. Althoughcertainlynotas
user-friendly or attractiveasXconfiguratoris, it givesyoufiner controlover the
configurationprocess.

Finally, if youarestill outof luck youmayhave to resortto editingthe
“ /etc/X11/XF86Co nf ig ” file by handandtweakingvarioussettings.If this is thecase,
you mayneedto gethelpfrom theLinux community(seeSection13.3for details).
Relax,however– in amajority of casesXconfiguratordoesanadequatejob!

After gettingX workingproperly, youmaybedisappointedin thelackof rich colours.
This is becauseX usesadefault 8-bit perpixel (“bpp”) colourdepth.Youcanuse
highercolourdepths,however, assumingyourvideohardwarewill supportthem.

Thevariouscolourdepthsarelistedin your “ /etc/X11/XF86Conf ig ” file, andlook like
this:

Subsection "Display"
Depth 24
Modes "800x600" "1024x768"
ViewPort 0 0
Virtual 1024 768

EndSubsection

Theabovesectionshows thepossibleresolutionswhichareavailablewhenusingthe
24-bit colourdepth(800x600and1024x768,aslistedin the“Modes” line); these
resolutionscanbeswitchedbetween“on-the-fly” usingthe<Alt><+> and<Alt><->

keys.

Tip: As a default, when X starts up it does so using the lowest resolution. If you
dislike this behaviour as much as I do, simply edit the “/etc/X11/XF86Conf ig ” file
and reverse the resolutions (ie. “1024x768” “800x600”).

Whenyouaregettingthingssetup,you cantesteachcolourdepthmanuallyby typing,
“startx - -bpp 24” (for the24-bit depth)andmakesureX is workingproperlyfor
thecolourdepthyouwish to use.)
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If youareableto successfullyuseahighercolourdepthandwish to useit asthe
default,youwill needto createa “ /etc/X11/xinit/ xs erv er rc ” file asfollows:

exec X :0 -bpp 24

Theabovechangewill allow X to use24bits perpixel (if youhaveproblemswith this,
try 16or 32 insteadof 24).

Assumingyou haveconfiguredX properly, startingit is asimplematterof typing
“startx ” asany user. TheX GUI will start,andafteryouhavefinishedyour session
andquit X, youwill bereturnedto theregularLinux console.

Optionally, X canstartupat systemboot,andalwaysrun (seeSection5.2 for detailson
how to accomplishthis). Thiscanbehandyfor thoseuserswhodislikeseeingthe
“boring” black& whiteconsole,or for thosewho wish to avoid dealingwith command
line shellsasmuchaspossible.

5.2. Using the X Desktop Manager
If youwish,youmayusetheX DesktopManager(“xdm”) to startup theX Window
Systemautomaticallyat systemboottime. ThisallowsyourLinux systemto always
run underX (althoughyou canswitchfrom theGUI to theregularconsoleswith
<Ctrl>-< Alt>-< F1>, andthenbackagainto theGUI with <Alt>-< F7> asneeded).
This is anicewayof providing anattractiveandfriendly environmentfor youandyour
users,andavoid having to type“startx ” all thetime.

To enablexdm,simplyedit the“ /etc/inittab ” file andchangetheline thatreads
“ id:3:initdefault: ” to thefollowing:

id:5:initdefault:

Theabovechangewill switchLinux to run level 5 uponsystembootup; this run level,
by default,will startxdm. Youmayalsowish to checkyour “ /etc/inittab ” file,
probablynearthebottom,to ensurethefollowing line is present:
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x:5:respawn:/usr/bin/X11/xdm -nodaemon

If youhaveenabledxdmandwish to useahigher“bpp” valuethanthedefault of 8
(andyour videocardandmonitorwill supportit), youwill needto modify the
“ /etc/X11/xdm/Xs er ver s” file asfollows:

:0 local /usr/X11R6/bin/X -bpp 24

Theabovechangewill startthexdmat 24bits perpixel.

You mayalsowish to edit the“ /etc/X11/xdm/Xs etu p_0” file andwith a “#” character,
commentout theline thatstarts“xbanner ” asshown:

#/usr/X11R6/bin/xbanner

Thiswill preventthedefault xdmbannerscreenfrom displayingfor asplit second
betweenKDE sessions.Aesthestics,I know, but...

Tip: Sometimes you may find it necessary to switch back to the console (for
example, certain games run under the console but not under X). There are two
ways of doing this. To temporarily switch away from X to the console, press
<Alt><F1>, and to switch back to X again, press <Alt><F7>. Or, if you wish to
terminate X altogether (thus freeing up your available memory), you can type
“/sbin/telinit 3” as “root” to switch the system run-level; this tells XDM to
terminate. To switch back, type “/sbin/telinit 5”.

5.3. Impr oving Font Appearance Under X
Quitefrankly, X hasneverbeenknown for having particularlyattractive fonts. In fact,
many peopleresignthemselvesto thenotionthathaving ugly, nastyfontsis an
unfortunatefactof life underX.

Fortunately, it is possibleto dramaticallyimprovethelook of, andincreasethenumber
of fontsyou canuse,underX. In fact,if youown acopy of Windows,youcaneven
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copy over theTrueTypefontsfrom thatplatformandusethemunderX aswell! Such
font supportis accomplishedby usinga font serversuchas“xfstt” or “xfs”.

RedHat6.1now includessupportfor “xfs” built in, andasa resultprovidesattractive
font supportright outof thebox. Therefore,if you’reusingthisversionof Linux, you
maybesatisfiedwith theway thingsare.However, thereareacoupleof thingsyoucan
do to improvethingsstill further, aswell asmakeuseof yourTrueTypefontsif you
have themavailable.

To enableTrueTypefont support,createadirectory(eg.
“ /usr/local/shar e/ ttf onts ”) andcopy any or all of thefont files from your
Windowssystem(wherethey canbefoundin the“c:\windows\font s” directory)into
thenew directory.

Tip: If you do not have any TrueType fonts available to you, you can download
them directly from Microsoft at
http://www.microsoft.com/typography/fontpack/default.htm.

To makeuseof thefonts,from within your new “ttfonts” directory, typethefollowing
(asroot):

ttmkfdir -o fonts.scale
mkfontdir

Next, edit the“ /etc/X11/fs/con fi g” file, addaddyournew font directoryto thelist
of existingdirectories.Also, changethedefault-point-size from 120to 140,
which will giveyou larger, morereadablefonts.

Finally, exit X (if youhaven’t donesoalready),andrestartyour xfs serverasfollows:

/etc/rc.d/init.d/xfs restart

Finally, restartX andenjoy yourgloriousnew fonts!

For moredetailedinformationon improving font supportunderX, thereis avery
excellentresourcecalledthe“XFree86FontDeuglificationMini HOW-TO” at
http://www.frii.com/~meldroc/Font-Deuglification.html.
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5.4. Choosing a Windo w Manager for X
Now, youshoulddecideonawindow manager. TheX Window Systemis simply the
environmentwhichallowsgraphicsto bedisplayedon yoursystem’shardware;the
window manageris responsiblefor how X looksandhow it interactswith youandyour
applications.

TheRedHat distributionof Linux containsseveralwindow managers,includingfvwm,
olvm, twm, AfterStep,andothers.Thedefault onethatyouwill probablyseewhen
startingup X for thefirst time is fvwm95,aWin95-likeenvironment.

Personally, I find theusualofferingsdiffer from my own tastes,andI recommendusing
eitherGNOMEor KDE (or both!),whoseinstallationarecoveredin thenext two
sections.

5.5. GNOME Installation and Configuration
TheGNU Network ObjectModelEnvironment(GNOME) is awindowing environment
thatenhancesyourX window environment.It is full-featured,includinga large
selectionof applicationsyoumayfind useful.However, at thetimeof thiswriting,
GNOMEstill hasa few minor bugs,meaningyou mayhave to putup with errant
behaviour at times.However, it is fairly stableanddefinitelyusable!

If you’reusingRedHat6.1,thelatestversionof GNOME(at least,thelatestat thetime
of this writing!) is includedwith thedistribution. Otherwise,youwill needto
downloadthelatestRPM distributionof thepackage.At thetimeof this writing, the
RPM files for RedHat 6.0 i386systemscanbefoundat
ftp://ftp.gnome.org/pub/GNOME/RHAD/redhat-6.0/i386/(or from amirror site).

Note: If you’re using Red Hat 6.0, you should be aware that it was shipped with a
fairly buggy version of GNOME. You should download the latest RPM’s from the
FTP site as described above.
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After you haveall thenecessaryfiles, theGNOMEpackagecanbeinstalledwith a
simplecommand,typedas“root”:

rpm -Uvh gtk*.rpm *.rpm

(TheabovecommandensurestheGTK librariesareinstalledfirst, to avoid dependency
errorsfrom occurring).

Contraryto popularbelief,GNOMEis actuallynot aWindow manager, but insteadsits
on topof your favorite one,providing addedfunctionalityto it. Therefore,onceyou
have installedGNOME,you shoulddecidewhich window manageryouwish to use,
andcreatea “ .xinitrc ” file in your directorywhich loadstheappropriatewindow
managerandstartsGNOME.Thefile shouldlook somethinglike this:

afterstep &
exec gnome-session

Theabovefile will loadAfterStepfor thewindow manager, andthenrun GNOMEon
topof it.

More informationon theGNU Network ObjectModelEnvironmentcanbefoundon
theGNOMEwebpageat http://www.gnome.org/. Don’t forgetto checkout thescreen
shots,locatedathttp://www.gnome.org/screenshots/.

5.6. KDE Installation and Configuration
TheK DesktopPackage(KDE) is anotherpopularwindow managerthatis somewhat
morematurethanGNOMEis at thetimeof this writing. However, it seemsto requirea
bit morememoryresourcesthanGNOMEdoes,sotake into considerationtheamount
of RAM youhaveavailableonyour system(if youhaveanything lessthan64 Mb of
RAM and128Mb of swap,youmight bebetteroff usingGNOME).

Thefirst stepfor installingKDE is to downloadthelatestRPMdistributionof the
package.To do so,locateanFTPmirror at http://www.kde.org/mirrors.html.Try to
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chooseamirror thatis closeto your geographiclocation,but makesurewhicheverone
youchooseis updatedoften(whichcanbedeterminedby lookingat thelist of mirrors).

Whenyouhave foundasuitablemirror, downloadall theRPMfileswhich are
applicableto your versionof RedHatandyour platform.For example,if youareusing
RedHat5.2(or above)onanIntel platform,youwill likely wantto downloadthe
packagefrom the
“ /pub/mirrors/kd e/ sta bl e/ lat es t/d is tr ibu ti on/ rp m/RedHat- 5.2 /i 386 / ”
directoryon theFTPmirror.

After you haveall thenecessaryfiles, theKDE packagecanbeinstalledwith the
following simplecommands,typedas“root” (makesureyouarein thedirectorywhere
all yourKDE rpmfilesare):

rpm -Uvh qt*.rpm
install-kde-1.1-base

Theabovecommandswill install theQt librariesfirst, andtheninstall theKDE base
package.Oncethis is done,you shouldlog off andlog backin (or if you are“su”edas
root, justexit and“su” again)sothatyour pathenvironmentis setappropriately, then
type:

install-kde-1.1-apps

Theabovecommandwill install theapplicationsprograms.

This installationprocedureis discussedin moredetail in thefile
“ readme-redhat-r pms.t xt ” thatshouldhavebeenincludedwith theKDE filesyou
downloaded.

If all goeswell, andKDE hasbeeninstalledwithoutany errormessages,youmay, if
you wish,configureKDE to bethedefault window managerfor any of yourusers(the
onethey will seeimmediatelyaftertyping “startx ”), by typing thefollowing, again
as“root”:

/opt/kde/bin/usekde userid

(Makesureyou replaceuseridwith anactualuserid!)
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More informationon theK DesktopEnvironmentcanbefoundon theKDE webpage
at http://www.kde.org/. Don’t forgetto checkout thescreenshots,locatedat
http://www.kde.org/kde2shots.html.
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6.1. Root Account
The“root” accountis themostprivilegedaccountonaUnix system.Thisaccountgives
you theability to carryoutall facetsof systemadministration,includingadding
accounts,changinguserpasswords,examininglog files, installingsoftware,etc.

Whenusingthis accountit is crucialto beascarefulaspossible.The“root” account
hasno securityrestrictionsimposeduponit. Thismeansit is easyto perform
administrativedutieswithout hassle.However, thesystemassumesyouknow whatyou
aredoing,andwill do exactlywhatyou request– no questionsasked.Thereforeit is
easy, with amistypedcommand,to wipe outcrucialsystemfiles.

Whenyouaresignedin as,or actingas“root”, theshellpromptdisplays’#’ asthelast
character(if youareusingbash).This is to serveasawarningto youof theabsolute
powerof thisaccount.

Therule of thumbis, neversignin as“root” unlessabsolutelynecessary. While “root”,
typecommandscarefullyanddouble-checkthembeforepressingreturn.Signoff from
the“root” accountassoonasyou haveaccomplishedthetaskyousignedon for.
Finally, (aswith any accountbut especiallyimportantwith this one),keepthepassword
secure!

6.2. Creating User Accounts

(WARNING: SLACKWARE-CENTRIC. NEEDS UPDATE FOR RED HAT)
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Thissectionassumesyou areusingtheShadow passwordsuiteon your Linux system.
If youarenot,youshouldconsiderdoingso,asit helpsto tightenupsecurity
somewhat.TheShadow suiteis fairly easyto install andwill automaticallyconvert
your non-shadow passwordfile formatover to thenew shadow format.

Therearetwo stepsto creatinganew useraccount.Thefirst is to actuallycreatethe
accountitself, thesecondis to provideanaliasto theire-mailaddress(atmy placeof
employment,we follow theconventionof “Firstname.Lastname@our.domain.name”.)

To createtheaccount,decideon theusernameyouaregoingto assignto theuser. The
usernameis at most8 characterslong,andwhereverpossibleyoushouldchoosetheir
lastname,or lastnameandfirst initial if auseraccountalreadyexists(theadduser
scriptwill detectandpreventyou from addingduplicateaccountnames).

You will thenbepromptedto enterotherinformation:full nameof user, usergroup
(usuallythedefault value),auserid # (automaticallyassigned),homedirectory
(automaticallyassigned),ausershell,somepasswordexpirationvalues,andfinally the
desiredpassword (which won’t echoto thescreen;you shouldhave theuserchoosea
passwordbetween6 to 8 charactersin lengthfor securityreasons).

Pleasenotethateverythingshouldbeenteredin lowercase,exceptfor thefull nameof
theuserwhichcanbeenteredin a “pleasingformat” (eg. JoeSmith)andthepassword.
Caseis sensitive,soinform your user(s)they mustuseidenticalcasewhenentering
their usernameandpassword.

Hereis asamplesessionwherewewill addausernamedJoeSmith:

mail:~# /sbin/adduser
User to add (^C to quit): smith
That name is in use, choose another.
User to add (^C to quit): smithj
Editing information for new user [smithj]
Full Name: Joe Smith
GID [100]:

Checking for an available UID after 500
First unused uid is 859
UID [859]:

Home Directory [/home/smithj]:
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Shell [/bin/bash]:

Min. Password Change Days [0]:

Max. Password Change Days [30]: 90
Password Warning Days [15]:

Days after Password Expiry for Account Locking [10]: 0
Password [smithj]:</ FL1539
Retype Password:</ Fl1539
Sorry, they do not match.
Password:</ > FL1539
Retype Password:</ FL1539

Information for new user [smithj]:
Name: Joe Smith
Home directory: /home/smithj
Shell: /bin/bash
Password: <hidden>
Uid: 859 Gid: 100
Min pass: 0 maX pass: 99999
Warn pass: 7 Lock account: 0
public home Directory: no
Type ’y’ if this is correct, ’q’ to cancel and quit the program,
or the letter of the item you wish to change: Y

Thenext stepis to createthealiasfor theperson’se-mailaccount.Thisgivespeople
thechoiceof usingtheiraccountnamefor theire-mailaddress,or their full name
(First.Lastcombination)to make it “easier”for theoutsideworld to guesstheir e-mail
addresswhentrying to contactthemfor thefirst time.

To addthee-mailalias,edit the“ /etc/aliases ” file asfollows:

mail# pico -w /etc/aliases

Add thenew aliasat thebottomof thefile. Theformatfor analiasis:

First.Lastname:username

You shouldasktheuserwhatpreferencethey have for this (eg. Joseph.Smithor
Joe.Smith).For our new JoeSmithuser, theentrywouldbeasfollows:
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Joe.Smith:smith

Whenfinishedaddingthealias,press<Ctrl>-< X> andsave thefile. Then,type
“newaliases ” to updatethealiasesdatabase.

At this point theuseraccounthasbeencreatedandis readyfor use.It is agoodideato
remindtheuserthathisusernameandpasswordmustbeenteredin lowercase
characters,andwhattheir e-mailaddresswouldbe(eg.
“Joe.Smith@mail.mydomain.name”).

6.3. Changing User Passwords
To changeapasswordon behalfof auser, first signon or “su” to the“root” account.
Thentype,“passwd user ” (whereuseris theusernamefor thepasswordyou are
changing).Thesystemwill promptyou to entera password. Passwordsdonotechoto
thescreenwhenyouenterthem.

You canalsochangeyour own password,by typing “passwd ” (without specifyinga
username).Youwill bepromptedto enteryourold password for verification,andthen
anew password.

6.4. Disab ling User Accounts
To disableauseraccount,edit,asroot, the“ /etc/shadow ” file (assumingyou’reusing
shadow passwords;if not,edit the“ /etc/passwd ” file instead),andreplacethe
password (which is storedin its encryptedform) with a “*” asteriskcharacter. All Unix
passwords,regardlessof length(up to amaximumof 8 characters),arestoredin the
passwordfile asencryptedstringsof 13characters.Therefore,by replacingthe
passwordwith asingle“*” character, it is impossiblefor theuserto signin.

Note: This method will require you to assign a new password to the user if you
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re-enable the account, since the encrypted password field will have been
replaced. One solution to this which seems to be popular among system
administrators is to simply prefix the “*” asterisk character in front of the encrypted
password to disable the account, and simply removing the asterisk to enable it.

For moreinformationon the“ /etc/passwd ” and“ /etc/shadow ” files,seeSection6.6
below.

6.5. Removing User Accounts
On occasion,you maywish to removeauser’s accessfrom yourserveraltogether.

If youarea RedHat user, theeasiestway to removeanunneededuseraccountis with
the“userdel ” command,whichmustbetypedas“root”. An examplefollows:

/usr/sbin/userdel baduser

Theabovecommandwill removetheentrymatchingtheusername“baduserfrom the
“ /etc/passwd ”, file, and,if you’reusingtheShadow password format(which you
shouldbe;seeSection6.6 for details),the“ /etc/shadow ”.

Note: The “/etc/group ” is not modified, to avoid removing a group that other
user(s) may also belong to. This isn’t much of a big deal, but if this bothers use,
you can edit the group file and remove the entry manually.

Shouldyouwish to remove theuser’shomedirectoryaswell, addthe“ -r ” optionto
the“userdel”command.For example:

/usr/sbin/userdel -r baduser

I recommendnot removing anaccountright away, but first simplydisableit, especially
if youareworkingwith acorporateserverwith lots of users.After all, theformeruser
mayonedayrequiretheuseof hisor heraccountagain,or mayrequestafile or two
which wasstoredin their homedirectory. Or perhapsanew user(suchasanemployee
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replacement)mayrequireaccessto theformeruser’sfiles. In any event,makesureyou
havebackupsof theformeruser’shomedirectory, “just-in-case”.SeeSection6.4 for
detailson disablinganaccount,andChapter8 for detailsonhow to performbackups.

6.6. Lin ux Password & Shado w File Formats
TraditionalUnix systemskeepuseraccountinformation,includingone-wayencrypted
passwords,in a text file called“ /etc/passwd ”. As this file is usedby many tools(such
as“ls”) to displayfile ownerships,etc.by matchinguserid #’swith theuser’snames,
thefile needsto beworld-readable.Consequentally, this canbesomewhatof asecurity
risk.

Anothermethodof storingaccountinformation,onethatI alwaysuse,is with the
shadow password format.As with thetraditionalmethod,this methodstoresaccount
informationin the/etc/passwdfile in acompatibleformat.However, thepassword is
storedasasingle“x” character(ie. notactuallystoredin this file). A secondfile, called
“ /etc/shadow ”, containsencryptedpasswordaswell asotherinformationsuchas
accountor passwordexpirationvalues,etc.The/etc/shadow file is readableonly by the
root accountandis thereforelessof asecurityrisk.

While someotherLinux distributionsforcesyou to install theShadow PasswordSuite
in orderto usetheshadow format,RedHat makesit simple.To switchbetweenthetwo
formats,type(asroot):

/usr/sbin/pwconv To convert to the shadow format
/usr/sbin/pwunconv To convert back to the traditional format

With shadow passwords,the“ /etc/passwd ” file containsaccountinformation,and
lookslike this:

smithj:x:561:561:Joe Smith:/home/smithj:/bin/bash

Eachfield in apasswdentryis separatedwith “:” coloncharacters,andareasfollows:
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• Username,up to 8 characters.Case-sensitive,usuallyall lowercase
• An “x” in thepasswordfield. Passwordsarestoredin the“ /etc/shadow ” file.
• Numericuserid. This is assignedby the“adduser ” script.Unix usesthis field, plus

thefollowing groupfield, to identify whichfilesbelongto theuser.
• Numericgroupid. RedHat usesgroupid’s in a fairly uniquemannerfor enhanced

file security. Usuallythegroupid will matchtheuserid.
• Full nameof user. I’m notsurewhatthemaximumlengthfor this field is, but try to

keepit reasonable(under30 characters).
• User’shomedirectory. Usually/home/username(eg. /home/smithj).All user’s

personalfiles,webpages,mail forwarding,etc.will bestoredhere.
• User’s “shell account”.Oftensetto “ /bin/bash ” to provideaccessto thebashshell

(my personalfavoriteshell).

Perhapsyoudonot wish to provideshellaccountsfor yourusers.Youcouldcreatea
scriptfile called“ /bin/sorrysh ”, for example,thatwoulddisplaysomekind of error
messageandlog theuseroff, andthensetthisscriptastheirdefault shell.

Note: If the account needs to provide “FTP” transfers to update web pages, etc.
then the shell account will need to be set to “/bin/bash ” – and then special
permissions will need to be set up in the user’s home directory to prevent shell
logins. See Section 7.1 for details on this.

The“ /etc/shadow ” file containspasswordandaccountexpirationinformationfor
users,andlookslike this:

smithj:Ep6mckrOLChF.:10063:0:99999 :7:::

As with thepasswdfile, eachfield in theshadow file is alsoseparatedwith “:” colon
characters,andareasfollows:

• Username,up to 8 characters.Case-sensitive,usuallyall lowercase.A directmatch
to theusernamein the/etc/passwdfile.

• Password,13 characterencrypted.A blankentry(eg. ::) indicatesapassword is not
requiredto log in (usuallyabadidea),anda “*” entry(eg. :*:) indicatestheaccount
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hasbeendisabled.
• Thenumberof days(sinceJanuary1, 1970)sincethepasswordwaslastchanged.
• Thenumberof daysbeforepasswordmaybechanged(0 indicatesit maybechanged

at any time)
• Thenumberof daysafterwhichpasswordmustbechanged(99999indicatesuser

cankeephisor herpasswordunchangedfor many, many years)
• Thenumberof daysto warnuserof anexpiring password (7 for a full week)
• Thenumberof daysafterpasswordexpiresthataccountis disabled
• Thenumberof dayssinceJanuary1, 1970thatanaccounthasbeendisabled
• A reservedfield for possiblefutureuse

6.7. System Shutdo wn and Restar t
To shutdown thesystemfrom a terminalsession,signin or “su” to the“root” account.
Thentype“ /sbin/shutdown -r now”. It maytakeseveralmomentsfor all
processesto beterminated,andthenLinux will shutdown. Thecomputerwill reboot
itself. If youarein front of theconsole,a fasteralternative to this is to press
<Ctrl>-< Alt>-< Del> to shutdown. Pleasebepatientasit maytakeacoupleof
minutesfor Linux to terminate.

You canalsoshutdown thesystemto ahalt (ie. it will shutdown andnot rebootthe
system).Thesystemwill beunavailableuntil power-cycledor rebootedwith
<Ctrl>-< Alt>-< Del>. Thiscanbeusefulif youneedto powerdown thesystemand
move it to adifferentlocation,for example.To do this, type“ /sbin/shutdown -h

now” whensignedinto or “su”ed to the“root” account.Linux will shutitself down then
displayamessage,“Systemhalted”.At this point youcanpowerdown thecomputer.

It is probablya goodideato only shutdown thesystemwhenyouareat theconsole.
Althoughyou canshutit down remotelyvia ashellsession,if anythinggoeswrongand
thesystemdoesnot restartproperly, thesystemwill beunavailableuntil actionis taken
at thesystemunit. (I haven’t experiencedany problemsdoingthis myself,however).

Uponsystembootup,Linux will startautomatically, andloadall necessaryservices
includingnetworkingsupport,andInternetservices.
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Tip: If you wish to provide some kind of warning to any online users (online
meaning logged in to shell accounts), you can substitute a time value instead of
the “now” keyword. You can also customize the shutdown warning message. For
example, “/sbin/shutdown -r +5 Hardware upgrade ” would inform users that
the system was about to shutdown for the given reason. They are then given
periodic warnings that they should close files and log off before the big moment
arrives.

51



Chapter 7. Custom Configuration and
Administration Issues

For bothpersonaluseaswell asat work, I wasableto startwith astandardinstallation
of theRedHat Linux distributionandprovideservices“out-of-the-box”with little or
no changesto default configurationsettings.

However, therewereanumberof smallchangesandextra servicesthatwerenecessary
to provideall theInternet,file & print services,andotherservicesthatarein useat my
placeof employment.Thelocal administratorshouldbeawareof thefollowing:

• The“ /etc/rc.d/rc.loc al ” file is executeduponsystemstart-upandcontainsany
extraservicesyou haveaddedto your server thatshouldbeexecuteduponbootup.

• Look in /etcfor any site-specificchangesthatmayberequired.Thesemayinclude:

• “ /etc/inetd.conf ” (you shouldensureunnecessaryservicesweredisabledsuch
asfinger, echo,chargen;aswell asaddor changeany servicesyoumayneed)

• “ /etc/exports ” (containsa list of hostsallowedto mountNFSvolumes;see
Section7.6 for details)

• “ /etc/organization ”, “ /etc/nntpserver ” , “ /etc/NNTP_INEW S_DOMAIN ” (setas
appropriate)

• “ /etc/lilo.conf ” (containsinformationfor theLILO bootloader– theprocess
which loadstheLinux kerneluponbootup;seeSection4.8for details)

• “ /etc/sudoers ” (a list of userswhoshouldbegivenspecialprivileges,alongwith
thecommandsthey areallowedto execute)

• “ /etc/named.boot ” (for DNS use;seeSection7.2for details)

• Anything in “ /usr/local/ ” (andsubdirectories)areextrapackagesor modifications
to existingonesthatyouhave installedhere,if youhave installedfrom thingslike
tarballsinsteadof usingRPM.(Or at least,youshouldhave installedthemhere.)
Thesefiles,particularlyin /usr/local/src/,shouldbekeptup-to-date.SeeChapter10
for details.
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7.1. Web Server and HTTP Caching Proxy
Administration

(WARNING: DISREGARD THIS SECTION!)

1. CreateanInternetuseraspernormal.The“shell” accountshouldbe“ /bin/bash ”
(asFTPrequiresavalid shell).

2. “cd /home ; chown root.root theuser ” Thismakes“theuser”’sdirectory
belongto root, for securityreasons.

3. “cd /home/theuser ; mkdir www ; chown theuser.theuser ” This
createstheir “www” directory, andsetsownershipsothey canread/writeto it.

4. “echo "exit" > .profile ” Thiscreatesa “ .profile ” file with thesingleline
“exit ” in it. If theusertriesto log in via telnet,they will getdisconnected
immediately.

5. Do an“ ls -l ” andmakesurethereareonly 2 files in thedirectory(not including
“..” and“.”):

• .profile (ownedby root.root)
• www(ownedby theuser.theuser)

All otherfilescanbedeleted(eg. “ rm .less ; rm .lessrc ”)

6. If theuserneedsto havee-mailforwardingenabledyoucouldcreatea .forwardfile
whichsimplyhasthepropere-mailasthefirst andonly line in thefile.

That’s it. TheusercanuseFTPto updatethepages.

7.2. Domain Name Server (DNS) Configuration
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and Administration
At my placeof employment,weareusingLinux asaDNSserver. It performs
exceptionallywell. Thissectionwill addressconfigurationof DNStablesfor these
servicesusingtheBIND 8.x packagewhichcomesstandardwith theRedHat
distribution.

Note: Red Hat versions 5.1 and earlier used the BIND 4.x package, which used a
slightly different format for its configuration file. BIND 8.x offers more functionality
over that offered by BIND 4.x, and as 4.x is no longer being developed, you should
probably consider upgrading your BIND package to the latest version. Simply
install the BIND RPM package (see Section 10.1 for details on using the RPM
utility), then convert your configuration file to the new format.

Fortunately, convertingyour existingBIND 4.x configurationfile to becompliant
with BIND 8.x is easy!In thedocumentationdirectoryprovidedaspartof BIND
(for example,“ /usr/doc/bind-8. 1.2 / ” for BIND version8.1.2),thereexistsa
file called“named-bootconf.p l ”, which is anexecutablePerlprogram.Assuming
youhavePerl installedon yoursystem,youcanusethis programto convertyour
configurationfile. To doso,typethefollowing commands(asroot):

cd /usr/doc/bind-8.1.2
./named-bootconf.pl < /etc/named.boot > /etc/named.conf
mv /etc/named.boot /etc/named.boot-obsolete

Youshouldnow havean“ /etc/named.conf ” file whichshouldwork with BIND
8.x “out-of-the-box”.Your existingDNStableswill work as-iswith thenew
versionof BIND, astheformatof thetablesremainsthesame.

Configurationof DNSservicesunderLinux involvesthefollowing steps:

1. To enableDNSservices,the“ /etc/host.conf ” file shouldlook like this:

# Lookup names via /etc/hosts first, then by DNS query
order hosts, bind
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# We don’t have machines with multiple addresses
multi on
# Check for IP address spoofing
nospoof on
# Warn us if someone attempts to spoof
alert on

Theextra spoofdetectionaddsabit of aperformancehit to DNS lookups
(althoughnegligible), soif you’renot tooworriedaboutthis youmaywish to
disablethe“nospool”and“alert” entries.

2. Configurethe“ /etc/hosts ” file asneeded.Typically theredoesn’t needto be
muchin here,but for improvedperformanceyoucanaddany hostsyou access
often(suchaslocal servers)to avoid performingDNS lookupson them.

3. The“ /etc/named.con f ” file shouldbeconfiguredto point to your DNStables
accordingto theexamplebelow.

(Note: IP addresses shown are examples only and must be replaced with
your own class addresses!):

options {
// DNS tables are located in the /var/named directory
directory "/var/named";

// Forward any unresolved requests to our ISP’s name server
// (this is an example IP address only - do not use!)
forwarders {
123.12.40.17;
};

/*
* If there is a firewall between you and name-

servers you want
* to talk to, you might need to uncomment the query-source
* directive below. Previous versions of BIND always asked
* questions using port 53, but BIND 8.1 uses an unprivileged
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* port by default.
*/

// query-source address * port 53;
};

// Enable caching and load root server info
zone "named.root" {
type hint;
file "";
};

// All our DNS informa-
tion is stored in /var/named/mydomain_name.db
// (eg. if mydomain.name = foobar.com then use foobar_com.db)
zone "mydomain.name" {
type master;
file "mydomain_name.db";
allow-transfer { 123.12.41.40; };
};

// Re-
verse lookups for 123.12.41.*, .42.*, .43.*, .44.* class C’s
// (these are example Class C’s only - do not use!)
zone "12.123.IN-ADDR.ARPA" {
type master;
file "123_12.rev";
allow-transfer { 123.12.41.40; };
};

// Reverse lookups for 126.27.18.*, .19.*, .20.* class C’s
// (these are example Class C’s only - do not use!)
zone "27.126.IN-ADDR.ARPA" {
type master;
file "126_27.rev";
allow-transfer { 123.12.41.40; };
};
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Tip: Make note of the allow-transfer options above, which restricts DNS
zone transfers to a given IP address. In our example, we are allowing the host
at 123.12.41.40 (probably a slave DNS server in our domain) to request zone
transfers. If you omit this option, anyone on the Internet will be able to request
such transfers. As the information provided is often used by spammers and IP
spoofers, I strongly recommend you restrict zone transfers except to your
slave DNS server(s), or use the loopback address, “127.0.0.1 ” instead.

4. Now youcansetupyour DNStablesin the“var/named/ ” directoryasconfigured
in the“ /etc/named.conf ” file in stepthree.ConfiguringDNSdatabasefiles for
thefirst time is amajorundertaking,andis beyondthescopeof this document.
Thereareseveralguides,onlineandin printedform thatshouldbereferredto.
However, severalexamplesareprovidedbelow.

Sampleentriesin the“ /var/named/mydom ai n_name. db” forwardlookupfile:

; This is the Start of Authority (SOA) record. Contains con-
tact
; & other information about the name server. The se-
rial number
; must be changed whenever the file is updated (to in-
form secondary
; servers that zone information has changed).

@ IN SOA mydomain.name. postmaster.mydomain.name. (
19990811 ; Serial number
3600 ; 1 hour refresh
300 ; 5 minutes retry
172800 ; 2 days expiry
43200 ) ; 12 hours minimum

; List the name servers in use. Unresolved (en-
tries in other zones)
; will go to our ISP’s name server isp.domain.name.com
IN NS mydomain.name.
IN NS isp.domain.name.com.

; This is the mail-exchanger. You can list more than one (if
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; applicable), with the integer field indicating prior-
ity (lowest
; being a higher priority)
IN MX mail.mydomain.name.

; Provides optional information on the machine type & operat-
ing system
; used for the server
IN HINFO Pentium/350 LINUX

; A list of machine names & addresses
spock.mydomain.name. IN A 123.12.41.40 ; Open-

VMS Alpha
mail.mydomain.name. IN A 123.12.41.41 ; Linux (main server)
kirk.mydomain.name. IN A 123.12.41.42 ; Win-

dows NT (blech!)

; Including any in our other class C’s
twixel.mydomain.name. IN A 126.27.18.161 ; Linux test machine
fox-

one.mydomain.name. IN A 126.27.18.162 ; Linux de-
vel. kernel

; Alias (canonical) names
gopher IN CNAMEmail.mydomain.name.
ftp IN CNAMEmail.mydomain.name.
www IN CNAMEmail.mydomain.name.

Sampleentriesin the“ /var/named/123_1 2. re v” reverselookupfile:

; This is the Start of Authority record. Same as in for-
ward lookup table.

@ IN SOA mydomain.name. postmaster.mydomain.name. (
19990811 ; Serial number
3600 ; 1 hour refresh
300 ; 5 minutes retry
172800 ; 2 days expiry
43200 ) ; 12 hours minimum
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; Name servers listed as in forward lookup table
IN NS mail.mydomain.name.
IN NS isp.domain.name.com.

; A list of machine names & addresses, in re-
verse. We are mapping
; more than one class C here, so we need to list the class B portion
; as well.

40.41 IN PTR spock.mydomain.name.
41.41 IN PTR mail.mydomain.name.
42.41 IN PTR kirk.mydomain.name.

; As you can see, we can map our other class C’s as long as they are
; under the 123.12.* class B addresses

24.42 IN PTR tsingtao.mydomain.name.
250.42 IN PTR redstripe.mydomain.name.
24.43 IN PTR kirin.mydomain.name.
66.44 IN PTR sapporo.mydomain.name.

; No alias (canonical) names should be listed in the re-
verse lookup
; file (for obvious reasons).

Any otherreverselookupfilesneededto mapaddressesin a differentclassB (such
as126.27.*)canbecreated,andwould look muchthesameastheexamplereverse
lookupfile above.

5. Makesurethenameddaemonis running.Thisdaemonis usuallystartedfrom the
“ /etc/rc.d/init.d /na med” file uponsystemboot.You canalsostartandstopthe
daemonmanually;type“named start ” and“named stop ”, respectively.

6. Wheneverchangesaremadeto theDNStables,theDNSservershouldberestarted
by typing “ /etc/rc.d/init.d/named restart ”. Youmaythenwish to test
yourchangesby usinga tool suchas“nslookup ” to querythemachineyouhave
addedor changed.
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More informationon configuringDNSservicescanbefoundin the“DNS-HOWTO”
guideathttp://metalab.unc.edu/Linux/HOWTO/DNS-HOWTO-5.html.

7.3. Internet User Authentication with TACACS
At my placeof employment,for TACACSauthenticationof dial-upInternetusers(who
areconnectingto our modempoolwhicharein turn connectedto acoupleof Cisco
250xaccessservers),weareusingtheVikasversionof “xtacacsd”.

After compilingandinstallingtheVikaspackage(latestversionsareavailablefrom
ftp://ftp.navya.com/pub/vikas;I don’t believe thepackageis availablein RPMformat),
you shouldaddthefollowing entriesto the“ /etc/inetd.conf ” file sothatthedaemon
will beloadedby theinetddaemonwhenevera TACACSrequestis received.

# TACACS is a user authentication proto-
col used for Cisco Router products.
tacacs dgram udp wait root /etc/xtacacsd xtacacsd -
c /etc/xtacacsd-conf

Next, you shouldedit the“ /etc/xtacacsd-c onf ” file andcustomizeit, asnecessary,
for your system(howeveryouwill probablybeableto usethedefault settingsas-is).

Note: If you are using shadow passwords (see Section 6.6 for details), you will
have some problems with this package. Unfortunately, PAM (Pluggable
Authentication Module), which Red Hat uses for user authentication, is not
supported by this package. One workaround that I use is to keep a separate
“passwd ” file in “/usr/local/xtacac s/e tc/ ” which matches the one in /etc/ but is
non-shadowed. This is a bit of a hassle, and if you choose to do this make sure
you set permissions on the other password file to make sure it is only readable by
root:

chmod a-wr,u+r /usr/local/xtacacs/etc/passwd
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If youdo indeeduseshadow, youwill mostcertainlyneedto edit the
“ /etc/xtacacsd-c onf ” file andlocationof thenon-shadowedpasswordfile (assuming
you areusingtheworkaroundI havesuggestedabove).

Thenext stepis to configureyour accessserver(s)to authenticateloginsfor thedesired
devices(suchasdial-upmodems)with TACACS.Hereis a samplesessionon how this
is done:

mail:/tftpboot# telnet xyzrouter

Escape character is ’^]’.
User Access Verification
Password: ****
xyzrouter> enable
Password: ****
xyzrouter# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
xyzrouter(confi g)# tacacs-server attempts 3
xyzrouter(confi g)# tacacs-server authenticate connections
xyzrouter(confi g)# tacacs-server extended
xyzrouter(confi g)# tacacs-server host 123.12.41.41
xyzrouter(confi g)# tacacs-server notify connections
xyzrouter(confi g)# tacacs-server notify enable
xyzrouter(confi g)# tacacs-server notify logouts
xyzrouter(confi g)# tacacs-server notify slip
xyzrouter(confi g)# line 2 10
xyzrouter(confi g-l in e)# login tacacs
xyzrouter(confi g-l in e)# exit
xyzrouter(confi g)# exit
xyzrouter# write
Building configuration...
[OK]

xyzrouter# exit

Connection closed by foreign host.

61



Chapter7. CustomConfigurationandAdministrationIssues

All TACACSactivity log messageswill berecordedin “ /var/log/message s” for your
perusal.

7.4. Windo ws-style File and Print Services with
Samba

Linux canprovideSMB services(eg. WfW, Win95,andNT-stylenetwork file &
printersharing),usingtheSambapackage.Thissectionwill describehow to configure
shares,andhow to accessthemfrom client machines.

TheSambapackageis includedwith theRedHat distribution,youcancheckif it is
installedandwhatversionyouhaveby typing:

rpm -q samba

If it isn’t installed,youwill needto install it usingtheRPMutility. SeeSection10.1for
detailson how to do this.

ThemostimportantSambafilesyou shouldconcernyourselfwith are:

/etc/smb.conf

Sambaconfigurationfile wheresharesandotherconfigurationparametersareset
up (seebelow)

/var/log/samba/

Locationof Sambalog files

/home/samba/

Suggestedlocationwherefile sharesshouldbesetup. However, you should
choosea locationwhereyou haveenoughspaceon thefile systemto accomodate
thefilesyouwill store.Personally, I usuallysetup a largepartitionmountedon
/archive/andplacemy shareshere.
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Thefile “ /etc/smb.conf ” containsconfigurationinformationonfile & print shares.
Thefirst few linesof thefile containglobalconfigurationdirectives,whicharecommon
to all shares(unlessthey areover-riddenon aper-sharebasis),followedby share
sections.

TheSambainstallationincludesadefault smb.conffile which in many casesshouldbe
adequatefor your needsandrequireonly a few changes.

Hereis anexampleof this file (which I haveheavily customizedto show you someof
themoreimportantandinterestingoptions):

# Items common to all shares (unless over-ridden on a per-
share basis)
[global]

# Number of minutes of inactivity be-
fore client is disconnected

# to avoid consuming re-
sources. Most clients will automatically

# reconnect so this is a good idea to enable.
dead time = 10

# Don’t let users connect as “root”, just-in-case. :-)
invalid users = root

# Specify the ac-
count for guest shares (shares that don’t require

# a password to connect to. This user-
name must be a valid user

# in the /etc/passwd file.
guest account = guest

# Specify where log files should be writ-
ten to. The “%m” suffix

# means that log files will be created in the format
# log.machine-name (eg. “log.twixel”)
log file = /usr/local/samba/logs/log.%m

# Maximum size of log file, in Kilobytes.
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max log size = 1000

# Password level 3 means that case is not an is-
sue when entering

# passwords. A little less se-
cure than level 1 or 2 would be,

# but seems to be a fair compromise for user convenience.
password level = 3

# Specify that all shares should appear in the browse list
# (override any you don’t want on a per-share basis).
browseable = yes

# If this is enabled, you can see active connections us-
ing the

# “smbstatus” command.
status = yes

# The level of debugging informa-
tion that is recorded in the log

# files. Higher values generate more information (which is
# probably not very useful, most of the time).
debug level = 2

# This will send any Windows-
style “POPUP” messages received on

# the server to the postmaster by e-
mail. Not very useful, but

# an interesting demonstration of what can be accomplished.
message command = /bin/mail -

s ’Message from %f on %m’ postmaster < %s; rm %s &

# This is a form of caching that, when enabled, may improve
# performance when reading files.
read prediction = true
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# A list of services that should be added automati-
cally to the

# browse-list.
auto services = cdrom

# The location of your “print-
cap” file, a text file containing

# definitions for your printers.
printcap name = /etc/printcap

# If enabled all printers in the /etc/printcap file will be
# loaded into the browse-list.
load printers = yes

# The print command by which data is spooled to a printer un-
der Linux.

print command = lpr -r -P%p %s

# The print command by which job queue informa-
tion (printer status)

# can be obtained.
lpq command = lpq -P%p

# The print command by which un-
wanted print jobs can be deleted

# from the queue.
lprm command = lprm -P%p %j

# The level at which Samba advertises it-
self for browse elections.

# Currently set to a high value to give it an even “foot-
hold” with

# any swarmy NT servers on the network. :-)
os level = 34

# These are user’s personal shares. If the client’s user-
name matches on the
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# server, they can access their home directory (pro-
vided they enter the
# correct password).
[homes]

# The comments appear in the browse list.
comment = Home Directories

# This matches the user-
name of the client to that of the share.

# If they do not match, no share will be dis-
played in the browse

# list, or available to connect to.
user = %S

# The path to the share. For example, “smithj” would map to
# “/home/smithj”
path = /home/%S

# If enabled, allow read/write access to the shares.
writeable = yes

# Just an inverted synonym for “writeable”. We don’t *re-
ally* need

# to use both. :-)
read only = no

# Keep this disabled so that a password is required to ac-
cess these

# shares.
public = no

# We don’t want this share (after all, it is private) to ap-
pear in

# the browse-list of other users.
browseable = no
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# This is a publicly avail-
able print share, called “hp_laser”. It appears
# on the browse lists and can be accessed without a pass-
word by any client.
[hp_laser]

# The comment that appears in the browse-list.
comment = Main office printer (HP Laserjet 400)

# The username that this share is ac-
cessed as (guest means all users).

user = guest

# All generated print files will first be created in the /tmp
# directory.
path = /tmp

# Do not allow file creation except through print spooling.
writeable = no

# Set permissions accordingly -
root access to print jobs only.

create mode = 0700

# If this is enabled a password is not required to ac-
cess the share.

public = yes

# This should be enabled to indi-
cate that this is a printer share.

printable = yes

# Here is a service providing access to the CD-ROMdevice.
[cdrom]

comment = Shared CD-ROMdrive on Linux
user = guest
path = /cdrom
writeable = no
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read only = true
browseable = yes
public = yes
guest ok = yes

Tip: Recent versions of Samba, from 2.0 onwards, provide a very slick
web-based configuration utility called “swat”, which makes the process much
more user-friendly. The utility listens on TCP port 901 of your server, so to use the
utility just point your favourite web browser as follows:

mydomain.name:901

(Of course,in orderto usetheSWAT utility youwill needto haveawebserver
running,suchasApache.SeeSection7.1for details.)

ThelatestSambaversionsalsoaddconsiderablefeaturesin comparisonwith versions
prior to 2.0. It is worth takingthetime to upgradethis package.

A clientmusthaveaTCP/IPnetwork stackrunningin orderto connectto shares.
Further, for browsingto work, theTCP/IPprotocolmustbeboundto NETBEUI. Under
Windows95 this canbeconfiguredfrom the“Network” icon from within theControl
Panel.

Assumingtheclienthasbeenconfiguredproperly, youshouldseetheservershares
appearin their “Network Neighborhood”(or equivalentbrowsingschemeif youarenot
usingWindows95/NT).You canthenmapnetwork drivesfrom thenetwork
neighborhood,or typein anabsolutepathto theshare(eg. “\\mail\cdrom”). If the
sharedservicerequiresapassword to beentered,youwill bepromptedfor one.

More informationon Sambacanbeobtainedfrom theSambaHomePageat
http://samba.anu.edu.au/samba/.

7.5. Macintosh-style File and Print Services
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with Netatalk
Linux canalsoprovideAppleshareservices(eg. Macintosh-stylenetwork file & printer
sharing),usingtheNetatalkpackage.Thissectionwill describehow to configure
shares,andhow to accessthemfrom client machines.

In orderto useNetatalk,youwill needto haveAppletalknetworkingsupportin your
Linux kernel.Stockkernelsfrom RedHat usuallyalreadyincludethis supportasa
module,or youcancompileyour own customkernelwith suchsupport.

Note: Make sure Appletalk support is compiled in as a module and not included
as part of the kernel (see Section 10.4 for details on how to upgrade or customize
the Linux kernel). Otherwise you will have difficulties when stopping and then
restarting the Netatalk daemon.

Onceyou haveensuredyour kernelis capableof supportingAppletalk,youwill need
to install theNetatalkpackage.BecauseNetatalkis not includedwith theRedHat
distribution,you will have to downloadandinstall acopy. TheNetatalkpackagecanbe
foundonRedHat’s “contrib” site,at ftp://ftp.redhat.com/contrib/libc6/i386/.

After Netatalkhasbeeninstalled,youmayneedto modify oneor moreconfiguration
files in “ /etc/atalk/ ”. Mostof thefilescontainsampleconfigurationexamples,and
thereforeareat leastsomewhatself-documenting.Thefilesare:

config

Thisfile containsconfigurationinformationfor tuningyourNetatalkdaemon.This
informationis specifiedin environmentvariables,andthis file is “sourced”(ie.
read)by theNetatalkstartup scriptbeforetheserviceis started.Youcanspecify
thenumberof simultaneousconnections,whetheror not guestloginsareallowed,
etc.You will almostcertainlywantto modify this file accordingto yourneeds.

atalk.conf

Thisfile containsinformationon whichnetwork interfaceto use,aswell asyour
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Appletalkrouting,nameregistration,andotherrelatedinformation.You will
likely not needto modify this file; therequirednetwork informationis detected
andaddedto thisfile thefirst timeyou starttheNetatalkserver. However, you
maywish to addyour servername.

Note: Type “man atalkd” for more information on this file.

afpd.conf

Thisfile allowsyou to specifyadditionalparameterswhicharepassedto Netatalk
by meansof command-lineoptions.You canspecifywhich portor IP addressyou
wish to run theNetatalkserveron,adda login messagethatis displayedto
connectingusers,aswell asotherrelatedoptions.You will likely not needto
modify this file.

Note: Type “man afpd” for more information on this file.

papd.conf

Thefile containsconfigurationinformationfor enablingMacusersto print to
network printershares.I haven’t playedwith this yet,sounfortunatelyI can’t
offer any adviceon it.

Note: Type “man papd” for more information on this file.

AppleVolumes.default

Thisfile lists theavailablefile sharesthata Macuserwill seeafterloggingin. To
enableashare,enterthepathto thefile directory, followedby a textualdescription
of it. For example:

~ "Home"
/archive/busdept "Business Department CommonFiles"
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(Theabovewill provide two sharesto connectingMacusers:theirhomedirectory,
aswell asasharedareafor thebusinessdepartment.)

Tip: A neat trick here is to set up shares with the same file paths under
Samba, which would provide your users with platform- independent file
shares for both your Mac as well as your Windows users. See Section 7.4 for
details on using Samba.

AppleVolumes.system

Thisfile alsolists file sharesjust like “AppleVolumes.de fau lt ” does,the
differencebeingthattheseshareswill bemadeavailableto all users,regardlessof
whetheror not they log in. Thisfile alsocontainsfile-typemappings.Youwill
likely not needto modify this file unlessyouwantto addgeneralsharesavailable
to anyone;this is probablyabadideafor mostpeople.

Onceeverythinghasbeensetupwith appropriateconfigurationinformation,you can
starttheNetatalkservicesmanuallyby typing:

/etc/rc.d/init.d/atalk start

(Theservicesshouldstartup automaticallyat systemboot).

More informationon Netatalkcanbeobtainedfrom theNetatalkHomePageat
http://www.umich.edu/~rsug/netatalk/.In addition,veryhelpful configuration
informationis availablein theLinux NetatalkHOWTO, availableat
http://thehamptons.com/anders/netatalk/.

7.6. Network File System (NFS) Services
Linux canactasbothclient andserver for file systemssharedusingtheNetwork File
System(NFS)protocol,which is thedefactostandardfor providing file systemmounts
amongUnix systems.
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Note: Please be aware that having an NFS service available on your system can
be a security risk. Personally, I don’t recommend using it.

In orderto useNFS,youwill needto ensurethatNFSsupporthasbeenincludedin
your kernelor kernelmodules.SeeSection10.4for detailsonhow to upgradeor
customizetheLinux kernel.

NFSsharesareconfiguredby modifying the“ /etc/exports ” file. Herearesome
exampleentries,showing someof theoptionsavailable:

/archive spock.mydomain.name(ro)
/archive2 spock.mydomain.name(ro)
/mnt/cdrom other.domain(ro)
/archive2 10.23.14.8(ro,insecure)

Thefirst coupleof linesallow thehost,“spock.mydomain.name”accessto boththe
“ /archive ” aswell asthe“ /archive2 ” directoriesvia NFS.Thesesharesaremade
availableread-onlywith the“ (ro) ” option.For securityreasons,it is agoodideato do
this for all of yourNFSsharesif at all possible.

Thethird line will allow any hostin the“domain.name”domainnamespaceto access
theCD-ROM drive. Of course,it is necessaryto mounttheCD-ROM device to
“ /mnt/cdrom ” first.

Note: Using the “(ro) )” option to mark this device read-only may seem a bit
redundant, however doing so will prevent a miscreant from writing to a real file
system should the CD-ROM device not be mounted.

After you havemadechangesto the“ /etc/exports ” file, you will needto restartthe
NFSdaemon.To doso,type:

/etc/rc.d/init.d/nfs restart

You canalsoconfigureyourNFSmountpointswith the“Network Configurator ”
tool includedin the“Linuxconf ” utility. For moreinformationon theLinuxconf
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utility, seeSection7.7.

More informationon NFScanbefoundin the“NFS-HOWTO” guideat
http://metalab.unc.edu/LDP/HOWTO/NFS-HOWTO.html,aswell asin themanpages
on “nfsd ” and“exports ”.

7.7. Configuration from A-Z with Lin uxconf
Thereis anexcellenttool called“ linuxconf ” which canmakemany configuration
issueseasierto do. Linuxconf runsonwhatevermeansof displayenvironmentit has
availableto it – youcanrun it from theconsole,overa telnetsession,andasa
GUI-basedtool underX andit will automaticallystartup in theappropriatemanner.

If youneedto adjustyour systemtime,modify your network settings,setupfile
systems,performuseradministration,aswell asperformmany otheradministrativeand
configurationduties,you shouldgive this tool a try. Theonly caveatI wouldgive is
that,at thetimeof this writing, theGUI-basedtool is still abit “buggy” andat times
maystoprespondingto mouseclicks. However, this tool is apromisingwork in
progress,andfuturerevisionsshouldbecomequiteusable.
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Performingregularbackupsshouldbeconsideredoneof a responsiblesystem
administrator’s toppriorities.AlthoughLinux is anextremelyreliableoperating
system,failurescan,do,andprobablywill occur. They maybecausedby hardware
failure,poweroutages,or otherunforeseenproblems.

More likely will bethoseproblemscausedby humanerror, resultingin undesired
changesto, or evendeletionsof, crucialfiles. If youarehostingusersonyour system,
you will mostcertainlyberequestedto restoreaninadvertentlydeletedfile or two.

If youperformregularbackups,preferablyonadaily basis(at leastfor userfileswhich
areupdatedoften),youwill hopefullyreducethepossibilityof, andincreaseyour
recovery from, suchfile lossage.

Thesafestmethodof doingbackupsis to recordthemon separatemedia,suchastape,
removabledrive,writeableCD, etc.,andthenstoreyourbackupsetsin a location
separatefrom your Linux system.Sometimesthis maynotbepractical– perhapsyou
do nothaveafire-proofvault in which youcanstoreyourbackuptapes!Or perhaps
you donothaveaccessto suchanexternalbackupsystemin thefirst place.
Nonetheless,backupscanstill beperformed,albeiton aslightly limited basis.

At my placeof employment,I performbackupson severalLinux servers.Depending
on thesituation,someof thesebackupsetsarewritten to tapes,othersarewritten to a
separateserverover thenetwork, while still othersaresimplywritten to aseparatedisk
partition(for example,in the“ /archive/ ” file system)by anautomaticcronjob
(perhapsbecausetheserver is in a remotelocation,for which adaily visit to performa
tapebackupis impracticalor impossible).

At home,I do nothaveanexternalbackupsystem,nordo I havemassiveamountsof
availablediskspaceto write abackupimage.Therefore,I insteadbackuponly my user
fileson “ /home/ ” aswell assomecustomizedconfigurationfiles in “ /etc/ ”, writing
thebackupsetto aseparatediskpartition.
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8.1. Server Backup Procedures
Thereareavarietyof methodsof performingbackupswith Linux. Theseinclude
command-linetoolsincludedwith everyLinux distribution,suchas“dd”, “dump”,
“cpio”, aswell as“tar”. Also availablearetext-basedutilities, suchas“Amanda”and
“Taper”,which is designedto addamoreuser-friendly interfaceto thebackupand
restoreprocedures.ThereareGUI-basedutilities aswell, suchas“KDat”. Finally,
commercialbackuputilities arealsoavailable,suchas“BRU” and“PerfectBackup+”.
Any oneof thesebackupsolutionscanprovideprotectionfor yourvaluabledata.

A brief listing of someof thetoolsavailable,includingwherethey canbeobtained,can
befoundon the“Linux ApplicationsandUtilities Page”,at
http://www.xnet.com/~blatura/linapp2.html#back.Whendecidingonabackup
solution,you will needto considerthefollowing factors:

• Portability - Is backupportability (ie. theability to backupon oneLinux distribution
or implementationof Unix andrestoreto another;for examplefrom Solaristo Red
Hat Linux) importantto you?If so,you’ll probablywantto chooseoneof the
command-linetools(eg. “dd”, “dump”, “cpio”, or “tar”), becauseyou canbe
reasonablysurethatsuchtoolswill beavailableonany *nix system.

• Unattendedor automatedbackups- Is theability to automatebackupssothatthey
canbeperformedat regularintervalswithouthumaninterventionimportantto you?
If so,youwill needto choosebotha tool andabackupmediumwhichwill support
sucha backupscheme.

• User-friendliness- Is auser-friendly interfaceimportantto you?If so,youwill likely
wantto choosea tool whichprovidesa text- or GUI-basedinterface.Thecommercial
utilities mayprovide theeasiestinterfacesaswell asaddedtechnicalsupport.

• Remotebackups- Is theability to startbackupsandrestoresfrom a remotemachine
importantto you?If so,you’ll probablywantto chooseoneof thecommand-line
toolsor text-basedutilities insteadof theGUI-basedutilities (unlessyouhavea
reasonablyfastnetwork connectionandtheability to run remoteX sessions).

• Networkbackups- Is performingbackupsandrestoresto andfrom networkedhosts
importantto you?If so,you’ll probablywantto useoneof severalof the
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command-lineutilities (suchas“tar”) which supportnetwork accessto backup
devices,or aspecializedutility suchas“Amanda”or oneof severalcommercial
utilities.

• Mediatypes- Backupscanbestoredonavarietyof medium,suchastape,anextra
harddrive,ZIP drives,or rewritableCDs.Considercostvs. reliability, storage
capacitity, andtransferspeed.

Caution: When backing up your file systems, do not include the “/proc ”
pseudo-filesystem! The files in /proc are not actually files but are simply file-like
links which describe and point to kernel data structures. Backing up a file like
“/proc/kcore ”, which is actually a pseudo-file containing the contents of your
entire memory, seems like a pretty big waste of tape to me! :-) You will also likely
want to avoid backing up the “/mnt ” file system, unless you have the peculiar
desire to back up the files from your CD-ROM device, floppy drive, network file
shares, or other mounted devices.

Obviously, theproceduresfor performingabackupandrestorewill differ dependingon
your choiceof abackupsolution.However, in this section,I will discussmethodsfor
performingbackupswith thetwo toolsI usemost:“tar” (whosenamestandsfor “Tape
ARchiver”), which is acommand-linebackuptool largelyportableacross*nix
systems;aswell as“KDat”, aGUI-basedtapebackuputility which comesincluded
with theKDE packages(seeSection5.6for moreinformationon KDE).

Finally, I shouldaddthat,dependingon your choiceof backupsolution,evenif thetool
doesn’t have theability built-in to scheduleautomatedor unattendedbackups,youmay
beableto automatesuchbackupsby usingthecronfacilities.SeeSection9.4for
detailson usingcronandon creatingcrontabschedulefiles.

8.1.1. Backing up with “tar”:
If you decideto use“tar” asyourbackupsolution,youshouldprobablytake thetime to
getto know thevariouscommand-lineoptionsthatareavailable;type“man tar ” for a
comprehensive list. Youwill alsoneedto know how to accesstheappropriatebackup
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media;althoughall devicesaretreatedlikefiles in theUnix world, if youarewriting to
acharacterdevicesuchasa tape,thenameof the“file” is thedevicenameitself (eg.
“ /dev/nst0 ” for a SCSI-basedtapedrive).

Thefollowing commandwill performabackupof your entireLinux systemontothe
“ /archive/ ” file system,with theexceptionof the“ /proc/ ” pseudo-filesystem,any
mountedfile systemsin “ /mnt/ ”, the“ /archive/ ” file system(nosensebackingupour
backupsets!),aswell asSquid’s ratherlargecachefiles (whichare,in my opinion,a
wasteof backupmediaandunnecessaryto backup):

tar -zcvpf /archive/full-backup-‘date ’+%d-%B-%Y’‘.tar.gz \
-directory / -exclude=mnt -exclude=proc -

exclude=var/spool/squid .

Don’t beintimidatedby thelengthof thecommandabove! As webreakit down into its
components,youwill seethebeautyof this powerful utility.

Theabovecommandspecifiestheoptions“z” (compress;thebackupdatawill be
compressedwith “gzip”), “c” (create;anarchivefile is begin created),“v” (verbose;
displaya list of filesasthey getbackedup), “p” (preservepermissions;file protection
informationwill be“remembered”sothey canberestored).The“ f ” (file) optionstates
thattheverynext argumentwill bethenameof thearchivefile (or device)being
written. Noticehow afilenamewhichcontainsthecurrentdateis derived,simplyby
enclosingthe“date” commandbetweentwo back-quotecharacters.A commonnaming
conventionis to adda “ tar ” suffix for non-compressedarchives,anda “ tar.gz ” suffix
for compressedones.

The“–directory” optiontells tar to first switchto thefollowing directorypath(the“ / ”
directoryin this example)prior to startingthebackup.The“–exclude” optionstell tar
not to botherbackingup thespecifieddirectoriesor files. Finally, the“ .” charactertells
tar thatit shouldbackupeverythingin thecurrentdirectory.

Note: It is important to realize that the options to tar are cAsE-sEnSiTiVe! In
addition, most of the options can be specified as either single mneumonic
characters (eg. “f”), or by their easier-to-memorize full option names (eg. “file”).
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The mneumonic representations are identified by prefixing them with a “-”
character, while the full names are prefixed with two such characters. Again, see
the “man” pages for information on using tar.

Anotherexample,this timewriting only thespecifiedfile systems(asopposedto
writing themall with exceptionsasdemonstratedin theexampleabove)ontoaSCSI
tapedrive follows:

tar -cvpf /dev/nst0 -label="Backup set created on ‘date ’+%d-%B-
%Y’‘." \

-directory / -
exclude=var/spool/ etc home usr/local var/spool

In theabovecommand,noticethatthe“z” (compress)optionis not used.I strongly
recommendagainstwriting compresseddatato tape,becauseif dataon aportionof the
tapebecomescorrupted,you will loseyourentirebackupset! However, archivefiles
storedwithoutcompressionhaveaveryhigh recoverability for non-affectedfiles,even
if portionsof thetapearchivearecorrupted.

Becausethetapedrive is acharacterdevice, it is notpossibleto specifyanactualfile
name.Therefore,thefile nameusedasanargumentto tar is simply thenameof the
device, “ /dev/nst0 ”, thefirst tapedeviceon theSCSIbus.

Note: The “/dev/nst0 ” device does not rewind after the backup set is written;
therefore it is possible to write multiple sets on one tape. (You may also refer to
the device as “/dev/st0 ”, in which case the tape is automatically rewound after the
backup set is written.)

Sincewearen’t ableto specifyafilenamefor thebackupset,the“–label” optioncanbe
usedto write someinformationaboutthebackupsetinto thearchivefile itself.

Finally, only thefilescontainedin the“ /etc/ ”, “ /home/ ”, “ /usr/local ”, and
“ /var/spool/ ” (with theexceptionof Squid’scachedatafiles)arewritten to thetape.

Whenworkingwith tapes,youcanusethefollowing commandsto rewind, andthen
ejectyour tape:
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mt -f /dev/nst0 rewind
mt -f /dev/nst0 offline

Tip: You will notice that leading “/ ” (slash) characters are stripped by tar when an
archive file is created. This is tar’s default mode of operation, and it is intended to
protect you from overwriting critical files with older versions of those files, should
you mistakenly recover the wrong file(s) in a restore operation. If you really dislike
this behavior (remember, its a feature!) you can specify the “-absolute-paths ”
option to tar, which will preserve the leading slashes. However, I don’t recommend
doing so, as it is Dangerous!

8.1.2. Backing up with “KDat”:
If youareusingtheKDE desktopenvironment,I believeyou will find the“KDat”
utility bothpowerful aswell asuser-friendly. In addition,anaddedbonusis thatKDat
uses“tar” asits backupengine.Therefore,backupsetswrittenwith KDat canberead
notonly with KDat but with taraswell! ThismakesKDat averynicechoicefor both
user-friendlinessaswell asbackupportability.

Tip: Even if you choose not to use nor install the full KDE package, you can still
use KDat as long as you have the Qt libraries installed.

Thefirst timeyou runtheKDat program,youwill needto createabackupprofile. Such
aprofile tellsKDat whichfileson your systemyou would like to backup. If youwish,
you cancreatemorethanonebackupprofile,dependingonyour needs(for example,
you couldcreateaprofilecalled“Full Backup” for a full systembackup,and“Quick
Backup” for abackupof userfilesonly).

To createabackupprofile,eitherchoose“Create Backup Profile ” from the
“File ” optionon menubar(or right-click on the“Backup Profiles ” folder, then
choose“Create Backup Profile ”). On theright handsideof theKDat window,
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you canchangevarioussettings,suchastheprofilename,archivename,taroptions,as
well asothers.Click the“Help ” menufor moreinformationon whatthesesettingsare
for.

To specifywhichfilesshouldbeincludedin yourbackupprofile, left-click the
checkboxbesidethe“ / ” directoryfolder. Thiswill enableall files in andbelow this
directoryfor backups.Then,left-click on thesmall“+” signbesidethefolder. Thiswill
expandthefolder, showing a list of files in andbelow it. Thiswill allow you to exclude
any filesyoudonot wish to backup;simply left-click thecheckboxbesideeachfile or
directoryyouwish to exclude.For example,a full backupshouldprobablyhaveevery
file anddirectorycheckmarked,with theexceptionof the“ /proc ” (a pseudo-filesystem
containinginformationaboutyour runningsystem),“ /mnt ” (adirectorybelow which
CD-ROM drives,floppies,andnetwork sharesareusuallymounted),and,if youarea
Squiduser, “ /var/spool/squid ” (Squid’scachedatafiles). Onceyou haveselected
theappropriatefiles, left-click on thebackupprofileyouarecreating,thenleft-click the
“Files »” buttonto movetheselectedfiles list to your backupprofile.

Note: Should your server data be larger in size than can be physically stored on a
tape, you will need to create separate backup profiles, one for each portion of your
backup set.

To actuallyperformabackup,inserta tapeinto thedrive,andthenchoose“Mount

Tape ” from the“File ” menu(or left-click theicon thatlookslikea tape).Thiswill
“mount” thetape(actually, becausea tapedevice is acharacterdevice, it isn’t actually
possibleto mountit – whatKDat actuallydoesis to first rewind thetape,attemptsto
readin headerinformation,andif successful,find thecorrespondingtapeindex on your
harddrive. Otherwise,KDat will promptyou to formatthetape.

(Note: If KDat keeps complaining that a tape isn’t in the drive and it actually is in
the drive, you should ensure the correct tape device name is specified in the
preferences; left-click the “Edit ” option on the menu bar and choose “User

Preferences ”.)
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OnceKDat hasmountedthetape,beforeyou startthebackupyou mustfirst choosethe
backupprofileyouwish to usefor thebackup.To startthebackup,simply right-click
on thedesiredbackupprofile,andthenleft-click on the“Backup ” option.KDat will
first displayadialogboxshowing you thedetailsof thebackupprofileyouhave
selected;left-click the“Ok” buttonto startthebackup.

While thebackupis in progress,KDat will displaya dialogbox showing various
statisticalinformation(elapsedtime,backupsize,backuprate,estimatedtime
remaining,aswell asthenumberof filesandtotal byteswritten),anddisplaya list of
filesasthey arebackedup. A full backupcontainingseveralgigabytesof datamight
takeseveralhoursto complete.If you find it necessary, you canleft-click the“Abort”
buttonat any time to interruptthebackupprocess.

Oncethebackupis complete,youcanunmountthetapeby choosing“Edit” from the
menubar, andthen“UnmountTape”,or left-click on thetapeicon,which will rewind
andejectthetape.

8.2. Server Restore Procedures
Unarguably, theonething thatis moreimportantthanperformingregularbackupsis
having themavailablewhenit comestime to recoveranimportantfile!

Obviously, asdiscussedin Section8.1,theproceduresfor performinga restorewill
differ dependingonyour choiceof abackupsolution.In this section,I will discuss
methodsfor restoringfileswhichhavebeenbackedupwith “tar” and”KDat”.

8.2.1. Restoring with “tar”:
Thefollowing commandwill restoreall files from the
“ full-backup-09- Octob er -1 999 .t ar. gz ” archive,which is anexamplebackupof our
Linux system(ascreatedin theexamplecommandsshown in Section8.1.1:

tar -zxvpf /archive/full-backup-09-October-1999.tar.gz

81



Chapter8. BackupandRestoreProcedures

Theabovecommandextractsall filescontainedin thecompressedarchive,preserving
original file ownershipandpermissions.The“x” optionstandsfor extract. (Theother
optionsaredescribedin Section8.1.1.

Caution: Extracting files from a tar archive can be a dangerous thing to do, and
should therefore be done with caution. Perhaps the files were not archived without
a file path prepended (a few misguided or uninformed developers distribute
tarballs of their software offerings like this), meaning they will all be extracted into
the current directory. Perhaps the files were archived with leading “/ ” slashes (by
specify the “-absolute-paths ” option when the archive was created), meaning
the files will be restored to their absolute locations (even if you didn’t want them to
be). Or, perhaps the files were archived without leading “/ ” slashes, meaning the
files will be restored under the current directory (even if you didn’t want them to
be). This of course, depends on how the backup was created. For this reason, I
strongly recommend testing your “tar” command with a “t ” (type) option first, and
then replace the “t ” with an “x” (extract) when you are absolutely sure the
command will do what you expect it to.

If youdonot needto restoreall filescontainedin thearchive,youcanspecifyoneor
morefiles thatyou wish to restore,asin thefollowing example:

tar -zxvpf /archive/full-backup-09-October-1999.tar.gz \
etc/profile usr/local/bin/tolower

Theabovecommandrestoresthe“etc/profile ” and“usr/local/bin/to lo wer ” files
from theexamplearchive.

If you are trying to restore only one or a few files from your archive, you will not be
successful unless you specify the < file name and directory path exactly as stored
in the archive. The following example might help out:

tar -ztvpf /archive/full-backup-09-October-1999.tar.gz \
| grep -i profile
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In theaboveexample,all filescontainedin thearchivearelistedby file name.The
resultingoutputis thenpipedto the“grep ” command(usinggrep’s “ i ” optionto
ignoremixedcase),displayingany filescontaining“profile” in eitherthedirectory
pathor file name.Onceyoudeterminetheexactfile nameyouwish to restore,you
canthenspecifyit for extractionin a regulartar commandexpression.

As mentionedin Section8.1,whencreatinganarchivefile, tarwill strip leading“ / ”
(slash)charactersfrom file pathnames.Thismeansthatrestorefilesmaynot endup in
thesamelocationsthey werebackedup from. Therefore,eitherchangeto the“ / ” root
directory, or usethe“ -directory / ” option.

Note: A far safer solution is to restore the desired files under a different directory
(for example, your home directory), and then compare, move, or update the files
to their original locations afterward.

8.2.2. Restoring with “KDat”:
To restoreoneor morefiles from aKDat-createdbackupset,insertthebackuptapeinto
thedrive,choose“Mount Tape ” from the“File ” menuoption(or left-click on the
icon thatlookslikea tape).

KDat will try to readheaderinformationfrom thetape,andif successful,will thentry
to find thetapeindex whichmatchestheidentificationfoundin thetapeheader. This
tapeindex is storedonyourharddrive,andis auniquefile createdfor eachbackuptape
formattedby KDat, andis updatedeachtimeyouperformabackup.

If thiscorrespondingtapeindex is missing(perhapsyouarerestoringfrom abackupset
createdonanothermachine,or theindex file wasdeletedor somehow corruptedon
your harddrive),KDat will inform you of this fact,andaskyou if it is okayto recreate
theindex by readingthetape.Becauseyou will needto recreateit beforeyouwill be
ableto restoreyourdesiredfiles, it makesperfectsenseto left-click “Yes”.
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(Note: Once a tape is reindexed, its name is changed to “Reindexed Tape”. You
should rename the tape to its original name.)

Oncethetapeindex hasbeensuccessfullyread,it canthenusedto selectthedirectories
or filesyouwish to restorefrom thebackupset,in muchthesamemanneryouused
whencreatingyourbackupprofiles(seeSection8.1for detailedinstructionson thefile
selectionprocess).

Onceyou haveselectedtheappropriatefiles,you canstarttherestorationprocessby
choosing“Restore... ” from the“File” optionon themenubar(or left-click thetape
restoreicon). KDat will displayadialogbox,allowing you to confirmwhich fileswill
berestored.In addition,you have theoptionof specifyingadirectoryinto whichfiles
will berestored.Thiswill allow you to restorecritical systemfiles into your home
directory, andthencompare,move,or updatethosefiles to their intendedlocationlater
on. This is actuallythesafestwayof restoringfiles.

To begin therecoveryprocess,click the“Okay” button.KDat will thenscanthetape
andrestoretheselectedfiles.

On occasion,you mayfind it necessaryor usefulto restoreoneor morefiles from a
backupsetcreatedwith KDat withoutusingKDat to do so.Perhapsyouwould like to
restoresuchfilesonasystemthatdoesnotoffer aGUI-basedenvironment,or would
like to do sooveraslow network connectionthroughwhich remoteexecutionof KDat
wouldbeimpractical.Fortunately, KDat writesits backupdatasetsusingthe“tar” tool,
acommand-linebasedtool thatis availableon any *nix system.

Shouldyouwish to restoreyour KDat-createdbackupsetusingtar, simplydo sousing
whateveroptionsyouwouldwith any normalbackupsetcreatedwith tar itself. Bearin
mind,however, thatdatasetsarenot storedin compressedformat.

Note: You will almost certainly get an error message when trying to access the
KDat backup set with tar. This is because of the header and other information that
KDat added to the tape when it was first formatted. Simply repeat the tar
command two or three times to skip to the beginning of the actual tar archive file.
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8.3. Cisco Router Configuration Backups
At my placeof employment,wehaveaWAN connectingseveralremotelocations.
TheseremotelocationshaveCiscoroutersconnectedvia ISDN, or in someinstances,
Centrex datacircuits,to provide InternetandWAN connectivity. Ciscorouterproducts
allow usingTFTP(“Trivial File TransferProtocol”)onanetwork server to readand
write configurationfiles. Whenevera routerconfigurationis changed,it is importantto
save theconfigurationfile on theLinux serversothatabackupis maintained.

PleasenotethatRedHat disablestheTFTPserviceby default,becauseit canbea real
securityholeif not configuredproperly. TheTFTPdaemonallowsanyoneto readand
write fileswithoutperformingauthentication.Theway I personallysetthingsup is to
createa “ /tftpboot/ ” directory, ownedby root,andthenmodify theexisting
configurationline in the“ /etc/inetd.conf ” file to specifythefile location:

tftpd dgram udp wait root /usr/sbin/tcpd in.tftpd /tftp-
boot

Note: Adding the “/tftpboot ” path at the end of the above line specifically
indicates where the TFTP daemon is allowed to access files. Although you can
actually leave this part out and allow TFTP to access files anywhere on your
system, as TFTP is considered somewhat of a security risk, this would probably
be a very bad idea.

Onceyou haveenabledtheTFTPservice,don’t forgetto type:

killall -HUP inetd

TheabovecommandrestartstheINETD daemonto recognizewhateverchangesyou
havemadeto theinetd.conffile.

Creatingabackupof a routerconfigurationfile involvesa 3-stepprocess:setting
permissionson anexistingfile (or creatinganew one)to allow writes,writing the
backupfile, andthenresettingpermissionsto restrictaccessto thefile. An example
routerbackupsessionfollows:
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mail:~# cd /tftpboot
mail:/tftpboot# chmod a+w xyzrouter-confg
chmod: xyzrouter-confg: No such file or directory
mail:/tftpboot# touch xyzrouter-confg
mail:/tftpboot# chmod a+w loyola-confg
mail:/tftpboot# telnet xyzrouter

Escape character is ’^]’.
User Access Verification
Password: ****
xyzrouter> enable
Password: ****
xyzrouter# write network
Remote host []? 123.12.41.41
Name of configuration file to write [xyzrouter-conf g]?

Write file xyzrouter-confg on host 123.12.41.41? [confirm]

Building configuration...
Writing xyzrouter-confg !! [OK]

xyzrouter# exit
Connection closed by foreign host.

mail:/tftpboot# chmod a-wr,u+r xyzrouter-confg
mail:/tftpboot# exit

In caseof routerfailure(caused,for example,by apowersurgeduringa lightning
storm),thesebackupfilescanbehelpful to reloadtherouterconfiguration.Again,
restoringfrom aconfigurationfile involvesa3-stepprocess:settingpermissionson the
existingfile, loadingthefile, andthenresettingpermissionsto restrictaccessto thefile.
An examplerouterrestorationsessionfollows.

mail:~# cd /tftpboot
mail:/tftpboot# chmod a+r xyzrouter-confg
mail:/tftpboot# telnet xyzrouter

Escape character is ’^]’.
User Access Verification
Password: ****
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xyzrouter> enable
Password: ****
xyzrouter# config network
Host or network configuration file [host]?

Address of remote host [255.255.255.255 ]? 123.12.41.41
Name of configuration file [xyzrouter-confg] ?

Configure using loyola-confg from 123.12.41.41? [confirm]

Loading xyzrouter-confg from 123.12.41.41 (via BRI0): !
[OK - 1265/32723 bytes]
xyzrouter# write
xyzrouter# exit
Connection closed by foreign host.

mail:/tftpboot# chmod a-wr,u+r xyzrouter-confg
mail:/tftpboot# exit
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Administrative Tasks

Linux hasprovenitself to beextremelyreliableduringtheover four yearsI havehadit
in serviceasanInternetserverandrequiresvery little hands-onadministrationto keep
it running.Wherepossible,many repetitiveor tediousadministrativetaskscanand
shouldbeautomatedthroughcrontabentriesandscriptfiles. However, to ensurethat
Linux continuesto operatein a trouble-freemanner, variousquick checkscanbedone
from time to time. Theseinclude:

9.1. Checking Stora ge Space
It is importantto checkfrom time to time thatadequatefreespaceremainson the
storagedevices.Usethe“df ” commandto geta reportof availablespace.It will look
asfollows(informationshown is from theInternetserveratmy placeof employment):

Filesystem 1024-
blocks Used Available Capacity Mounted on
/dev/sda1 1888052 135908 1654551 8% /
/dev/sdd1 4299828 100084 3977246 2% /archive
/dev/hda2 3048303 897858 1992794 31% /archive2
/dev/hda1 11677 1380 9694 12% /boot
/dev/sdc1 4299828 350310 3727020 9% /home
/dev/sdb1 4299828 598504 3478826 15% /usr
/dev/sda2 1888083 700414 1090075 39% /var
/dev/scd0 593958 593958 0 100% /cdrom

Thesefile-systemsareprettystablein thatthey havea fairly slow growth pattern.

The“ / ” (akaroot) file-system,mountedon /dev/hda1,containstheLinux kernel,device
drivers,andotherdirectories.It alsois whereusermail messagesarestored
(/var/spool/mail/) aswell aslog files (/var/adm/) but asmail messagesarereceivedand
log filesarerecycled,theavailablecapacitystaysfairly stable(anestimatedgrowth of
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about1% permonth).Log filesarerotatedandpurgedautomaticallyonaweeklybasis,
soyou’ll alwayshaveaboutamonth’sworthof log informationavailableto you.

Tip: If this file-system is growing rapidly, concentrate your efforts in the
/var/spool/mail directory – look for huge mailboxes (something like “find

/var/spool/mail -size +1000k ” would display a list of mailboxes larger than
1Mb in size). If you find a file much larger than 1,000,000 bytes in size, the user
probably isn’t retrieving their mail, is on a high-volume mailing list, or their e-mail
package isn’t configured to remove the mail from the server. Contact the user
and/or clear the mail file, using “> mailbox ”, (eg. “>smithj ” to clear Joe Smith’s
mail box). Also check the “/tmp/ ” directory, which may need to be cleaned out on
an occasional basis (usually old tin* files left over from aborted newsreader
sessions, old print files, etc).

The“/usr/” (akauser)file-system,mountedon /dev/hda2,containsuser-installable
(usermeaninguser-installedby systemadministrator)software,thingslikeyour web
sitepages,etc.This is thelargestfile-system,andis alsofairly slow-growth. Thelog
files for thewebpagesmayalsobestoredhere,andgrow in size;checkandtrim them
periodicallyasneeded.On my machines,at thebeginningof eachmonththecurrent
weblog filesaremovedto monthsummarylogs(eg. access_log.11for November’s log
entries).At theendof theyeartheselogsareall deletedandthecyclestartsagain
(which meanseachJanuary1stshouldseea fair improvementin availablespace).

Tip: If this file-system is growing rapidly, check the
“/usr/local/etc/httpd/ log s” and the “/usr/local/squid/logs / ” directories
(if you have them). There may be log file(s) that are getting too large (if, perhaps,
the web site received a high number of visits). If, however, the logs are purged
automatically on a regular basis as I have them, you shouldn’t run into any
problems with space here (indeed, as the logs are used for statistical analysis of
my site’s traffic I’d rather not have to delete them if possible). Another place to
check for potentially deletable files is in “/usr/tmp/ ”.

The“/home/” (akauser’spersonalhome)file-system,mountedon /dev/hda3,contains
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all theuserdirectoriesandpersonalfiles. Unlessyouaregiving outshellaccounts,
mostof thesewill beuselessandinaccessibleto theuser(thesedirectoriesarecreated
wheneachusers’accountsarecreated,andcanlaterbeusedto forwardtheuser’s mail,
etc.).Howevershellaccountusers,aswell asany non-shellaccountswhichhaveweb
pages(eg. personalwebpages)will probablyhave themstoredhere.In addition,main
serverpagesarestoredherein the/home/httpddirectoryunderRedHat,while other
distributionsusuallyplacethemin the/usrfile system(seeSection7.1for more
information).

Thisfile-systemis probablytheslowestgrowth unlessyou areofferinga lot of shell
accounts.

Tip: If this file-system suddenly grows in size, it is probably because one of your
users is adding web pages or binary files in his/her personal space. Check the
“/var/adm/xferlog. * ” log files for recent activity, which should show you which
user has added to their web pages.

I alsohavean“/archive/” (akaarchivefiles) file-system,mountedon /dev/hdb1,which
is aspare1.02Gb harddrive thatcanbeusedfor any purpose(eg. datafiles,software
kits, etc.) I amusingagoodportion(approximately70%)of this drive for disk-to-disk
full currentbackupsof thesystem).Generallyspeakingyoucanaddyour own devices
andmountthemasyouwish.

I alsohaveaCD-ROM drive,mountedas“/mnt/cdrom/”on /dev/scd0,which is a
24X-speedSCSICD-ROM device thatcanreadany ISO9660formattedCD. It is used
primarily for softwareinstallation,but DOS/WindowsCD’s canbemountedandthen
accessedfrom Windows3.x/95/NTnetwork sharesasneededvia aSambaservice(see
Section7.4for details).

The“ rm” commandwill deleteafile. Usageis “ rm filename ”. If you want
confirmationof deletion,usethe“ -i ” option(eg. “ rm -i * ”). You would thenbe
askedto confirmeachfile beforeit is deleted.

(Note: This is the default for normal shell users, but beware – the root account will
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not confirm before deleting files unless you specify the “-i” option!)

Be carefulyou don’t makeasilly typo with thiscommand– particularlywhenlogged
in as“root” – becauseyou mayendupregrettingdeletingthewrongfile.

9.2. Managing Processes
Fromtimeto timeyoumaywish to view processesthatarerunningonLinux. To obtain
a list of theseprocesses,type“ps -aux ”, whichwill look similar to thefollowing:

USER PID %CPU%MEM SIZE RSS TTY STAT START TIME COM-
MAND
bin 69 0.0 1.0 788 320 ? S Nov 30 0:00 /usr/sbin/rpc.portmap
frampton 10273 0.0 2.1 1136 664 p0 S 14:12 0:00 -bash
frampton 10744 0.0 1.1 820 360 p0 R 17:25 0:00 ps -
aux
frampton 10745 0.0 0.8 788 264 p0 S 17:25 0:00 more
nobody 10132 0.0 1.8 1016 588 ? S 13:36 0:00 httpd
nobody 10133 0.0 1.8 988 568 ? S 13:36 0:00 httpd
nobody 10413 0.0 1.8 1012 580 ? S 14:56 0:00 httpd
nobody 10416 0.0 1.8 1012 580 ? S 14:56 0:00 httpd
nobody 10418 0.0 1.8 1012 588 ? S 14:57 0:00 httpd
nobody 10488 0.0 1.7 976 556 ? S 15:34 0:00 httpd
nobody 10564 0.0 1.8 988 564 ? S 16:06 0:00 httpd
nobody 10600 0.0 1.8 988 564 ? S 16:15 0:00 httpd
nobody 10670 0.0 1.8 988 568 ? S 16:45 0:00 httpd
nobody 10704 0.0 1.7 976 552 ? S 17:03 0:00 httpd
root 1 0.0 1.0 776 312 ? S Nov 30 1:13 init [3]
root 2 0.0 0.0 0 0 ? SW Nov 30 0:00 (kflushd)
root 3 0.0 0.0 0 0 ? SW Nov 30 0:00 (kswapd)

Thelist showsyou theownerof theprocess(“nobody” for specialservicessuchasweb
servers),theprocessidentificationnumber, the% of CPUtime theprocessis currently
using,the% of memorytheprocessis consuming,andotherrelatedinformation,as
well asadescriptionof thetaskitself.
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To getmoreinformationonagivenprocess,type“ps pid ” (where“pid ” is the
processidentificationnumber).Looking atour exampleabove,“ps 10704 ” would
display:

10704 ? S 0:00 /usr/local/etc/httpd/httpd

Thiswould tell you thatthis particularprocessis awebserver (theApachewebserver
appearsmultiple timesin theprocesslist; for informationonwhy seeSection7.1).

If youhappento noticeaserviceis notoperating,you canusethe“kill -HUP pid ”
(where“pid ” is theprocessidentificationnumberasshown in theprocesslist produced
with “ps”). For example,if Internetservices(a processcalledinetd,process#123in
our example)arenotworkingasthey should,a “kill -HUP 123 ” (or evensafer, use
the“killall ” commandandspecifytheprocessname:“killall -HUP inetd ”)
shouldrestarttheprocess.The-HUPoptionto thekill commandmeans“hangup”; the
processknowsthatit is supposedto reloaditself.

Anotherthing to try if you areunableto resolve theproblemwouldbeto shutthe
systemdown andrebootit (seeSection6.7 for details).

At times,you mayfind it necessaryto temporarilysuspendaprocess,andthenresume
its executionata latertime. For example,youmayberunningaCPU-intensive job and
wish to burnanIDE-basedCDRecordable.SinceIDE-baseddevicesrely on theCPU
for muchof thework behindinput/output,they areproneto buffer starvationif your
CPUis too busy, andyouendupwith auselesscoasterinsteadof aproperlyprepared
CD! Thefollowing two commandswill suspendaprocess,andtheresumeit,
respectively:

kill -STOP 945
kill -CONT 945

RedHatprovidesabetterwayof startingandstoppingsomeprocesses,whichare
coveredin Section9.3below.
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9.3. Star ting and Stopping Processes
TheRedHat distributionof Linux providesaslightly moreorganizedwayof managing
processes.Insteadof huntingandkilling themby finding theirprocessid in theprocess
table,RedHat providesa collectionof scriptsin the“ /etc/rc.d/init. d” directory
which will allow you to startandstopprocessesasdesired.

For example,to shutdown the“httpd ” (Apachewebserver) service,simply run the
httpdscript,asfollows:

/etc/rc.d/init.d/httpd stop

In muchthesamemanner, you canusethe“start ” optionto startaservice.Or, if you
havemadechangesto aconfigurationfile andwish to restarta servicesothosechanges
arerecognized,youcanusethe“ restart ” option.

(Note: Oddly enough, the “restart ” option does not seem to be supported for
some services.)

9.4. Automating Tasks with Cron and Crontab
files

LikemostLinux users,youmayfind it necessaryto schedulerepetitive tasksto berun
at acertaintime. Suchtaskscanoccurasfrequentlyasonceaminute,to as
infrequentlyasonceayear. Thisschedulingcanbedoneby usingthe“cron” facilities.

Thecronfacilitiesasimplementedin Linux arefairly similar to thoseavailablein other
Unix implementations.However, RedHat hasadoptedaslightly differentwayof
schedulingtasksthanis usuallydonein otherdistributionsof Linux. Justasin other
distributions,schedulinginformationis placedin thesystem“crontab ” file (locatingin
the“ /etc/ ” directory),usingthefollowing format:
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minute hour day month year command

You canspecifyeachtimecomponentasanintegernumber(eg. 1 through12 for the
monthsJanuarythroughDecember),or specifyoneor morecomponentsas“ * ”
characterswhichwill betreatedaswildcards(eg. * in themonthcomponentmeansthe
commandwill run at thegivendayandtime in everymonth.Herearesomeexamples:

# Mail the system logs at 4:30pm every June 15th.
30 16 15 06 * for x in /var/log/*; do cat ${x} | mail postmas-
ter; done

# Inform the administrator, at midnight, of the chang-
ing seasons.
00 00 20 04 * echo ’Woohoo, spring is here!’
00 00 20 06 * echo ’Yeah, summer has ar-
rived, time to hit the beach!’
00 00 20 10 * echo ’Fall has arrived. Get those jack-
ets out. :-(’
00 00 20 12 * echo ’Time for 5 months of misery. ;-(’

Notethatcommandswhichproduceoutputto standardout (ie. a terminal)suchasthe
examplesaboveusing“echo ” will have theiroutputmailedto the“ root ” account.If
you wantto avoid this,simplypipetheoutputto thenull deviceasfollows:

00 06 * * * echo ’I bug the system administra-
tor daily at 6:00am!’ >/dev/null

In additionto thestandard“crontab ” entries,RedHat addsseveraldirectories:

/etc/cron.hourly/
/etc/cron.daily/
/etc/cron.weekly/

As theirnamessuggest,executablefilescanbeplacedin any of thesedirectories,and
will beexecutedon anhourly, daily, or weeklybasis.Thissavesa bit of timewhen
settingup frequenttasks;justplacetheexecutablescriptor program(or asymboliclink
to onestoreselsewhere)in theappropriatedirectoryandforgetaboutit.
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To getthemostoutof your Linux system,suchasaddingfeatures,gettingrid of
potentialbugs,andensuringit is reasonablyfreeof securityholes,it is agoodideato
keepyour server– includingtheLinux kernel,modules,anduserapplications–
upgraded.At timesit mayalsobenecessaryto upgradehardwarecomponentssuchasa
largerharddrive. Thischapterwill addresstheseissues.

10.1. Using the Red Hat Package Manager
(RPM)

TheRedHat distributionof Linux, includingkernel,libraries,andapplicationsare
providedasRPMfiles. An RPMfile, alsoknown asa “package”is awayof
distributingsoftwaresothatit canbeeasilyinstalled,upgraded,queried,anddeleted.
RPM filescontaininformationon thepackage’s name,version,otherfile dependency
information(if applicable),platform(suchasIntel or Alpha,etc.),aswell asdefault file
install locations.

TheRPMutility wasfirst developedby RedHat andprovidedasanOpenSource
productasis commonin theLinux community. Otherdeveloperspickedit upand
addedextra functionality. TheRPMmethodof packagingfileshasbecomepopularand
is usednotonly on RedHat’s but onsomeotherdistributionsaswell.

PopularLinux applicationsarealmostalwaysreleasedasRPM files,usuallyin fairly
shortorder. However, in theUnix world thedefacto-standardfor packagedistribution
continuesto beby wayof so-called“tarballs”. Tarballsaresimplyfiles thatare
readablewith the“ tar ” utility. Installingfrom tar is usuallysignificantlymoretedious
thanusingRPM.Sowhy wouldpeoplechooseto do so?Unfortunately, sometimesit
takesa few weeksfor developersto getthelatestversionof apackageconvertedto
RPM (many developersfirst releasethemastarballs).
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If youstartinstallingor upgradingyoursystemor applicationswith tar, your RPM
databasewill becomeout-of-dateandinconsistent.This isn’t really abig deal(whenI
usedSlackware,I usedtarexclusively – therewasno otherchoice– without toomuch
discomfort),but whereverpossibleI try to bepatientandwait until anRPMbecomes
available,or perhapssenda polite requestto thedeveloperof thepackage.(Youcan
alsobuild your own RPMfilesanddistributethemto others,which is sometimes
helpful to developerswho don’t have theability or time to producesuchfiles
themselves.)

A really goodplaceto checkif apieceof softwareis availablein RPM form is the
RPM repositoryat http://rufus.w3.org/linux/RPM/.Therepositoryprovidesindexed
categorieswhichcanbehelpful to locatea givenRPMfile, andcontainspointersto
thousandsof suchfiles.

To queryapackage,use“ rpm -q pkg-name ” (eg. “ rpm -q pine ”). RPMwill either
tell you whatversionof thepackageis alreadyinstalled,or thatthepackageis not
installed.

Assumingthepackageis installedalready, andis anearlierversionthantheupdate
packageyoudownloaded(which it shouldbe),thenyou shouldbeableto applythe
updatewith “ rpm -Uvh pkg-name ”. If all goeswell, thepackagewill be
automaticallyinstalledandimmediatelyreadyfor use.If not,RPMwill giveyoua
prettygoodreason(for example,perhapsasupportingpackageneedsto beupgraded
first). Thismayrequireabit of thinking,but problemssuchasthesearevery
straightforwardto figureout.

If, on theotherhand,thepackageis not yet installed,andyoudecideyouwish to install
it, type“ rpm -ivh pkg-name ”. If thereareany supportingpackagesthatare
required,RPMwill tell you.

Sometimes,youwill wantto install apackagethatis only availablein sourceformat. In
fact,unlessyou areinstallingpackagesfrom a trustedsource(suchastheRedHat FTP
site),youprobablyshouldinstall from sourcein casethebinariescontaina trojanhorse
or othernastything (of course,asourceRPMcouldalsocontainsucha thing,but they
areunlikely to becausethey wouldprobablybeexposedin shortorderby another
developer).
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Theway to install apackagefrom sourceis to specifythe“ rebuild ” switchto the
RPM utility. For example:

rpm -ivh -rebuild foo.src.rpm

Theabovecommandwouldconfigureandcompilethe“foo” package,producinga
binaryRPMfile in the“ /usr/src/redhat /R PMS/i 386/ ” directory(assumingyouare
usingLinux on theIntel platform).Youcantheninstall thepackageasyou normally
would.

Finally, if youarehaving problemsgettingasourcepackageto compile(perhapsyou
needto modify a makefile,or changea configurationoption,etc.)you canusethe
following steps(again,illustratingour ficticious“foo” packageexample)to compile
thesource,build a new binarypackage,andtheninstall from thebinarypackage:

rpm -ivh foo.src.rpm
cd /usr/src/redhat/SPECS
pico -w foo.spec

Makewhateverchangesyou feelareneededto the“.spec”file, andthentype:

rpm -ba foo.spec

Thiswill rebuild thepackageusingwhateverchangesyouhavemadeto the“.spec”file.
As above,theresultantbinaryRPMfile will belocatedin
“ /usr/src/redhat /R PMS/i 386/ ” , andcanbeinstalledasyounormallywould.

You shouldlook at theRedHat documentationfor moreinformationon RPM.It is an
extremelypowerful tool thatis worth learningin finerdetail.Thebestsourceof
informationonRPMis “Maximum RPM”, which is availablein bothbookform, as
well asin postscriptformatat http://www.rpm.org/maximum-rpm.ps.gz.(If youdecide
to print thepostscriptdocument,beadvisedthatyou’ll needa lot of paperto doso!)
Thereis asmallerguide,the“RPM-HOWTO”, at
http://www.rpm.org/support/RPM-HOWTO.htmlavailableaswell.
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10.2. Installing or Upgrading Without RPM
Sometimes,youmayfind it necessaryto install or upgradeanapplicationfor which an
RPM packageis notavailable.Of course,it is certainlypossibleto do sucha thing (in
fact,it is the“defacto-standard”wayof doingthingsin theso-called“real” Unix
world), but I would recommendagainstit unlessabsolutelynecessary(for reasonswhy,
seeSection10.1).

Shouldyouneedto install anything from tarballs,thegeneralrule of thumbfor
system-widesoftwareinstallationsis to placethingsin your “ /usr/local/ ” filesystem.
Therefore,sourcetarballswouldbeuntarredin “ /usr/local/src/ ”, while resultant
binarieswouldprobablybeinstalledin “ /usr/local/bin ”, with their configuration
files in “ /usr/local/etc/ ”. Following suchaschemewill make theadministrationof
your systema bit easier(although,notaseasyasonanRPM-onlysystem).

Finally, end-userswhowish to install softwarefrom tarballsfor theirown privateuse
will probablydo soundertheir own homedirectory.

After downloadingthetarballfrom your trustedsoftwarearchivesite,changeto the
appropriatetop-level directoryanduntarthearchiveby typing commands(asroot, if
necessary)asin thefollowing example:

tar zxvpf cardgame.tar.gz

Theabovecommandwill extractall files from theexample“cardgame.tar.gz ”
compressedarchive. The“z” optiontells tar thatthearchive is compressedwith gzip
(soomit thisoptionif your tarball is not compressed);the“x” optiontells tar to extract
all files from thearchive. The“v” optionis for verbose,listing all filenamesto the
displayasthey areextracted.The“p” optionmaintainstheoriginal andpermissionsthe
fileshadasthearchivewascreated.Finally, the“ f ” optiontells tar thattheverynext
argumentis thefile name.Don’t forgetthatoptionsto tararecAsE-sEnSiTiVe.

Caution: As mentioned in Section 8.2.1, I recommend first using the “t” option to
display the archive contents to verify the contents prior to actually extracting the
files. Doing so may help avoid extracting files to unintended locations, or even
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worse, inadvertently overwriting existing files.

Oncethetarballhasbeeninstalledinto theappropriatedirectory, youwill almost
certainlyfind a “README” or a “ INSTALL” file includedwith thenewly installedfiles,
with furtherinstructionson how to preparethesoftwarepackagefor use.Likely, you
will needto entercommandssimilar to thefollowing example:

./configure
make
make install

Theabovecommandswouldconfigurethesoftwareto ensureyoursystemhasthe
necessaryfunctionalityandlibrariesto successfullycompilethepackage,compileall
sourcefiles into executablebinaries,andtheninstall thebinariesandany supporting
files into theappropriatelocations.Theactualproceduresyouwill needto follow may,
of course,varybetweenvarioussoftwarepackages,soyou shouldreadany included
documentationthoroughly.

Again,unlessit is absolutelynecessary, I really recommendavoiding tarballsand
stickingto RPMif you can.

10.3. Strategies for Keeping an Up-to-date
System

Fromtime to timeyoumayhearof significantupgradesto theLinux kernelor user
applicationsfrom varioussources.Thesesourcesmaybemagazines,newsgroups,web
pages,etc.

ProbablythebestsingleonlineresourcethataLinux administratorshould– nay, must–
keepaneyeon is thehttp://freshmeat.net/website.Thissitecontainsdescriptionsof
new OpenSourceapplicationsandprojects,documentation,andotherannouncements
of interestto theLinux community.
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Anotherresourcefor keepingtrackof new applicationsannouncementsis throughthe
comp.os.linux.announcenewsgroup.Thisnewsgroupcontainspostingsof new
applications,somekernelor applicationupgrades,webpages,etc.availablefor Linux.
It is a moderatednewsgroupandthereforehasa high “signal to noise”ratio.

Not all productupgradeannouncementsaremadeto comp.os.linux.announce,however.
Therefore,visiting thewebpagesor FTPsitesfor theapplicationsyouareusingis
probablyaverygoodideaaswell.

10.4. Lin ux Kernel Upgrades
Fromtime to time it maybewiseto upgradeyour Linux kernel.Thiswill allow you to
keepup with thenew featuresandbugfixesasthey becomeavailable.Or, perhaps,you
arerunningLinux onnew or specialtyhardware,or wish to enablecertainfeaturesfor
which acustomkernelis needed.

Thissectionwill describeupgradingandcustomizinganew kernel.It isn’t asdifficult
asyou might think!

Announcementsof new kernelversionscanbeobtainedthroughvarioussources,
includingthecomp.os.linux.announcenewsgroup,aswell ason the
http://freshmeat.net/andhttp://slashdot.org/ websites.

Pleasenotethattherearecurrentlytwo “streams”of kerneldevelopment– onestream
is considered“stable” releases,while theotherstreamis considered“development”
releases.For missioncritical applicationssuchasanInternetserver, it is highly
recommendedthatyouusethestablereleasesandstayaway from thedevelopment
kernels.

Thedifferencebetweenthetwo streamsis that,with thedevelopmentkernels,new
as-yetuntestedhardwaredrivers,filesystems,andother“cutting edge”developments
areintroducedona regularbasis.Thesekernelsarefor useby hackersonly – people
who don’t mind having to reboottheir system,shouldakernelbug rearits ugly head.

Thestablekernelsintroducenew featuresanddriversonly afterthey havebeen
thoroughlytested.Minor releasesin this streamalsoserve to cleanup any remaining
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bugsthatarefoundandcorrected.

Thetwo streamsuseversionnumberswhich arenumbereddifferentlyto help
distinguishbetweenthem.Thestablekernelsarenumberedwith thesecondnumber
even(eg. 2.0.35,2.0.36,2.2.4)while thedevelopmentkernelsarenumberedwith the
secondnumberodd(eg. 2.1.120,2.1.121,2.3.0).

Thelateststablekernelis alwaysmadeavailablein sourceaswell aspre-compiled
binaryformatson theftp://ftp.redhat.com/redhat/updates/FTPsite.Downloadthe
desiredkernelpackagesfor yourversionandplatform(for example,youwouldwantto
navigateto the“ /6.1/i386/ ” directoryanddownloadthe“kernel-*.i386.r pm” files
for the6.1versionon theIntel platform).

Note: You do not need to download the kernel sources file unless you are
planning on building a custom kernel yourself (see Section 10.6 for details on
building a custom kernel).

Sometimes,youmayfind it necessaryto useakernelthathasnot yetbeenmade
availableasanRPM.In this case,you canfind thelatestkernelsfrom the
ftp://ftp.kernel.org FTPsite,in the/pub/linux/kernel/directory. Changeto the
appropriatemajorversionsubdirectory(eg. “v2.0 ”), which containsall kernelreleases
up to themostcurrentone.Downloadthedesiredkernelpackage(for example,the
compressedtarballfor version2.0.36wouldbecalled“ linux-2.0.36.t ar. gz ” for the
Intel platform)anduntarit in the“ /usr/src ” directory.

Note: Most user-installed applications not installed from RPM should be untarred
under the “/usr/local/src/ ” directory by convention, but this is a kernel tree so
we’ll make an exception in this case. :-)

Pleasebeawarethatif youdecideto upgradeyourkernelby downloadinga tarball,you
will mostcertainlyneedto configure,compile,andinstall it yourself.Unlessyouhave
specialneedsthatrequirethevery latestdevelopmentkernel,I stronglyrecommend
you upgradeyour kernelthroughRedHat-providedRPMfiles– theseare
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preconfiguredandprecompiledfor you,althoughyoucancompileacustomkernel
from RPMfilesaswell shouldyouwish.

10.5. Upgrading a Red Hat Stoc k Kernel
By far theeasiestwayof upgradingyour kernelis to do sousingastockkernelRPMas
providedby RedHat. TheseRPM filescontainpre-compiledbinarykernelcode,with
supportfor a largevarietyof hardwareandpopularfeatures.

Installingastockkernelis easyto do andinvolveslittle risk. Simply type,asroot, the
following sequenceof commands:

rpm -Uvh kernel-2.0.36.i386.rpm
cd /boot
ls

Makenoteof thenew kernelname,asreportedby the“ ls ” commandabove. You are
interestedin the“vmlinuz ” file; for examplethethird RPMreleaseof kernel2.0.36
would look like “vmlinuz-2.0.36-3 ”.

Now, useaneditorto edit theLILO configuationfile (type: “pico -w

/etc/lilo.conf ”) andchangethe“ image=/boot/... ” line to point to thenew
kernelfile. After you havedoneso,type“ /sbin/lilo ”. If LILO reportsanerror
message,double-checkthefile namein your “ lilo.conf ” file with thefile namein the
“ /boot/ ” directory.

Caution: Do not forget this step!

(TheabovecommandsassumeyouareusingtheIntel platformanduseLILO to boot
your system.SeeSection4.8for detailson theLILO bootloader).

After you haveupgradedyourstockkernelandhaveupdatedyour bootloader
information,youshouldbeableto shutdown andrebootusingthenew kernel(see
Section6.7for detailsonshuttingdown yoursystem).
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10.6. Building a Custom Kernel
If youarerunningLinux on asystemwith hardwareor wish to usefeaturesnot
supportedin thestockkernels,or perhapsyouwish to reducethekernelmemory
footprint to makebetteruseof your systemmemory, youmayfind it necessaryto build
your own customkernel.

Upgradingthekernelinvolvesconfiguringdesiredmodules,compilingthekerneland
modules,andfinally installingthekernelimage.This is followedby asystemreboot
(with fingerscrossed!)to loadthenew kernel.All of this is documentedin the
“README” file whichcomeswith eachkernelpackage.Furtherinformationcanbefound
in the“Documentation/ ” subdirectory. A particularlyhelpful file thereis
“Configure.help ” which containsdetailedinformationon theavailablekernel
compileoptionsandmodules.

Thefollowing is asamplesessiondemonstratingthebuild of acustomkernel,version
2.0.36on theIntel platform.While building acustomkernelis usuallyjust amatterof
configuring,compiling& installing,sometimes(usuallyin thecaseof new hardware)it
is necessaryto downloadadditionaldriversoftwareshouldyour hardwarenot yetbe
supportedby thekernelversionyouarecompiling.

Thefirst stepin building acustomkernelis to downloadandinstall thekernelsources
from eitherRPM(preferred)or from tarball.SeeSection10.4for detailsonobtaining
theappropriatefiles.

Next, usethe“ rpm” utility (or “ tar ”, asappropriate)to install thekernelsourcetree
andheaderfiles. For example,to install the2.0.36-3kernelRPM files:

rpm -Uvh kernel-source-2.0.36-3.i386.rpm kernel-headers-2.0.36-
3.i386.rpm
rpm -Uvh kernel-ibcs-2.0.36-3.i386.rpm

(If youarerunningLinux on anotebook,youwouldalsolikely install the
“kernel-pcmcia-c s- 2.0 .3 6- 3.i 386.r pm” file, whichprovidespowermanagement
features.)

After installingthekernelfiles,youshouldbeableto find thenew sourcetreein the
“ /usr/src/linux/ ” directory.
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Thenext stepis to downloadany additionaldriverfiles (if applicable)andinstall them
in thenew kernelsourcetree.For example,to addsupportfor theMylex DAC960
hardwareRAID controller, I woulddownloadthedriversoftwarefrom the
http://www.dandelion.com/website.Unfortunately, suchdriversoftwareareusually
only offeredastarballsandneedto beinstalledusingthe“ tar ” utility. For example:

cd /usr/src/
tar zxvpf DAC960-2.0.0-Beta4.tar.gz

You shouldreadthedocumentationprovidedwith your additionaldriversoftware,if
applicable.For example,theDAC960driver includesa “README” file whichgives
instructionson wherethenewly downloadedfilesshouldbelocated,andhow to apply
thekernelpatch:

mv README.DAC960 DAC960.[ch] /usr/src/linux/drivers/block
patch -p0 < DAC960.patch

Thenext stepis to ensureyour system’ssymbolicfile links areconsistentwith thenew
kerneltree.Actually, this steponly needsto bedoneonce,sothefollowing needsto be
doneonly if youhaven’t compiledacustomkernelbefore:

mail:/usr/src# cd /usr/include
mail:/usr/inclu de# rm -rf asm linux scsi
mail:/usr/inclu de# ln -s /usr/src/linux/include/asm-i386 asm
mail:/usr/inclu de# ln -s /usr/src/linux/include/linux linux
mail:/usr/inclu de# ln -s /usr/src/linux/include/scsi scsi

Note: The above step is no longer necessary for 2.2.x or higher kernel versions.

Thenext stepis to configureyour kernelsettings.This is themostimportantstepin
building thecustomkernel.If youdisablethewrongsettings,youmayleaveout
supportfor featuresor hardwareyouneed.However, if you enablethewrongsettings,
you will beneedlesslyenlarging thekernelandwastingyourvaluablesystemmemory

104



Chapter10. UpgradingLinuxandOtherApplications

(thatbeingsaid,it is probablybetterto err on thesideof thelatterratherthanthe
former).

Thebestwayof ensuringyou compilethekernelproperlyis to know whatfeaturesyou
will needto use,andwhathardwareis in yoursystemthatyou will requiresupportfor.
After you havegainedexperiencein customizingyourkernela few times,theprocess
will become“old hat” andwon’t seemsointimidating!

Typethefollowing to begin theconfigurationprocess:

mail:/usr/inclu de# cd /usr/src/linux
mail:/usr/src/l inu x# make mrproper
mail:/usr/src/l inu x# make menuconfig

(You couldtype“make xconfig ” insteadof “make menuconfig ” if youhave theX
Window Systemrunning;seeChapter5 for detailsonhow to getX working.)

To configureyour kernel,go throughthevarioussettingsandselect(enable)whichever
onesyou require,andde-select(disable)theonesyou donot require.Youcanchoose
betweenhaving suchsupportbuilt right into thekernel,or having it built asa module
which is loadedandunloadedby thekernelasneeded.(If youcompilea featurethatis
actuallyneededto bootyour system,suchasaSCSIdriver, asamodule,youwill need
to createa RAMdisk imageor yoursystemwill notboot.This is donewith the
“mkinitrd ” command;thisprocedureis describeda little furtherdown.)

Whengoingthroughtheconfigurationsettings,youcanselect<Help> for adescription
of whatagivenkerneloptionis for.

After you haveconfiguredyour kernelsettings,typethefollowing commandsto
compileyour kernel:

mail:/usr/src/l inu x# make dep ; make clean
mail:/usr/src/l inu x# make bzImage
mail:/usr/src/l inu x# make modules

If youarerecompilingthesamekernelasyou havepreviously (2.0.36-3in this
example),you will likely wantto move theexistingmodulesto abackupdirectoryas
with thefollowing command:
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mail:/usr/src/l inu x# mv /lib/modules/2.0.36-3 /lib/modules/2.0.36-
3-backup

Now, typethefollowing commandto actuallyinstall thenew modules:

mail:/usr/src/l inu x# make modules_install

Thenext stepis to copy thekernelinto the“ /boot/ ” directoryanduseLILO to update
thebootrecordsothatthenew kernelis recognized.Thefollowing commandswill
makeabackupcopy of your existingkernel,copy thenew kernelover, andthenrefresh
theLILO bootrecord:

mail:/usr/src/l inu x# cd /boot
mail:/boot# cp vmlinuz vmlinuz.OLD
mail:/boot# cp /usr/src/linux/arch/i386/boot/bzImage vmlinuz-
2.0.36
mail:/boot# /sbin/lilo

Finally, youwill needto edit your “ /etc/lilo.conf ” file, andmakesurethe“image”
referenceis pointingto thenew kernel.You shouldalsoaddasectionwhichpointsto
your backupkernel,called,perhaps,“OldLinux”. Hereis anexamplefile:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
image=/boot/vmlinuz
label=Linux
root=/dev/hdb1
read-only
image=/boot/vmlinuz.OLD
label=OldLinux

read-only

By addingyourbackupkernelinformationin this way, shouldyour new kernelfail to
bootproperly(perhapsadevice is not recognized,or adaemondoesn’t startasit
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should),youcansimply type“OldLinux ” to bootfrom theold kernelandinvestigate
theproblem.

Note: As mentioned previously, if you’ve compiled a feature required to boot your
system as a module, you will need to create an initial RAMdisk image in order to
boot your system. (Don’t forget to compile your kernel with support for such an
initial boot image.)

Theprocedureto createanduseaninitial RAMdisk imageis asfollows:

• Add anentryin your “ /etc/lilo.conf ” to bootoff theinitial RAMdisk image;this
is shown asanadditionto theexampleconfigurationfile shown earlier:

image=/boot/vmlinuz
label=Linux
root=/dev/hdb1
initrd=/boot/initrd-2.2.4-4.img
read-only

• Theloopbackdeviceneedsto beloadedbeforeyou areableto usethemkinitrd
command.Makesuretheloopbackdevicemoduleis loaded:

/sbin/insmod loop

(If you getanerrormessageaboutnot beingableto loadtheloopbackmodule,you
mayneedto specifythefull pathto themodulefor thecurrentkernelyoursystemis
still runningon, for example“ /lib/modules/2.0 .35 /l oop ”.)

• Usethe“mkinitrd ” commandto actuallycreatetheimage:

/sbin/mkinitrd /boot/initrd-2.0.36-3.img 2.0.36-3

• Run“ /sbin/lilo ” to updateyour bootloader.

Now, shutdown yoursystemandbootthenew kernel!

mail:/boot# /sbin/shutdown -r now
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If yourkernelrefusesto bootaltogether, don’t panic.Bootoff thebootdisk thatwas
createdduringtheinstallationof Linux . If youdon’t havecopiesof this disks,you
shouldbeableto createonefrom theRedHatCD. Insertthebootdisketteinto thedrive
andrebootthecomputer. Whenyouseethe“boot:” prompt,type:

mount root=/dev/hda1

Theabovecommandassumesyour “/” (root) partitionis locatedon /dev/hda1.

Linux shouldthenbootnormally(althoughsinceyouareusingthekernelfrom theboot
disk,notall servicesor devicesmayoperateproperlyfor this session),andthenyou
canrestoreyour old kernelandreinstalltheLILO bootloaderinformation(ie. “mv

/vmlinuz.old /vmlinuz ; /sbin/lilo ”) andshutdown/restart.Youcanthentry
recompilingthekernelwith differentoptionsandtry again.

10.7. Moving to the Lin ux 2.2.x Kernels
TheLinux kernel2.2.0wasreleasedon January25,1999,bringingwith it many new
features,performanceenhancements,andhardwaresupport.Any existingLinux
systemcanbeupgradedwith oneof thesenew kernelsin muchthesamefashionas
describedin Section10.4(with caveats).

Thissectionwill describehow to upgradeyour RedHat systemto thenew kernels.As
RedHat6.0(andabove)alreadyshipswith thenew kernelandsupportingpackagesby
default, this sectionwill only beusefulto thoseof youwhoarestill usinganearlier
version,suchas5.2. I will likely remove this sectionfrom futureversionsof this
document,onceI believeamajorityof usershavemigratedto 6.0andbeyond.

Warning! If you decide to upgrade your older system to support the new kernels,
be advised that as the process involves a number of package upgrades, it is
possible that something will go horribly wrong. As always, have recent backups
available to you in case something goes wrong. If you don’t have experience with
upgrading files with RPM as well as compiling kernels, perhaps you might wish to
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upgrade to Red Hat 6.1.

You have thechoiceof upgradingto eitherastockkernelasprovidedby RedHat,or
upgradingby compilingacustomkernel.I would recommendgettingthingsgoingwith
astockkernelfirst, andthenbuild acustomizedkernellaterasyounormallywould (see
Section10.5for details.)

In orderto usethelatestkernel,it is first necessaryto upgradeto thenewestutilities
andlibraries.RedHathasidentifiedwhichpackagesneedto beupgradedto supportthe
newestkernel,andhaveplacedtheappropriateRPMfileson their FTPsiteat
ftp://ftp.redhat.com/redhat/updates/5.2/kernel-2.2/i386/(for RedHat 5.2userson the
i386platform).

A verygoodwebpage,detailingtheappropriatesystemtoolsthatarenecessaryfor
moving to 2.2.xis availableat
http://www-stu.calvin.edu/~clug/users/jnieho38/goto22.html; I will attemptto
summarizetheinformationbelow (itemsmarkedwith a leading“** ” indicateyouwill
mostlikely needto upgradetheitem for RedHat 5.2; itemsnot indicatedassuchare
probablyokaybut probablyworth checking).

• ** initscripts-3.78-2.4or better(Type“ rpm -q initscripts ” to checkyour
version)

• ** modutils-2.1.121or better(Type“ rpm -q modutils ” to checkyourversion)
• ** mount-2.9-0or better(Type“ rpm -q mount ” to checkyourversion)
• gcc-2.7.2.3or better(“ rpm -q gcc ”)
• binutils-2.8.1.0.23or better(“ rpm -q binutils ”)
• libc-5.4.46or better(RedHat usesthenewer “glibc”. Not needed.)
• glibc-2.0.7-6or better(“ rpm -q glibc ”)
• ld.so1.9.9or better(“ ls -l /lib/ld.so.* ”)
• libg++-2.7.2.8or better(“ rpm -q libg++ ”)
• procps-1.2.9or better(“ rpm -q procps ”)
• ** procinfo-15or better(“ rpm -q procinfo ”)
• psmisc-17or better(“ rpm -q psmisc ”)
• ** net-tools-1.50or better(“ rpm -q net-tools ”)
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• loadlin-1.6or better(Neededonly if youarebootingLinux from DOSusing
Loadlin. Not surehow to calculatetheversionnumber;downloadthelatestversion
to besure.)

• sh-utils-1.16or better(“ rpm -q sh-utils ”)
• autofs-3.1.1or better(“ rpm -q autofs ”)
• nfs-server2.2beta37or better(“ rpm -q nfs-server ”; neededonly if youare

servingNFSfile shares.)
• bash-1.14.7or better(“ rpm -q bash ”)
• ncpfs-2.2.0or better(“ rpm -q ncpfs ”; neededonly if you aremountingNovell

file systems.)
• kernel-pcmcia-cs-3.0.6or better(“ rpm -q kernel-pcmcia-cs ”; neededonly for

laptopswhichneedPCMCIA cardsupport.)
• ppp-2.3.5or better(“ rpm -q ppp ”; neededonly if youareconnectingto the

Internetwith amodemandPPP.)
• dhcpcd-1.3.16-0or better(“ rpm -q dhcpcd ”; neededonly if you needaDHCP

client to connectto theInternet,suchaswith a cablemodem).
• ** util-linux-2.9.0(“ rpm -q util-linux ”)
• setserial-2.1or better(“ rpm -q setserial ”)
• ipfwadmin/ipchains(Only neededif youaredoingIP firewalling; seethe

“ IPCHAINS-HOWTO” guideat
http://isunix.it.iltu.edu/resources/ldp/HOWTO/IPCHAINS-HOWTO.html.)

You shoulddownloadandupgradeany packagesusingRPM asrequired(seeSection
10.1for detailsonhow to useRPM).

Caution: Upgrading to the new “modutils ” package will result in modules no
longer functioning for the older 2.0.x kernels! Therefore, do not upgrade this
package until you have installed the new kernel in “/usr/src/linux ”.

After bringingyoursystem’s toolsup to date,youcaninstall thekernelsources.You
canfind themonRedHat’s FTPsiteaswell; I recommenddownloadingtheones
providedasupdatesfor RedHat 6.1,at ftp://ftp.redhat.com/redhat/updates/6.1/i386/.
To doso,typethefollowing:

110



Chapter10. UpgradingLinuxandOtherApplications

rpm -Uvh kernel-source*.rpm kernel-headers*.rpm

Now thatthenew kernelsourceshavebeeninstalled,it shouldbesafeto upgradeyour
modutilspackage.However, thenew kernelno longerusesthe“kerneld ” modulefor
on-demandloadingof kernelmodules.Therefore,youshoulddisablethis module
beforeupdatingmodutils.To disablekerneldandupgradethemodutilspackage,type
thefollowing as“root”:

/sbin/chkconfig kerneld off
/etc/rc.d/init.d/kerneld stop
rpm -Uvh modutils*.rpm

You shouldnow beableto configure,compile,andinstall your2.2kernelasyou
normallywould (seeSection10.6for details).Youmaybesurprisedto seethedizzying
amountof new configurationsettingsavailable.Takeyour time andreadthehelptext
for any optionsyouareunfamiliarwith!

With any luck, thenext timeyoubootyour systemyou will berunningthelatestand
greatestLinux kernelversion!

Much moredetailedinformationon theseprocedurescanbefoundon RedHat’s web
siteathttp://www.redhat.com/corp/support/docs/kernel-2.2/kernel2.2-upgrade.html.

10.8. Configuring the Apac he Web Server
At my placeof employment,weareusingtheApachepackageto providewebservices.
Apacheis a full-featuredwebserverwith full supportfor theHTTP1.1standard,proxy
caching,passwordauthenticatedwebpages,andmany otherfeatures.Apacheis oneof
themostpopularwebserversavailable(accordingto a recentsitesurvey doneby
Netcraft,morethan54%of all websiteson theInternetareusingApacheor oneof its
derivatives),andprovidesperformanceequalor betterto commercialservers.

( Underconstruction.:-p )

To keepupwith addedfeaturesandbug-fixesthataremadeto Apache,it is aprobably
agoodideato upgradeyourserver from time to time. TheApachewebsiteis locatedat

111



Chapter10. UpgradingLinuxandOtherApplications

http://www.apache.org/ andcontainsinformationon thelatestversions.

10.9. Configuring the Squid HTTP Caching
Proxy Daemon

At my placeof employment,weusetheSquidpackageto provideproxy cachingof
webpages.Squidoffershigh-performancecachingof webclients,andalsosupports
FTP, Gopher, andHTTP requests.In addition,Squidcanbehierarchicallylinkedto
otherSquid-basedproxy serversfor streamlinedcachingof pages.

Therearetwo versionsof Squidcurrentlyavailable.One,the“regular” version,seems
to work well onmachineswith lotsof RAM. Thesecondversion,“SquidNOVM” is
suitablefor machineswith lessRAM (I recommendusingthis versionif you have64
MB of RAM or less).Basically, the“NOVM” versionuseslessmemoryat theexpense
of morefile descriptors.It’ s theoneI use,andit workswell.

( Underconstruction:-p )

To keepupwith new featuresandbug-fixes,it is aprobablyagoodideato upgradethe
Squidserver from time to time. More informationonSquidcanbefoundonwebsiteat
http://squid.nlanr.net/Squid/.

10.10. Configuring the Sendmail E-mail
Daemon

I usetheSendmailpackageto providee-mailservices.Sendmailis thedefinitivemail
handler;in factit is sopopularthatit is estimatedthatover80%of e-mailpassingover
theInternetwill behandledat oneor bothendsby it. It doesjust aboutanythingandI
couldn’t imaginerunninganInternetserverwithout it (anothere-mailserverpackage
calledQmail seemsto bequitepopularaswell – but I haven’t hadareasonyet to give it
a try).

112



Chapter10. UpgradingLinuxandOtherApplications

To keepupwith new featuresandbug-fixes,andmostimportantly, for reasonsof
security, it is aprobablyagoodideato upgradeSendmailfrom time to time. In
addition,thevery latestversionsof Sendmailincludepowerful anti-spamfeatures
which canhelppreventyour mail serverbeingabusedby unauthorizedusers.

Thissectionwill discusssomeof thethingsyou shoulddo if youwish to useSendmail
asanincominge-mailserver. Thiswouldbethelikely scenariofor serversystems.If,
instead,you haveno needto useit for incomingmail andwish to only useit asan
outgoingmail queue,you should((needsomeinfo here)).

For this section,it is assumedthatyouareusingthevery latestversionof Sendmail
(8.9.3at thetimeof this writing), have it installedandrunning.

As packagedwith theRedHat distribution,Sendmailusuallycontainsappropriate
configurationinformationto operatecorrectlyin themajority of serversetups.
Nonetheless,youmayfind it necessaryto edit the“ /etc/sendmail.cf ” file and
customizesomesettingsasrequired.This,however, is beyondthescopeof this
document.

Onething I find helpful,however, is to makeacoupleof changesto theconfiguration
file to thwartoff spammers.Theseinclude:

O PrivacyOptions=authwarnings
change to:
O PrivacyOptions=authwarnings,noex pn,no vrfy

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b
change to:
O SmtpGreetingMessage=$j Sendmail $v/$Z; $b NO UCE C=xx L=xx

(Thefirst changepreventsspammersfrom usingthe“EXPN” and“VRFY” commandsin
sendmail.I find thatthesecommandsaretoooftenabusedby unethicalindividuals.
Thesecondchangemodifiesthebannerwhich Sendmaildisplaysuponreceiving a
connection.You shouldreplacethe“xx” in the“C=xx L=xx ” entrieswith yourcountry
andlocationcodes.For example,in my case,I woulduse“C=CA L=ON” for Ontario,
Canada.(Thelatterchangedoesn’t actuallyaffectanything,but wasrecommendedby
folks in thenews.admin.net-abuse.emailnewsgroupasa legalprecaution.
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Next, if your mail serverwill haveadifferenthostnamethantheactualmachineit is
runningon,youcanaddoneor morealiasesin the“ /etc/sendmail.cw ” file. For
example,if youhaveasystemcalled“kirk.mydomain.name” which is setupasthemail
exchangerfor mydomain.name,but wantincomingmail addressedin theformat
“user@mydomain.name” to bedeliveredto your userson “kirk”, simplyaddthisalias
asfollows:

mydomain.name

Finally, If you needto restrictadomain(or subdomain)from connectingto your
sendmailservice,youcanedit the“ /etc/mail/acces s” andaddthedomain
informationaswell astypeof restriction.For example:

some.domain REJECT
hax0r.another.domain 550 Contact site administra-
tor at (555) 555-1234.

Theaboveexampleswould rejectall e-mailconnectionsfrom the“some.domain” site,
aswell asrejectthespecificmachinename“hax0r.another.domain” with adescriptive
message.

After makingchangesto this file, you will needto updatethe“access.db ” file, and
thenrestartsendmailasfollows:

/usr/sbin/makemap hash /etc/mail/access.db < /etc/mail/access
/etc/rc.d/init.d/sendmail restart

Tip: If you are concerned with e-mail abuse, you can get some very helpful
information from the “Mail Abuse Prevention System” (MAPS) project on dealing
with such abuse; see the web pages at http://www.mail-abuse.org/

If you’reusingSendmailversion8.9or above,RBL supportis alreadybuilt in, but
notenabledby default. To enablethis support,addthefollowing to your
sendmail.mcfile:
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FEATURE(rbl)

Then,reconfigureandrestarttheSendmaildaemon.

For moredetailedinformation,includingconfigurationinstructionsfor othermail
transportagents,seehttp://www.mail-abuse.org/rbl/usage.html.

Sometimes,adomainmayendup in theRBL list with which youwish to continue
communicationswith. Perhapsit is vital for you to communicatewith certainusers
at theblack-listeddomain.In this case,Sendmailallowsyou to overridethese
domainsto allow their e-mailto bereceived.Simply edit the“ /etc/mail/access ”
file in themannerdescribedabovewith theappropriatedomaininformation.For
example:

blacklisted.domain OK

Don’t forgetto rebuild youraccess.dbfile (describedabove)!

If youdo decideto subscribeto theRBL, it is probablyawiseideato inform your
mail users,if applicable,sothey canmakeotherservicearrangementsif they
disagreewith your decision.

For moreinformationon Sendmail,seetheFAQ documentlocatedat
http://www.sendmail.org/faq/.
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As Linux hasearnedasolid reputationfor its stabilityandreliability, it is beingused
for moremissioncritical applicationsin thecorporateandscientificworld.

Thischapterwill discussissueswhicharemostrelevantto thoseusingLinux in the
enterprise,suchastuningyourserver for betterperformanceunderhigherloads,
keepingyourdatasafewith RAID technologies,aswell asdiscussthegeneral
proceduresto migrateacrossservers.

11.1. Performance Tuning
( Underconstruction.:-p )

11.2. High Availability with RAID
As storageneedsincrease,it sometimesbecomesnecessaryto putadditionaldrives
with largercapacitiesonline.Yet ironically, thelaw of probabilitydictatesthatasthe
numberof storagedevicesincreases,sotoodoesthelikelihoodof adevice failure.
Therefore,asystemwith asingleharddrive is only 25%aslikely to suffer ahardware
failureasasystemwith four drives.[ Well, theoreticallyspeaking,anyway :-) ]

Fortunately, suchfailurescanbehandledgracefully, andmoreimportantlywithout
downtime,usinga techniquecalled“RedundantArray of InexpensiveDisks” (RAID)
which usesoneof severalmethodsof distributingdataovermultiple disks.This
redundancy allows for automaticrecoveryof datashouldadevice fail.

Thissectionwill describetheinstallation,configuration,andsetupof aRAID disk
arrayusingtheMylex AcceleRAIDDAC960controller. I havebeenvery impressed
with not only theperformanceandreliability of thecontrolleritself, but alsowith the
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technicalsupportI’vegottenfrom Mylex – they areveryLinux-friendly! (However,
thereareawide varietyof hardwareRAID solutionsfor Linux, andRAID canbe
implementedin softwareby theLinux kernelitself.) Thetypeof RAID implementation
thatis mostusefulis probablyRAID level 5.

Thefirst stepin gettingtheRAID controllerusableunderLinux is to build a custom
kernelwith driversupportfor thehardware.Thedriver for theMylex DAC960canbe
downloadedfrom theDandelionDigital Linux pageat
http://www.dandelion.com/Linux/DAC960-2.0.tar.gz.

Thefinal stepin gettingyourRAID arrayusableunderLinux is to usethe“ fdisk ”
utility to createvalid partitions.This is donein exactly thesamemannerasyouwould
useon anIDE or regularSCSIdrive. SeeSection4.3 for detailsonhow to setup
partitioninformation.

Note: The DAC960 driver supports a maximum of 7 partitions per logical drive. If
you need to define more, you will need to define multiple logical drives in the RAID
configuration utility (press <Alt>-< R> at system boot time to enter the setup
utility).

Onceyou areableto seeyourRAID array, youshouldinitialize any swapareasandfile
systemsyouwish to define.Thefollowing is anexampleof initializing aswapareaon
thethird partitionof theseconddrive,aswell asanext2-formattedfile systemon the
first partitionof thefirst drive:

/sbin/mkswap -c /dev/rd/c0d1p3
/sbin/swapon /dev/rd/c0d1p3
/sbin/mkfs.ext2 -c /dev/rd/c0d0p1

Note: The “-c ” option in the above “mkswap” and “mkfs.ext2 ” commands enable
bad-block checking as the appropriate swap/file systems are created. This adds
substantially to the time it takes to complete the process, but it is probably a very
good idea to perform such checks.
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For any new swapareasyouhavedefined,youshouldmakeanentryin the
“ /etc/fstab ” file to ensuretheswapareais actuallyusedfrom subsequentbootups.
As pertheaboveexample,thefollowing line shouldbeadded:

/dev/rd/c0d1p3 swap swap defaults 0 0

Finally, onceyourfile systemshavebeeninitialized,youcancreatemountpointsthere
andmoveyour largefile systemsontothearrayasyoudesire.It is probablyagood
ideato testthearrayfor a few daysbeforeusingit in a productionenvironment.

For furtherinformationon theMylex AcceleRAIDcontroller, visit theMylex website
at http://www.mylex.com/aswell astheDandelionDigital DAC960driverpageat
http://www.dandelion.com/Linux/DAC960.html. For furtherinformationonRAID in
general(includingbothsoftware-aswell ashardware-basedsolutions),seetheLinux
High Availability websiteathttp://linas.org/linux/raid.html.

11.3. Server Migration and Scalability Issues
With supportfor adiverseselectionof hardware,aswell asprovenspeedand
reliability, Linux is up to thechallengeof scalingup to meetresourcedemandsasthey
increase.Thiscanincludemoving to anSMP(SymmetricMulti Processing)
configurationfor greaterprocessingneeds,RAID levels0 through5 (eitherin software
or hardwaredrivenmodes),etc.

On occasion,you mayfeel thatyourLinux serverhasoutgrown thehardwareit is
runningon,performamajorLinux versionupgrade,or perhapsmoveto a different
distributionof Linux. Thereare,of course,two waysof doingthis. Eitheryouwill be
leaving your serveronexistingor upgradedhardware(in whichcaseyouneedsimply
shutdown services,backupyour data,performtherequiredmodifications,andthen
restoredataif needed),or in themoreradicalcase,migrateyour server to new
hardware.

Thissectionwill concentratemoreon thelattersituation,whereyou will beactually
migratingyourvariousservicesfrom theold server to anew one.Thereare,of course,
severalmigrationstrategies,however this sectionwill attemptto providesomerough
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guidelineswhichyoucanfollow in orderto ensureyour migrationeffort succeedswith
minimaldisruptionto yourusers.

• Prepareyour new serverasnecessary;install andconfigureLinux sothatyournew
hardwaredevicesaresupported,andany requireddaemonsandkernel-basedfeatures
(suchasfirewalling) areenabled.SeeChapter4, aswell asSection10.6for details.

• Setup yourexistingservices(suchastheApachewebserver, Sambaor Netatalkfile
& print services,etc.)andmakeuseof themwith testdatafor at leastseveraldaysto
ensureeverythingis workingasdesired.SeeSection7.4,aswell asSection7.5 for
details.Don’t forgetto ensurethatany changesor customscriptsyouhavemadein
the“ /etc/ ” directory, includinganything in “ /etc/rc.d/ ” havealsobeendoneon
thenew serverasrequired.It is especiallyimportantthatyou rememberto move
overyouruseraccountinformationin the“ /etc/passwd ”, “ /etc/group ”, and,if
youareusingshadow passwords,“ /etc/shadow ”!

• Shutdown serviceson yourold server, sothatyourfile systemswill seeaminimal
amountof file updateactivity. Obviouslyyoudon’t wantusersuploadingwebpages
andreceiving e-mailon theold server, while youarerestoringthedataontothenew
one! As root,youcanshutdown mostserviceswith thefollowing command:

killall httpd atalkd smbd nmbd squid sendmail ftpd

Theabovecommandwill shutdown thewebserver, file & print services,e-mail
server, andFTPservice.(You mayberunninglessor moreservicesthantheonesI
have listedabove. Checkyour processlist andterminateany otherserviceyou feel
appropriate;seeSection9.2 for details.)

Youmight alsowantto edit the“ /etc/inetd.conf ” file on yourold server, andwith
the“#” character, commentout any services(suchasFTP, IMAP, andPOP3
services)whichmight resultin file systemupdates.Then,againasroot, type:

killall -HUP inetd

Theabovecommandwill reloadtheTCPwrappers(securitywrappersto Internet
services)sothatfutureconnectionsto any servicesyouhavedisabledin the
“ /etc/inet.conf ” file will notbeloaded).
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• Now youshouldbeableto moveover thedatafrom onesystemto another. Likely,
youwill havepreparedyour new server to haveeverythingit needsto function,
includingany additionalsoftwarethatyouwish to install thatdid notcomewith your
RedHat distribution. Therefore,youwill likely needto backupany datastoredin
“ /home ”, “ /var/spool ”, aswell asoptionalfile systems,suchas“ /archive ”, if
applicable.Hereis anexamplecommandthatusesthe“ tar ” utility to makea
compressedbackupfile of data:

cd /
tar zcvpf /tmp/backup_data.tar.gz -exclude=var/spool/squid \

home archive var/spool

Theabovecommandwill write abackupof your “ /archive ”, “ /home ”, and
“ /var/spool ” file systems(or subdirectories,dependingonhow you havesetup
yoursystem),to afile called“ /tmp/backup_data .t ar. gz ” in compressedtar format.
Makesureyouhaveenoughspaceto createthebackup,or write it elsewhere!

Tip: You can use the “du” utility to help determine required space. For example,
to determine the requirements of the “/archive/ ” and “/home/ ” directory trees,
type:

du -h -s /archive /home

Bearin mind thattheabovecommandwill reporttheactualsizeof yourdata,
but if you areusingtar’s “z” option(asabove) to compresstheimagefile, your
usagerequirementswill likely besignificantlyless.Considertheoutputfrom
the“du” commandaworst-caseestimateof thespacerequired.

• Now, you canrestorethebackupdatafrom thetar file ontothenew server. Youcan
restoreit directlyoverNFS(seeSection7.6 for detailsonhow to configureNFS),or
simplyuseFTPto transferit overanduntarit locally. Hereis anexamplethatwill
restorethefiles thatwerebackedup asabove:

cd /
tar zxvpf /tmp/backup_data.tar.gz
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• Next, if necessary, swapyour IP addressessothatyour new server is seenon theold
address.

• Finally, youmaywish to shutdown andrestartyour server to ensurethereareno
unexpectederrormessagesthatappear. SeeSection6.7 for details.

Onceyou aredone,makesureeverythingis workingasexpected!If not,youcan
alwaysre-enableany servicesyou disabledon theold serverandrestartthemsothat
userscancontinueusingit until youresolve theproblemsonthenew one(bearin mind,
however, thatyou’ll needto repeattheabovestepsagainif you chooseto do that).
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Linux cancertainlybeconsideredto beassecure– or moresecure– thanoperating
systemsfrom othervendors.Admittedly, with Linux becomingmoreandmorepopular,
it is becomingaveryattractive targetfor crackersto concentratetheir break-inefforts
on. Thereareexploits thatarediscoveredfrom time to time,however theopennature
of Linux usuallymeansthatsuchexploitsarepatchedquickly, andsecurity
announcementsaredisseminatedwidely, containingeithertemporaryworkaroundsor
pointersto updatedsoftware.

I won’t pretendto beanexperton securityissues,however I amat leastawareof these
issues,which I believeto bea largepartof thebattletowardsmakingone’ssystemsas
secureaspossible.Althoughbeingawareanddiligent in keepingupwith security
updateswill in nowayguaranteethatasystem’ssecuritymeasureswon’t be
circumvented,thelikelihoodof a break-inis greatlyreduced.

Althoughtherehavebeensecurityexploits foundin externalserviceswhich couldhave
beenusedby crackersto breakinto asystem(for example,theIMAP daemonexploit),
I believe thatit is farmorelikely thatadeterminedcracker will penetratethesystem
from within. Comparedto thehandfulof servicescommunicatingwith theoutside
world, therearethousandsof commandsandutilities availablefrom theshell,oneor
moreof whichmaycontainbugswhichcanbeexploitedto penetratesecurity(that
beingsaid,I mustadmitto recentlydiscoveringoneof theserversI maintainhadbeen
compromisedthroughanexternalservice).

For this reason,I recommendavoiding giving outshellaccountsto usersunlessthey
areabsolutelynecessary. Evenif youconsideryouruserscompletelytrustworthyand
havenoqualmsin providing themwith accessto theshell,all it takesis just oneof
theseusersto havea weakpassword. An outsidecracker, finding its way into your
systemby exploiting this weakpassword,will thenbeableto work at hisor herleisure
internally, looking for furtherweaknesses.

Thereare,fortunately, thingsyoucando to greatlyincreasethesecurityof your Linux
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system.While adetaileddiscussionof securityissuesis beyondthescopeof this
document,thefollowing checklistprovidessomeof themostimportantthingsyou
shoulddo to enhancesecurity:

• Upgradesystemtools,applications,andkernel:By far themostcommoncauseof
systembreak-insis by notexercisingdiligencein keepinganup-to-dateserver.
Performingregularupgradesof thesystemkernel,toolsandutilities will ensurethat
yoursystemis notfilled with olderitemsfor whichknown exploitsareavailable.For
detailsonkeepinganup-to-dateserver, seeSection4.9,aswell asSection10.3.

• Shadow passwords:YoushoulddefinitelybeusingShadow passwords;switchingto
this password formatis easy! For details,seeSection6.6.

• Smartpasswordmanagement:Makesurepasswords,especiallyfor usersyou are
providing with shellaccess,arestrongandchangedoften.Also, if youusemultiple
servers,resistthetemptationto usethesamepassword for all of them(otherwise,if a
cracker breaksinto oneserverusingadiscoveredpassword,heor shecanbreakinto
themall).

• Usesecureshell(ssh):Switchto using“ssh” insteadof “telnet”. Telnetis insecure
for two reasons:One,sessionsareunencrypted,whichmeanseverything,including
usernameandpasswords,aretransmittedascleartext. Second,anopentelnetport is
oneof thefirst placesacracker will try to connectto.

Sshprovidesencryptedandcompressedconnectionsandprovidesubstantiallymore
securitythantelnetconnections.Youcanrun asshserver (which allows incoming
secureconnections)aswell asa client (for outgoingsecureconnections)under
Linux. Youcanfind binaryRPMpackagesat
ftp://ftp.replay.com/pub/replay/redhat/i386/.Youwill needthefollowing files (newer
versionsmaybeavailableby thetimeyou readthis):

• ssh-1.2.27-5i.i386.rpmThebasepackage.
• ssh-clients-1.2.27-5i.i386.rpmClientsfor outgoingconnections.
• ssh-extras-1.2.27-5i.i386.rpmSomehandyperl-basedscripts.
• ssh-server-1.2.27-5i.i386.rpmServer for incomingconnections.
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Note: The SSH RPM files listed above are the international versions. If you
reside in the U.S. or Canada, you can choose to download the U.S. packages
(which may have stronger encryption algorithms); these packages have a “us”
instead of an “i” suffix after their version numbers. Under U.S. law, it is illegal to
export strong crypto products outside of the U.S. or Canada. Hopefully one day
the morons in the U.S. Department of Justice will finally see the light, and
remove this silly restriction (Red Hat doesn’t include SSH with their distribution
because of this very reason, and we all suffer).

Shouldyour Windowsusersbeup-in-armsaboutno longerbeingableto connectto
yoursystem,they will behappy to know thatseveralfreesshclientsfor Windowsare
available:

“TeraTermPro” client software

http://hp.vector.co.jp/authors/VA002416/teraterm.html

“TTSSH” client software

http://www.zip.com.au/~roca/download.html

“Cryptlib” client software

http://www.doc.ic.ac.uk/~ci2/ssh

“Putty” client software

http://www.chiark.greenend.org.uk/~sgtatham/putty.html

Note: If you do decide to switch to using ssh, make sure you install and use it
on all your servers. Having five secure servers and one insecure one is a waste
of time, especially if you are foolish enough to use the same password for more
than one server.
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• Restrictaccessto externalservices:Next, you shouldedit the
“ /etc/hosts.allow ” aswell asthe“ /etc/hosts.deny ” file to restrictaccessto
servicesto externalhosts.Hereis anexampleof how to restricttelnetandftp access.
First, the“ /etc/hosts.allo w” file:

# hosts.allow

in.telnetd: 123.12.41., 126.27.18., .mydo-
main.name, .another.name
in.ftpd: 123.12.41., 126.27.18., .mydomain.name, .another.name

Theabovewouldallow any hostsin theIP classC’s 123.12.41.*and126.27.18.*,as
well asany hostwithin themydomain.nameandanother.namedomainsto make
telnetandftp connections.

Next, the“ /etc/hosts.deny ” file:

# hosts.deny
in.telnetd: ALL
in.ftpd: ALL

• Turnoff anduninstallunneededservices:Edit your “ /etc/inetd.conf ” file, and
disable(ie. commentoutusinga “#” character)any servicesthatarenotneeded(if
you’reusingsshasrecommendedabove,youmight wish to disablethe“telnet”
service).After youhavedoneso,asroot type“ /etc/rc.d/init.d/inet

restart ” to restarttheinetddaemonwith thechanges.

• Install asecuritydetectionsystem:Considerinstallingsecurityprogramssuchas
“Tripwire” (seehttp://www.tripwiresecurity.com/)whichcandetectintrusions,and
“AbacusSentry”(seehttp://www.psionic.com/abacus/)which canhelppreventthem.

• Duediligence:Keepingyoureyeonyour system,performingrandomsecurityaudits
(whichcanbeassimpleascheckingfor suspiciousentriesin thepasswordfiles,
examiningyourprocesslist, andcheckingyour log files for suspiciousentries)can
goa longway towardskeepingasecuresystem.In addition,reportany break-in
attemptsto theappropriateauthorities– it maybeahassleto do this,particularlyif
yoursystemseesseveralof theseattacksin agivenweek,but suchreportsensures
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thatwould-becrackersaredeterredby threatof punishment,aswell asensuringthat
others’systems(whichmaythemselveshavebeencompromised)arekeptsecure.

• Assumingyou install andupgradesystemtoolsandapplicationsusingthe“RPM”
utility, you maywish to verify theintegrity of your installedpackagesby auditing
themwith thefollowing command:

rpm -verify -a > /tmp/rpm-audit.txt

Theabovecommandwill checkyoursystem’sRPMdatabasewith all relevantfiles,
andindicateany fileswhich havebeenmodified,by displayinga ’5’. Hereis some
exampleoutputof suchanaudit:

S.5....T /bin/ls
S.5....T /usr/bin/du
......G. /dev/tty5
.....U.. /dev/vcs5
.....U.. /dev/vcsa5
S.5....T c /etc/lynx.cfg
S.5....T c /etc/sendmail.cf

In thesampleoutputabove,youcanseea list of sevenfiles, four of whichhavebeen
modified.Now, obviously therearegoingto beseveral,perhapsmany, fileswhich
havebeenmodifiedif you havecustomizedyoursystemat all. A brief checkof the
/etc/lynx.cfg and/etc/sendmail.cf files,perhapsvisually or perhapsfrom
backup,might reveallegitimateconfigurationchangesthatyou havemadeto your
system.

However, noticein thesampleabove,two of themodifiedfilesarebinaryexecutable
files?It is likely thatthesetwo binaries,the“ls” commandaswell asthe“du”
command,areactuallytrojanbinarieswhich asystemcracker hasinstalledto
performsomenefariouspurposes(a “diff ” commandperformedon any modified
binarieswith thoserestoredfrom backupor RPM might revealsignificantsizeor
otherdifferences;furtherevidenceof trojans.)

(For moreinformationon “RPM”, seeSection10.1.)

For moreinformationon security-relatedissues,anexcellentresourceentitled,
“SecuringRedHat5.x” documentis availableat http://redhat-security.ens.utulsa.edu/.
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An excellentresourcefor Linux cryptoandrelatedsoftwareis at
http://replay.com/redhat/.
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Linux is earninga reputationworld-widefor its performanceandreliability.
Nevertheless,nosystemis perfect,andfrom time to timeyou areboundto hit asnag.
Fortunately, with uptimesmeasuringin themonths(comparedto thosemeasuringin
thedaysor weeksaswith NT), suchsnagswill likely befew andfarbetween.

13.1. Getting Lin ux Installed on new,
Unsuppor ted Hardware

( Underconstruction:-p )

13.2. File System Corruption after Power
Outage or System Crash

AlthoughLinux is astableoperatingsystem,shouldit happento crashunexpectantly
(perhapsdueto akernelbug,or perhapsdueto apoweroutage),yourfile system(s)will
nothavebeenunmountedandthereforewill beautomaticallycheckedfor errorswhen
Linux is restarted.

Most of thetime,any file systemproblemsareminor onescausedby file buffersnot
beingwritten to thedisk,suchasdeletedinodesstill markedin use.In themajority of
cases,thefile systemcheckwill beableto detectandrepairsuchanomolies
automatically, anduponcompletiontheLinux bootprocesswill continuenormally.

Shouldafile systemproblembemoresevere(suchproblemstendto becausedby
faulty hardwaresuchasabadharddriveor memorychip; somethingto keepin mind
shouldfile systemcorruptionhappenfrequently),thefile systemcheckmaynotbeable
to repairtheproblemautomatically. This is usually, but notalways,thecasewhenthe
root file systemitself is corrupted.In thiscase,theRedHatbootprocesswill display
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anerrormessageanddropyou into ashell,allowing you to attemptfile systemrepairs
manually.

As therecoveryshellunmountsall file systems,andthenmountstheroot file system
“read-only”,you will beableto performfull file systemchecksusingtheappropriate
utilities. Likely youwill beableto rune2fsckon thecorruptedfile system(s)which
shouldhopefullyresolveall theproblemsfound.

After you have(hopefully)repairedany file systemproblems,simply exit theshellto
haveLinux rebootthesystemandattemptasubsequentrestart.

Naturally, to bepreparedfor situationssuchasanon-recoverablefile systemproblem,
you shouldhaveoneor moreof thefollowing thingsavailableto you:

• Theboot/rootemergency diskset,AND/OR
• TheLILO emergency bootdisk,AND
• A recentbackupcopy of your importantfiles– just in case!

13.3. Where to Turn for Help
As Linux is developedby membersof theInternetcommunity, thebestplaceto get
helpis probablyby postingamessageto any of thefollowing newsgroups:

Miscellaneouspostingsnotcoveredby othergroups

comp.os.linux.misc

Networking-relatedissuesunderLinux

comp.os.linux.networking

Security-relatedissuesunderLinux

comp.os.linux.security
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Linux installation& systemadministration

comp.os.linux.setup

Everybodyis entitledto their opinion:-p

alt.linux.sux

For nonLinux-specifictopics,thereareavarietyof groupsin thecomp.*heirarchythat
maysuit yourneeds.Herearejust a few of them:

Ciscorouter/access-server line of products

comp.dcom.sys.cisco

Miscellaneouswebserverquestions

comp.infosystems.www.servers.misc

Generalunix (notLinux-specific)questions

comp.os.unix

TheSMB protocol(WfW/95/NT-stylefile/print services)

comp.protocols.smb

Therearealsoseveralresourceson theWebthatmaybeuseful.Do a websearchfor
“Linux”, or visit any of thefollowing:

Linux Resources

http://www.linuxresources.com/

TheLinux DocumentationProject

http://metalab.unc.edu/LDP/

TheRPMrepository

http://rufus.w3.org/linux/RPM/
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TheLinux SoftwareMap

http://www.boutell.com/lsm

Linux Applications& Utilities Guide

http://www.xnet.com/~blatura/linapps.shtml

LinuxHardware.net:HardwareDriverSupport

http://www.linuxhardware.net/

Linux UserSupportTeam

http://www.ch4549.org/lust

TheLinux v2 InformationHeadquarters

http://www.linuxhq.com/

TheSambaHomePage(WfW/95/NT-stylefile/print services)

http://samba.anu.edu.au/samba/

TheApacheWebServer

http://www.apache.org/

TheSquidHTTPProxyCachingDaemon

http://squid.nlanr.net/Squid/

Thereareamyriadof mailing lists thatmayprovehelpful in providing answersto your
questionsaswell. Thesecanusuallybefoundthroughasimplewebsearch(for
example,searchingfor “linux raid mailing list” might helpyou find mailing lists
devotedto RAID issuesunderLinux). HerearesomeI recommend;to subscribeto any
of theselists,simplysendane-mailmessageto thesubscriptionaddresslistedwith the
word “subscribe” in thebodyof your message:
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RedHatMailing Lists

Descriptionof availableRedHat lists: http://www.redhat.com/

GNOMEMailing Lists

Descriptionof availableGNOMElists:
http://www.gnome.org/mailing-lists/index.shtml

KDE Mailing Lists

Descriptionof availableKDE lists: http://www.kde.org/contact.html

Linux SCSIMailing List

Subscriptionaddress:linux-scsi-request@vger.rutgers.edu

Linux RAID Mailing List

Subscriptionaddress:linux-raid-request@vger.rutgers.edu

Finally, youmaybeinterestedin checkingout thefollowing two sites,bothof which
aremy personal“daily mustread”favorites.SlashDotcoversthelatesttechnology
news in generalwith adefiniteLinux slant,while FreshMeatprovidesanup-to-date
listing of OpenSourceapplicationsannouncements.

SlashDot:NewsFor Nerds

http://slashdot.org/

FreshMeat:OpenSourceApplicationsAnnouncements

http://freshmeat.net/

13.4. Pointer s to Additional Documentation
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Thereis anincredibleamountof documentationavailablefor Linux andits
applications.Mostof this canbefoundon thewebandin your local bookstore,but you
will probablyfind thata largequantityof usefuldocumentationis alreadyavailableto
you,having beenloadedaspartof theRedHat Linux installationprocedure.

Themanpagesareamust-view whenyouaretrying to figureout how a command
works.For example,if youaretrying to figureouthow to usethe“tar” utility, you
couldtype“man tar ” andbeprovidedwith averyverbosedescriptionof tar including
all of its command-lineoptions.

You canfind moregeneralinformationin the“ /usr/doc/ ” directory. Hereyouwill
find subdirectorieswhich includedocumentationonutilities andcommands,
FrequentlyAskedQuestions(FAQ) documents,aswell asHOWTO documents
providing goodinstructionon avarietyof topics,suchashow to setup networking,or
install supportfor theJapaneselanguage.

You shouldalsolook in the“ /usr/info/ ” directorywhichcontainstutorialson
utilities, libraries,andapplicationssuchasemacs.

Finally, youshouldvisit theRedHatUser’s FrequentlyAskedQuestions(FAQ)
documentat http://www.pobox.com/~aturner/RedHat-FAQ/ whichcontainsa lot of
helpful informationspecificto theRedHat distributionof Linux.
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