Linux Administration Made Easy

by Steve Frampton,
<frampton@Lin uxNinja.com>



Linux Administration Made Easy
by by Steve Frampton<frampton@LinuxNinja.com>

Published?21 October1999

The“Linux AdministrationMadeEasy”(LAME) guideattemptgo describe
day-to-dayadministratiorandmaintenancéssuescommonlyfacedby Linux system
administratorsPart of the Linux DocumentatiorProject.



Table of Contents

L. PIEIACE. ...t r e n e 6
I Ao g [0 11V (=0 [0 =T 1 41T 6

1.2. Copyright InformationandLegal DiSClaimers..........ccocoeverieveriesceese e 6
IR N o [T 1o gl o 1= o 7

P20 11 o o (3 Tod 1 o] o OSSR 8
A Yo 0] o LU UPPPRTORPPR 8
2.2.Choosinga LinuX DiStriBULiON...........covieiiiieieeeeeee e 8

3. LINUX OVEIVIBW.......eiiiieieieeiesie ettt sttt st see e ste et e sbe et eene e e sneeneesneennas 12
0 I VLV F= L L3 IR 0 U 12
3.2.BreakingtheMYINS .........cov i 13

3.3. ONEUSEIS PEISPECUE.......ecueeeeeie ettt 15

4. Installation and Hardware Configuration ...........ccocceveereneeneseese e 18
4.1. Creatingan InstallationDiSKette...........ccccveieeiireeie e 18
4.2.BootingLinux InstallationProgram..........c.ccceecvveevesieseseese e 19

4.3. PartitioniNgHard DIIVE(S).....cerererrieriisieeiesieesiesie e seeee e 22

4.4, SettinQUP SWAP SPACE.......ccceeierieieeiesteeee sttt s sse e se e 28

4.5. ChoosingPartitionsto FOrmMat..........ccccevveieiicceseceeeee e 28

4.6. ChoosingDesiredPackagedo INstall............ccccovveeieiiecr e 29

4. 7. Hardware Configuration...........ccoceeeeieneeeeseesiese e 30
4.8.B00tINGWILN LILO ..ot 30
4.8.1.Multi-boot with OtherOperatingSyStemS..........ccocvvvervrererienienennens 31

4.9. DownloadingandinstallingRedHat Updates..........cc.ccocreririnineninennenne. 32

5. Configuring the X WiNndOW SYSIEM.......cccceiiiirriniese e 34
5.1. Gettingthe X Window SystemWorking with X-Configurator..................... 34

5.2. Usingthe X DesSKtOpMaNagEeT...........ccccvererieerieieeieseeseeceesie e see e sre e e 36

5.3. Improving Font AppearanCenNderX .........ccccccovveeveieeneseese e 37
5.4.Choosinga WINdow Managerfor X .......ccoceveeeneneeneenee e seeee e 38

5.5. GNOME InstallationandConfiguration..............ccoceveenereenenieenesee e 39

5.6. KDE InstallationandConfiguration.............ccecovveeveseesesieese e 40

6. General SystemAdMINIStration ISSUES.........cccevveeeie i 43



TR 0 T A o o 1 U | | 43

6.2. CreatinQUSEIACCOUNTS.......cceeiieeeseeie et sne e e sreeneas 43

6.3. ChanginQUSErPaSSVOIUS. .......cccveieiiriereeie et 46

6.4. DisablinQUSEIACCOUNTS.........cciieieiece e 46

6.5. ReM/iNg USEIACCOUNLS........coitieieieeie et 47

6.6. Linux Password & Shadov File FOrmats..........ccocoveevenienenienceseneereeeee 48

6.7. SystemShutdavn andReStart..........ccccoivierieiiee e 50

7. Custom Configuration and Administration ISSUES........cccccceverveeiivieeseeieneenns 52
7.1.WebSenerandHTTP CachingProxy Administration............cccccceeevervenee. 52
7.2.DomainNameSener (DNS) ConfiguratiorandAdministration.................. 53

7.3. InternetUserAuthenticationwith TACACS........cccco e 59

7.4. Windows-styleFile andPrint Serviceswith Samba...........cccccceecviievecenee. 61

7.5. Macintosh-styld-ile andPrint Serviceswith Netatalk.............cccccocoveveeneenee. 68

7.6. Network File System(NFS) SErVICES.......cccooviiiririereereeseee e 71

7.7. Configurationfrom A-Z with LINUXCONT........c.ccoviriiiiriereeeee e 73

8. Backup and ReStOre ProCEAUIRS..........ccoecuierie et 74
8.1. SenerBackupProCEAUIES.........ccccvieeiieiee et 74
8.1.1.BackingUP WIth “Tar” .......ccccceeiiereeseesese e 76
8.1.2.Backingup with “KDat”: .......ccceveriiririirieee e 79

8.2. Sener ReStOrePrOCEAUIES........cccuveiere e 81
8.2.1.ReStoringWith “tar”: ........cceoe e 81
8.2.2.Restoringwith “KDat”: .......ccceeiieiireeeneee e 83

8.3. CiscoRouterConfigurationBacCKUPS........ccceeveverirneene e 84

9. Various & Sundry Administrati Ve TASKS.........cccccveeeviesiereeiere e 88
9.1. ChecKiNgStOrageESPACE. ........c.ccveveeriecie ettt 88

9.2. MaANAGINGPTOCESSES.....eceeieeeieestiereesieestesee e seessesreesseeseesseese e eneesseeseesseenes 91

9.3. Startingand StOPPINGPTIOCESSES.......covvereerieriesie e sieereesreenee e eee e nes 92

9.4. AutomatingTaskswith CronandCrontabfiles...........ccccceoveviviieiviceveceenee. 93

10. Upgrading Linux and Other AppPliCAtiONS ........ccceovviereeciere e 95
10.1.UsingtheRedHat PackageManagenRPM)........ccccovvierienininneennseeenne 95
10.2.Installingor UpgradingWithOUtRPM ..........cccoooiiiierieneee e 97

10.3. Stratgiesfor Keepingan Up-to-dateSystem..........ccccceveeveievceseeseseennns 99



10.4.Linux KernelUpgrades..........cccoveveeieiieie et 100

10.5.Upgradinga RedHat StockKernel...........ccocoieienieienicsecee e 102
10.6.Building @a CuStOMKEINEL.........cooooiieeiieeecesee e 102
10.7.Moving to the Linux 2.2.XKErNelS........cccocvevevenieenieiese e 108
10.8.Configuringthe ApacheWeb Sener ...........ccccvvevevievieceece e 111
10.9. Configuringthe SquidHTTP CachingProxy Daemon...........ccceceevernenne. 111
10.10.Configuringthe SendmaiE-mail Daemon...........ccccceveerenirnnseeseseenn 112
11. Enterprise Computing With LINUX .......ccceiiriiiiesie e 116
I3 I =T g {0 g g F= T To = IU ] ] Vo 116
11.2.High Availability With RAID .........cccooeiiiieiieecireseeeee e 116
11.3.Sener MigrationandScalability [ISSUES...........ccecereerieneeneneeeee e 118
12. Strategiesfor Keepinga SECUIR SEIVEN.........ccccveveveeeeseeseseesieseese e e 122
13. Help! Troublein ParadiSel...........ccoeiiiieie i 128
13.1.GettingLinux Installedon new, UnsupportedHardware...........c..cccoceneee. 128
13.2.File SystemCorruptionafter Pover Outageor SystemCrash................... 128
13.3.Whereto TUrNTOr HelP ......oove e 129
13.4.Pointergo Additional DOCUMENTAtiON..........ccccvvrererieninenireseeeee e 132



Chapter 1. Preface

1.1. Acknowledg ements

| would lik e to thankthe Linux community;particularlythosemembersvho have
participatedn USENETandmailing lists with lots of helpful tips, answersand
suggestion®n how to useLinux atits best.Your contributionshave benefitedusall.

This documentvaswritten in the DocBookSGML format,andthenrenderedising
SGMLTools2.x to avariety of documenformats,includingHTML, postscript,
Rich-Text-Format,andPDF. For moreinformationon SGMLTools, seethe projectweb
siteat http://www.sgmitools.og/

1.2. Copyright Information and Legal
Disclaimer s

Copyright © 1997-199%y Steve Frampton.This materialmaybe distributedonly
subjectto thetermsandconditionssetforth in the OpenPublicationLicense v0.4 or
later (the latestversionis presentlyavailableat http://www.opencontent.@/openpub/).

I’ ve written this documentatiomndamproviding it freeto the Linux communityasa
public-servicel have madeevery attemptto ensurethatthe informationcontained
hereinis timely, accurateandhelpful, butin noway will 1 beheldliable for ary
damage(stausedlirectly or indirectly by ary misinformationcontainecherein.

| will notappreciatéeingflamedfor arny errorsor omissionsHowever, if you noticea
glaringinaccurag, or have suggestion$or furtherimprovement pleaselet meknow.
However, pleasecheckthe versionnumberanddateof this documeni{seethetableof
contents}o ensureyou arelooking atthe mostrecentversion.If thisdocumenis more
thanthreemonthsold, pleasecheckthe Linux DocumentatiorProjecthomepageat
http://metalabunc.edu/LDPin casea newer versionis available.
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This documentgcurrently shouldbe considerednoderate-betd. beganwriting it in
1997,andcontinueto updatet astime permits.Developmenin the OpenSource
communitycontinuesat arapidpace,andattimesit is a challengeo keepthis

documenup to date.As such,this documenmay have oneor moresectionsvhich
containobsoletanformation.

In short,| make no guaranteefor ary of thisinformationto be correct.If it helpsyou
out, that’s great!

1.3. A Plea for Help

If you find this documenusefulandwould lik e to expressyour appreciatiorfor it,
pleaseconsiderdonatinga food item or two to your local food bank.



Chapter 2. Introduction

Linux 2.2.0,released@5-Jn-99: Onwardsto World Domination...

Perhapyou arefairly new to Linux andwerehopingto find a summaryof the kinds of
configurationrandadministratve tasksthatmayberequiredof you from timeto time. If
this sounddik e you, perhapghis documents just whatyou've beenlooking for!

2.1. Scope

This documentationvill attemptto summarizeheinstallationandconfigurationas
well asthe day-to-dayadministratve andmaintenanc@rocedureshatshouldbe
followedto keepa Linux-basedsener or desktopsystemup andrunning. It is gearedo
anaudienceof bothcorporateaswell ashomeusers.lt is notintendedo beafull
overview of Unix operationsasthereareseveralgoodtexts availableaswell ason-line
documentationvhich canbereferredto in casesvheremoredetailedinformationis
required.

In generalyour Linux systemcanoperatewnith a minimumof usermaintenance.
Routinetasks suchasrotatinganddiscardingof systemogs, areautomated.
Thereforefor the mostpart,evenwith verylittle userintervention,Linux will hum
alongdoingits job. However, in casesf customneedsor systemfailurethis
documentatiommay prove useful.

| currentlyuseLinux bothathomeandat my placeof employment.it hassenedme
well, andhasworked asareliableInternetandfile/print servicefor my employer for
overfour yearsnow.

2.2. Choosing a Linux Distrib ution

Thereis quiteavarietyof Linux distributionsfrom whichto choosdrom. Each
distribution offersthe samebaselinux kernelandsystentools, but differ on
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installationmethodandbundledapplications Eachdistribution hasits own advantages
aswell asdisadwantagessoit is wiseto spenda bit of time researchingvhich features
areavailablein a givendistribution beforedecidingon one.

Thefollowing is alist of afew websitesyou canvisit, whichwill describeagiven
Linux distribution aswell asprovide informationon how you candownloador
purchasat:

http://www.redhat.com/

TheRedHatdistribution, by commerciavendorRedHat Software,Inc. is oneof
themostpopulardistributions. With a choiceof GUI- andtext-basednstallation
proceduresRedHat 6.1is possiblythe easiest.inux distributionto install. It
offerseasyupgradeandpackageananagementia the“RPM utility, andincludes
boththe GNU Network ObjectModel Environment(GNOME) andthe“K
DesktopEnvironment” (KDE), bothpopularGUI window managersor the X
Window System.This distributionis availablefor the Intel, Alpha, andSparc
platforms.

http://www.debian.og/

The Debiandistribution, by non-profitorganizatiorknowvn as“The Debian
Project’is thedarling of the OpenSourcecommunity It alsoofferseasyupgrade
andpackagenanagementia the“dpkg " utility. This distributionis availablefor
thelntel, Alpha, Sparc,andMotorola(Macintosh,Amiga, Atari) platforms.

http://www.suse.com/

TheS.u.S.Edistribution, by commercialvendorS.u.S.E.js anothempopular
distribution, andis theleadingdistributionin Europe.lt includesthe“K Desktop
Environment”(KDE), andalsoofferseasyupgradeandpackageananagementia
the“YaST" utility. This distributionis availablefor both Intel andAlpha
platforms.

http://www.caldera.com/

The OpenLinuxdistribution, by commerciavendorCalderajs aimedtowards
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corporateusers With thenew OpenLinux2.2releaseCalderahasraisedthe bar
with whatappearso betheeasiesto install distribution of Linux availabletoday
In addition,it comesstandardvith the“K DesktopEnvironment”(KDE). This
distributionis availablefor the Intel platformonly.

http://www.linux-mandralk.com/

TheMandrale distribution, by commerciabendorMandraleSoftS.A., integrates
theRedHat or Debiandistributions(your choice)with additionalvalue-add
softwarepackageshanthoseincludedwith the original distributions.

http://www.slackware.com/

The Slackwaredistribution, by Patrick Volkerdingof Walnut CreekSoftware,is
thegrandatherof moderndistributionsof Linux. Offersafairly simple
installationprocedurebut poorupgradeandpackagemanagementStill basedn
thelibc librariesbut the next versionwill probablymigrateto the newer glibc.
Recommendetbr userswho aremoretechnicalandfamiliar with Linux. This
distributionis availablefor the Intel platformonly.

Listing all the availabledistributionsis beyondthe scopeof this documentsol’ ve
listedonly the mostpopular However, furtherinformationon the available
distributionscanbe foundin the “Distribution-HONTO” guide,availableat
http://metalabunc.edu/LDP/H@/TO/Distribution-HONTO. htm

1 Tip: If you decide to buy your distribution on CD-ROM, you might be able to find
better pricing at other resellers (for example, I've been quite satisfied on several
dealings with Internet-based software vendor http://www.cheapbytes.com/). On
the other hand, you may wish to pay the higher price to the distribution vendors to
ensure that their offerings continue to improve.

My distribution of choiceis RedHat Linux (it alsohappendo be,unaguably the most
populardistribution amongLinux users).For almostthreeyears,| wasadie-hard
Slackwarefanatic(beforethatl hadmessedrounda bit with a smalldistributionfrom
tsx-11way backin thekernel0.90adays),andalthoughl’ ve tried RedHatin the past,|
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never could bring myselfto sayanything goodabouttheir distributions. Then, | tried
RedHat5.1,andfound myselfquickly converted!In my opinion,with 5.1, RedHat
finally “got it right”.

Someof thereasons have becomeafanof the RedHat distributionincludethe easeof
installation,multi-platform support(until recently RedHat wasthe only distribution
vendorto provide its distribution for Intel, Alpha, andSolarisplatforms),and,above
all, theRPM packagemanagerin addition,they putupdatego includedRPM’s on
their FTP site (at ftp://ftp.redhat.com/redhat/updateafthey becomeavailable,which
is agoodway of keepingone’s systemup to dateandfree of any bugsor security
problemsthatarediscoveredfrom time to time.

SincefirstloadingRedHat 5.1 on anotherwiseunusedcomputerat work for testing
purposesl| have corvertedtwo of our maininternet/File& Printsenersoverfrom
Slackwareto RedHatandhaven't regrettedit. I’ ve alsoloadedit on my systemand
home,andinstalledit onthreeothersystemsaslight senersaswell. In addition,l have
hadthe opportunityto not only play with the Intel-basedrersionsbut with Alpha-and
Sparc-basedersionsaswell. Recently I’ve movedall the Linux systemd am
responsibldor overto RedHat6.1.

Thereforethis documenthasadefiniteRedHat “feel” to it, andis mostrelevantfor the
Intel-based.1 version.However, hopefullymostor atleastsomeof theinformation
containedn this documenwill beusefulto usersof otherdistributions.

11
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Welcometo Linux!

3.1. What is Linux?

Linux is atrue 32-bitoperatingsystemthatrunson a variety of differentplatforms,
includingIntel, Sparc Alpha, andPaver-PC (on someof theseplatforms,suchas
Alpha, Linux is actually64-bit). Thereareotherportsavailableaswell, but | do not
have any experiencewith them.

Linux wasfirst developedbackin theearly 1990s by a youngFinnishthen-unversity
studentnamedLinus Torvalds. Linus hada “state-of-the-art'386 box athomeand
decidedto write analternatve to the 286-basedViinix system(asmallunix-like
implementatiorprimarily usedin operatingsystemglasses)to take advantageof the
extrainstructionsetavailableon thethen-nev chip,andbeganto write a small
bare-bonegkernel.

Eventuallyheannouncedhis little projectin the USENETgroupcomp.os.minixasking
for interestedpartiesto take alook andperhapsontributeto the project. Theresults
have beenphenomenal!

Theinterestingthing aboutLinux is, it is completelyfree! Linus decidedto adoptthe
GNU Coyyleft licenseof the FreeSoftwareFoundationwhich meanghatthe codeis
protectedoy a copyright — but protectedn thatit mustalwaysbe availableto others.

Freemeandree—you cangetit for free,useit for free,andyou areevenfreeto sell it
for aprofit (thisisn’t asstrangeasit soundsseveralorganizationsincluding RedHat,
have packagedip the standard.inux kernel,a collectionof GNU utilities, andputtheir
own “flavour” of includedapplicationsandsell themasdistributions. Somecommon
andpopulardistributionsare Slackware,RedHat, SuSe andDebian)! The greatthing
is, you have accesgo sourcecodewhich meansyou cancustomizethe operating
systemso your ownneedsnotthoseof the“targetmarket” of mostcommercial
vendors.

12
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Linux canandshouldbe consideredh full-blown implementatiorof unix. However, it
cannotbecalled“Unix”; notbecaus®f incompatibilitiesor lack of functionality, but
becauseheword “Unix” is aregisteredrademarkownedby AT&T, andtheuseof the
wordis only allowableby licenseagreement.

Linux is every bit assupportedasreliable,andasviableasary otheroperatingsystem
solution(well, in my opinion, quite a bit moreso!). However, dueto its origin, the
philosophybehindit, andthelack of a multi-million dollar marketingcampaign
promotingit, therearelot of mythsaboutit. Peoplehave alot to learnaboutthis
wonderfulOS!

3.2. Breaking the Myths

I’ve beenusingLinux for severalyears,andl liketo think | know abit aboutthe
operatingsystemandwhatit canandcannotdo. As I'm anavid USENETreadey|
follow thelatestdevelopmentsandof coursethevariousflame-warsthatinvariably
cropup (thosedarncross-postingdwocag people!;-) ). I've seenmy shareof myths
(oftencalledFUD —“Fear, Uncertainty Doubt” which seemdo bea commontactic
usedby commerciakechnologyendorgo frightentheir market avay from competing
technologiesjhatmorethanafew peoplebelieve. So,let metry to run down afew of
the morecommononesandattemptto shattethem.:-)

« Linux is freewvare,henceijt is atoy.

Somepeopleseemo have the notionthat, because pieceof softwarewaswritten by
volunteerswith no profit motive in mind, thattheresultsmustclearly beinferior to
commercial-gradefferings.

This mayhave beentruein the past(l meantherewasalot of freevarewhichwas
absolutegarbagen the DOS andearly Windows world), but it is mostcertainlynottrue
in recentdays.

Thepower of the Internethasmadeit possibleto bring togethersomeof the brightest
mindsin theglobe,allowing collaborationon projectsthey find interesting.The people

13
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who have put a handinto developingLinux or thethousand®f GNU utilities and
applicationgpackagesrefrom a diversebackgroundandall of themhave different
personaleasongor wantingto contritute.

Somearehard-corehackerswho developfor thelove of coding,othershave a needfor
somethingfor example,a network traffic monitorfor aLAN atwork) anddecideto
write it themseles,othersareacademic&ndcomputerscientistsvho areusingLinux
for its researclgualities.

Unlike acommercialoffering wherea packageas developedandsold,sourcecode
excluded,to theend-usercodeusedin Linux is scrutinized delugged,andimproved
uponby anyonewho hasthe interestandability. This actof peerreview is oneof the
reasonghatLinux offersthe high reliability andhigh performancehatit does.

Don't forget: TheInternetitself wasbuilt andrunsalmostexclusively on OpenSource
projects.The e-mailyou exchangeon a daily basiswith peoplearoundthe world hasan
80% chanceof beinghandledon oneor bothendsby Sendmailtheweb pagesyou
browsewhile “Surfin’ theWeb” aresenedto you by Apacheon over 50% of the
world’s websites.Reliableenoughfor you?

« Thereis no supportfor Linux.

Hearingthis myth someavhatsickensme. And supposedlyhe “other” vendorsdo offer
support?’ve hadpersonakxperiencewith onevery popularcommercialbperating
systemwherethevendors so-called‘support” wascompletelyuseless.

Firstof all, thereis supportfor Linux. Yes,commerciasupport.Therearesome
companieghatcanprovide asmuchsupportasyou arewilling to payfor; offering
telephoneande-mailsupport,mary offering to comeright to your doorto dealwith the
problem!

However, in 99% of the situationsyou will runinto with Linux, youwill beableto
accomplishwhatyouwish if you cansimply gettheanswertto a questionor two. This
is easilyaccomplisheadn USENETor on ary of themary mailing lists available!

I’ve never hada probleml couldnt find a solutionto, by eithersearchingn
http://www.dejan&s.com/,or by askingin oneof thecomp.os.linux.*nevsgroups.
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Normally | canreceve ananswerto ary of the supportissued askaboutwithin three
to twelve hoursof my posting.

Anotherinterestingaspecbdf Linux is that,becausé¢he sourcecodefor theentire
kernelandmostof the otheroperatingsystemcomponentss freely available,
key-supportissuessuchassecurity denialof service,or CPUbugs(suchasintel’s
FOOF fatalexception)aretracked down andsolvedvery quickly — usuallyanorderof
magnitudegasterthansolutionsofferedfor similar or identicalproblemsonthe
commerciabfferings.So,wheres the commerciakupport!?

Therearecountlesothersthat! would lik e to delunk, but thatis beyondthe scopeof
this documentHowever, for furthermyth dehunking,checkoutthe“Linux Myth
Dispeller” at http://www.KenAndTed.com/kKensBookmark/linuiindex.html aswell as
“The Linux FUDfactorFAQ” at
http://www.geocities.com/Siliconsdley/Hills/9267fud2.himl

3.3. One User’'s Perspective

| useLinux bothatwork andat home.

At my placeof employment,we areusingLinux to provide Internetservicesor
hundredsf users.Theseservicesnclude TACACS (dial-in modemuser)
authenticationweb pagehostingandproxy cachingaswell asSMTPandPOP
servicesln addition,we areusingLinux to provide NFS servicesandalsofor
providing andmountingSMB-protocol(WfW/Win95/WInNT) file & print andFAX
servicesusingthe Sambgpackage.

At home,l useLinux for my personaheedssuchasinternetservicessoftware
developmentandof coursegameplaying(seeingQuale Il runningon aLinux boxis a
thing of beauty)!Oneof thethingsl love aboutLinux is, no matterhow hardl pound
onit, it doesnot crash!lt’ salsoa greatway to learn,develop,andmaintainmy Unix
skills.

| amusingthe RedHat 6.1 distribution of Linux (seehttp://www.redhat.comfor more
information). This distributionincludesall the necessargoftwarefor a full-blown unix

15
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system- shells,compilers& interpreterspetworking supportthe X Window System,
andall Internetserviceqeg. Mail, news, websener, telnet,etc.). Thedistribution
comesstandardvith Linux kernel2.2.12.

At my placeof employment,the Linux-basedsystermwe useasour primary Internet
sener hasthefollowing configuration:

- Kernel:2.2.12

« Machine:Pentiumll @ 300MHz (bogo-mips299.83)with PCI-kus,256 Mb RAM
« one3 Gb FujitsuIDE harddrive (/dev/hda)

. four 4.4 Gb QuantumFireball SCSlharddrives(/dev/sd0through/dev/sd3),

« 24xspeedSCSICD-ROM (/dev/scd0),

- AdaptecAHA-131 SCSicontroller

- HP SCSIDAT tapedrive (/dev/stOand/dev/nst0),

- Intel EtherExpres$ro10/100Ethernetcard

We have a secondsystem- anevennicerIntel box—alsorunningRedHat 5.2, running
in anotheroffice location. It providesnetworkedfile & print servicesvia Sambalocal
web cachingvia Squid,andsecondanpPNS servicesUnfortunately this box is over 50
km away from wherel usuallywork, andthereforeit’ s left prettymuchonits own — yet
this babyis really my prideandjoy! Herearesomespecs:

- Kernel:2.2.12

« Machine:Pentiumll @ 350MHz (bogo-mips349.80)with PCI-kus,256 Mb RAM

« one4.1Gb QuantumFireball SCSIharddrive (/dev/sda)

. four 9.4 Gb QuantumFireball SCSIharddrives(/dev/rd/c0d0,/dev/rd/cOdl)as
hardwareRAID level 5 array

« 36xspeedSCSICD-ROM (/dev/scd0),

« BusLogicBT-948 SCSlcontroller

« Mylex AcceleRAID 250(DAC960)RAID controller,

- HP SCSIDAT tapedrive (/dev/stOand/dev/nst0),

- Intel EtherExpres®ro10/100Ethernetcard

Having anincredible24+ Gb of availablestoragespacewith redundanstorage
configuredasa hardwareRAID5 arrayis a humblingfeeling. The Mylex RAID
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controllerworksgreat,andl would not hesitateo recommendt to othersseekinga
hardwareRAID solution! (If you areinterestedn configuringyour Linux systemwith
aRAID array seeSectionl1.2for details.)

We have four otherLinux systemsn place;anAlpha, a Sparc.andtwo Intel boxes;two
of which arebeingusedin production,andthenthereis my own personabkystemat
home,but | won't boreyou with thedetails.

Thisdocumentvill attemptto remainashardwareindependenaspossiblebut it may
be helpfulto youif you know wherel amcomingfrom asfarashardwareis concerned.

17



Chapter 4. Installation and Hardware
Configuration

This chaptemwill detailthe proceduresmieededo installRedHat6.1ontoanIntel
systemitheproceduresresimilar whetheryou chooseo install usingeitherGUI- or
text-basednstallation.Sincemuchof this informationis alreadywell documentedn
theRedHat Users Guide(providedasa papemanualin the “Official” boxedsets,
includedin the“/doc ” directoryonthe CD, aswell asavailableonlineat
ftp://ftp.redhat.com/pub/redhat/redhat-6.1/i386/doc/rlindex.htm), I’ ve skimmed
over muchof thedetails.However, therearea few thingswhich | think arelackingin
theRedHat guide,andtherefore will attemptto coverthoseitemsin greaterdetail.

4.1. Creating an Installation Diskette

Thefirst stepin gettingRedHat'’s distribution of Linux ontoa systemyou needto find
away of startingtheinstallationprogram.The usualmethodof doingsois to createan
installationdisk, althoughif you areinstallingfrom CD-ROM, andyour system$ BIOS
supportst, you shouldbe ableto bootdirectly into the installationprogramfrom the
CD.

Otherwiseto createaninstallationdiskette,you’ll needto copy the“boot.img ” (which
is simply animageof anext2-formattedLinux bootdiskettewith anadditional
installationprogram)ontoa floppy diskette. The“boot.img " file canbe obtainedirom
the/images directoryof the RedHat CD-ROM disk, or downloadedvia FTPfrom
ftp://ftp.redhat.conin the/pub/redhat/redhat-6.1/i386/imagdisectory(assuming/ou
areinstallingLinux on anintel box).

You cancreatethe bootdisketteeitherfrom a DOS or Windows systemor from an
existing Linux or Unix system.For your destinatiordiskette,you canuseeitheran
unformattedor a pre-formattedfor DOS)diskette— it makesno difference.

UnderDOS: Assumingyour CD-ROM is accessibl@asdrive D:, you cantype:

18
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d
cd \i mages
..\dosutils\rawite

For thesourcefile, enter“boot.img . For thedestinatiorfile, enter‘a: ” (assuminghe
disketteyou arecreateds insertednto the A: drive). The“rawrite " programwill then
copy the“boot.img " file ontodiskette.

UnderLinux/Unix: Assumingthe“boot.img " file is locatedin the currentdirectory
(you mayneedto mountthe CD-ROM under/mnt/cdromandfind thefile in
/mnt/cdrom/images)jou cantype:

dd if=boot.ing of=/dev/fd0O

The“dd” utility will copy, asits inputfile (“if"), the“bootimg " file, ontotheoutputfile
(“of") /dev/fdO (assumingyour floppy drive is accessiblérom /dev/fd0).

Unlessyour Linux or Unix systemallows write permissiongo thefloppy device,you may
needto do thiscommandasthe superuser(If you know theroot passverd, type“su” to
becomethe superuserxecutethe“dd” commandandthentype“exit ” to returnto
normaluserstatus).

With eitherof the above schemesyou shouldnow have abootableRedHat 6.1
installationdiskettethatyou canuseto install your new RedHat Linux system!

4.2. Booting Linux Installation Program

To begin settingup your new RedHat system githerbootfrom theinstallationCD, or
inserttheinstallationdiskettein the system$ A: drive, andrebootor power-onthe
system After afew momentsthe RedHat installationprogramscreershouldappear

In mostcasesyou canjust press<Enter> to begin theinstallationprocessbut if you
areamoreexperiencediserwho knows exactly how your hardwaredevicesshouldbe
setup,you canenter‘expert ” for theadditionalinformationandpromptsthis feature
provides. (If you do nothing,thedefaultinstallationprocedurewill startin aboutl0to
15 secondsftertheinstallationscreerfirst appears.)
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Youwill thenbeaskedto chooseyourlanguaggusually”English ") andyour
keyboardtype (evenin Canadd choosé'US 101-key "), aswell aswhereyouare
installingfrom (suchasfrom your CD-ROM or over the network). RedHatis very
flexible in whereit canbeinstalledfrom.

Mostlikely youwill choos€é'Local CDRORto install from your RedHat CD-ROM
(which shouldbe insertednto your CD-ROM device). However, if your systemis not
equippedvith a CD-ROM device, therearea numberof otherinstallationmethodsyou
canchoose.

If you have anothelLinux system(or any otheroperatingsystemthatsupportdNFSfile
mounting),you canuse“NFS” to install from anNFS mount. To do this, you’ll needto
have your CD-ROM mountedn the othersystem(or otherwisehave the RedHat
distribution treesomavhereon the othersystem- it is possibleto downloadeverything
via FTPandtheninstall from your othersystems$ harddrive), make sureyou have an
entryin your /etc/exportsfile allowing accessy the new systemto the appropriate
directory(seeSection7.6 for detailson how to setup anduseNFS),andthenenterthe
appropriatedetails.Heres anexamplewalk-through:

 InserttheRedHat CD into the othersystem(eg. a systemcalled“spock”).
« TomounttheCD, type:

mount /dev/cdrom/mt/cdrom -t is09660

- Edit, asthesuperuselyour“/etclexports " file andputanentrylike:
/ mt/ cdrom newsys. mydonai n. nane(r o)

(This saysthatthe new systemat newvsys.mydomain.namis allowedread-onlyaccesgo
thedirectory”/mnticdrom/ " andary subdirectoriesinderit).

If your new systemdoesnot yet have adomainnameassignedo it, you caninsteaduse
its IP address:

/ mt/cdrom 10. 23. 14. 8(ro0)
(Assumingyour new systemhas10.23.14.8asits IP address).

« Again,assuperuseitype:
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killall -HUP rpc.nfsd ; killall -HUP rpc.nountd

Thiswill restartyour NFSandmountddaemonswhich is necessarpeforeyour new
NFSexportwill work.

« Now, from your new systemyou canchoosé'NFS’ asyourinstallationsource.You'll be
aslkedto provide informationon your network card,aswell asyour IP settings.You'll
likely usestaticlP settingsf your systemis sittingonalocal LAN, or DHCP settingsf,
for example,your systemis connectedo a cablemodem.Enterthe settingsas
appropriatdor your new system.

« You'll thenbeasledto enterthe NFSsenernameandRedHat directory For our
examplesystemwe would typein “spock ” asthe NFSsenername,and
“/mnt/cdrom/ " astheRedHatdirectory

Thereareotherwaysof installingRedHat, suchasusinga SambaWindows-style
networking) connectionfrom anexisting partition (suchasyour DOS or Windows 95
partition)on your harddrive, or via FTP. Checkthe RedHat usersguidefor more
detailsoninstallingusingthesemethodsopr justtry to strugglethroughthem(the
proceduresrereally notvery difficult!)

Onceyou have chosenyour installationsource RedHat will askyouif youwishto
“Install " or“Upgrade ” your system.As you areinstallinga new systemyou
shouldchoos€'Install  ”. (As anaside,I'm afairly analpersorwho never upgrades
new distributionrelease®ver existing systems- | guesshaving sufferedthroughso
mary problemswith Microsoft productd have developeda significantmistrustfor
upgradingsystemsasawhole. | preferto install from scratchandsimply restorefrom
backupmy personal/useandlocal sitefiles.)

Theinstallationprogramwill thenaskyou if you have a SCSladapterlf youanswer
yes,you'll beasledto choosethe appropriatadriver. In somecircumstancesfRedHat
will beableto detectyour adaptermautomatically

Next, you'll beaskedto setup your file systemgie. partitiononeor moredrivesfor
Linux). Therearetwo tools availablefor settingup thesepartitions,includingthe Red
Hat-supplied'Disk Druid ”, andthe standard.inux “/fdisk " utility.

Bothtoolsaresimilarin function,allowing you to specifythe partitiontypesandsizes.
However, Disk Druid seemgo beabit more“userfriendly”, andabit morecomplete
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thanfdisk. In fact,if you usefdisk to partitionyour drives,you’ll thenbe presented
with the Disk Druid screerfor specifyingyour mountpointsanyway Thatbeingsaid,
asanex-Slackwareuser | personallyalwaysusefdisk — force of habit,| guess!:-)

Thenext sectionwill detailhow andwhy you shouldsetup your partitioninformation.

4.3. Partitioning Hard Drive(s)

22

Why partition,anyway?Well, althoughit is possibleto geta perfectlyfunctioning
Linux systenrunningon a single-partitionsystemand,in fact,is a bit easierto
configurethis way, therearea numberof benefitsfrom partitioningoneor moreof your
storagedevicesinto multiple partitions.

While it is truethatLinux will operatgustfine onadiskwith only onelarge partition
definedthereareseveraladvantagedo partitioningyour disk for atleastthefour main
file systemgroot, usr, home,andswap). Thesenclude:

First, it mayreducethetime requiredto performfile systemchecks(bothuponbootup
andwhendoinga manualfsck), becaus¢hesecheckscanbe donein parallel.(By the
way, NEVERrun anfsck on amountedile system!!!' Youwill almostcertainlyregret
whathappengo it. Theexceptionto thisisif thefile systemis mountedread-onlyin
which caseit is safeto do so.) Also, file systemchecksarealot easierto doona
systemwith multiple partitions.For example,if | knew my /homepartitionhad
problems] couldsimply unmountit, performafile systemcheck,andthenremountthe
repairedfile system(asopposedo bootingmy systemwith arescueadisketteinto
single-usemodeanddoingtherepairs).

Secondwith multiple partitions,you can,if youwish, mountoneor moreof your
partitionsasread-only For example,if you decidethateverythingin /usrwill notbe
touchedevenby root, you canmountthe/usrpartitionasread-only

Finally, the mostimportantbenefitthat partitioningprovidesis protectionof your file
systemslf somethingshouldhapperto afile system(eitherthroughusererroror
systemfailure),on a partitionedsystenmyou would probablyonly losefiles onasingle
file system.On anon-partitionedsystemyouwould probablylosethemon all file
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systems.

Thislittle factcanbeabig plus. For example,if your root partitionis socorruptedyou
cant boot,you canbasicallybootfrom therescuedisketteset,mountyour root
partition,andcopy whatyou can(or restorefrom backup;seeChapter8 for detailson
how files canbe baclked up andrestored)to anotherpartitionsuchashome,andthen
rebootonceagainusingtheemegeng bootdisk, typing “mount root=/dev/hda3 ”
(assuminghe partitioncontainingyour temporaryroot file systemis on thethird
partitionof hda)andbootyour fully functionalLinux box. Thenyou canrunanfsck on
your unmountectorruptroot partition.

| havehadpersonakxperiencan file systemcatastrophiesandl wasvery gratefulfor
having hadthe damagdimited dueto the useof multiple partitions.

Finally, sinceLinux allows youto setup otheroperatingsystem(s)suchasWindows
95/98/NT, BeOS,or what-hae-you),andthendual- (or triple-, ...) bootyour system,
you mightwish to setup additionalpartitionsto take advantageof this. Typically, you
would wantto setup atleastoneseparatgartitionfor eachoperatingsystem.Linux
includesadecentbootloader(calledLILO on Intel-basedsystemsalthoughmuchthe
samethingis availableasMILO on Alpha,andSILO on Sparc)which allows youto
specifywhich operatingsystemyou wantto bootat power on, with atime-outdefault
bootof your favorite operatingsystem(probablyLinux, right?)

You shouldpartitionadisk (or disks)accordingto your needsIn my experienceon
Intel, Alpha, andSparcplatforms,for afairly loadedsystem(feature-wise)doingafair
amountof tasks(asa desktopsystemat home,or asanInternetsener atwork), | have
foundthefollowing approximatiorof spaceworks pretty effectively for determininga
partitionsize.

Given:

A given disk of X Mb/Gb (eg. 2 Gb)
(Or, more than one disk with a combined total of X Mb/Gb)

Calculate:
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(swap) about double main RAM (eg. 64 Mb sys-
tem gets 128 Mb swap)
[ (root) about 10% of available (eg. 200 Mb)

/home about 20% of available (eg. 400 Mb)
/usr any remaining  space (eg. 1272 Mb)
/var  (optional - see below)

/boot  (optional - see below)

farchive (optional - see below)

Of course the above amountsareapproximateguidelinesonly. Obviously you are
goingto wantto jugglethosepercentagearounda bit dependingopn whatyou are
goingto useyour Linux systemfor. If you aregoingto be doingstuff like addinglots
of bulky applicationssuchasWordPerfecor Netscapeor perhapsaddingJapanese
charactesupport,you would probablybenefitfrom a bit more/usrspace.

| alwaysseemnto have alot of spaceavailableon/home,soif yourusersarent doing
much(or you have imposedstrict quotasizes),or you arent offering shellaccountsand
personalveb pagesetc.,you probablycouldlower/homespaceandraise/ust.

Hereis adescriptionof the variousmountpointsandfile systeminformation,which
may give you abetterideaof how to bestdefineyour partitionsizesfor your own needs:

- [/ (root) - usedto storethingslik e temporaryfiles, the Linux kernelandbootimage,
importantbinaryfiles (thingsthatareneededeforeLinux canmountthe/usr
partition),andmoreimportantlylog files, spoolareador print jobsandoutgoing
e-mail,andusersincominge-mail. It is alsousedfor temporaryspacenvhen
performingcertainoperationssuchasbuilding RPM package$rom sourceRPM
files. Thereforejf youhave alot of userswith alot of e-mail,or think youwill need
plenty of temporaryspaceyou might wantmorespaceavailable. The partitiontype
shouldbe left asthe default of 83 (Linux native). In addition,you’ll probablytoggle
thebootableflag on this partitionto allow bootinformationto be storedhere.

- [usr/ - shouldbethelargestpartition, becausenostof the binaryfiles requiredby
Linux, aswell asary locally installedsoftware,webpagesSquidproxy cache,
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Sambashareservicessomelocally-installedsoftwarelog files, etc. arestoredhere.
The partitiontype shouldbeleft asthedefault of 83 (Linux native).

- /home/- typically if you arent providing shellaccountgo your usersyoudon’t
needto malke this partitionvery big. The exceptionis if you areproviding userhome
pagegqsuchasschoolweb pages)jn which caseyou might benefittrom makingthis
partitionlarger. Again,the partitiontype shouldbeleft asthe default of 83 (Linux
native).

« (swap)- Linux providessomethingcalled“virtual memory”to make alargeramount
of memoryavailablethanthe physicalRAM installedin your system.The swap
partitionis usedwith mainRAM by Linux to accomplistthis. As arule of thumb,
your swap partitionshouldbe at leastdoublethe amountof physicalRAM installed
in your system.

If you have morethanonephysicalharddrive in your systemyou cancreate
multiple swap partitions.This canimprove the performancef swappingby taking
advantageof paralleldisk accessFor example,ona 256 Mb systemwith four drives,
| would probablycreatefour 128 Mb swap partitions,for atotal of 256 Mb RAM,
512Mb swap (for acombinedotal of 768 Mb availableasvirtual memory).The
partitiontype needgo be changedo 82 (Linux swap).

Note: It is a common misconception that Linux has a 128 Mb swap size limit.
This was true in the past, but in modern Linux distributions, the size depends on
your architecture (for example, Intel systems can have swap sizes as large as 2
Gb). Type “man mkswap” for more information.

- /var/ (optional)- You maywishto considersplitting up your/ (root) partitiona bit
further The/vardirectoryis usedfor a greatdealof runtimestoragejncluding mail
spools(bothingoingandoutgoing),print jobs, procesdocks, etc. Having this
directorymountedunder/ (root) maybea bit dangeroudecausea large amountof
incominge-mail (for example),maysuddenlyfill up the partition. Sincebadthings
canhappen(eg. systemcrash?whenthe/ (root) partitionfills up, having /varonits
own partitionmay avoid suchproblems.I’ve hadsuccessn takingwhateser space
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I’ve allocatedo / (root), perhapsioublingit, andthencreatingseparatgartitionsfor
/ (root) andfor /var. The partitiontype shouldbe left asthe default of 83 (Linux
natwve).

- /boot/ (optional)- In somecircumstance¢ésuchasa systemsetup in a software
RAID configuration)t maybenecessaryo have a separatgartitionfrom whichto
bootthe Linux system.This partitionwould allow bootingandthenloadingof
whatever driversarerequiredto readthe otherfile systemsThesizeof this partition
canbeassmallasacoupleMb; | recommendapproximatelyl0 Mb (which should
give you plentyof roomto storethekernel,initial RAMdisk image,andperhaps
backupkernelor two). The partitiontype shouldbe left asthe default of 83 (Linux
native).

- /archive/ (optional)- If you have ary extraspacdying around perhaps/ouwould
benefitfrom a partitionfor a directorycalled,for example,/archive. You canthen
usethe/archve directoryto storebackupmaterial,large or infrequentlyaccessed
files,sambdile servicespr whatever elseyou canfind ausefor it. Thepartitiontype
canbeleft asthedefault of 83 (Linux native), or if youwantto accesst from both
Linux aswell asfrom anotheroperatingsystemyou couldchangat to a different
ID, suchas6 (DOS 16-bit>=32M).

As extradrive(s)areaddedfurther partitionscanbe addedo the new drives,mounted
atvariousmount-pointsasrequired- this meansa Linux systemnever need€o worry
aboutrunningout of space As anexample,if in thefutureit is clearthatsda6is
startingto getfilled up, we couldaddanotherdrive, seta nicely sizedpartitionwith a
mount-pointat/usr/local- andthentransferall theinformationfrom /usr/localoverto
thenew drive. But no systemor applicationcomponentvould “break” because.inux
would see/usr/localno matterwhereit waslocated.

To give you anexampleof how onemight setup partitions,l have usedthefollowing
partitioningschemeon anintel system(dual boot, Windows 95 andLinux):

Device Boot Begin Start End Blocks Id System
/dev/hdal * 1 1 254 1024096+ 6 DOS 16-
bit >=32M
/dev/hda2 255 255 782 2128896 5 Extended
/dev/hda5 255 255 331 310432+ 83 Linux native
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/dev/hda6 332 332 636 1229728+ 83 Linux native
/dev/hda? 637 637 749 455584+ 83 Linux native
/dev/hda8 750 750 782 133024+ 82 Linux swap

Thefirst partition,/dev/hdal, is aDOS-formattedile systemusedto storethe
alternatve operatingsystem(Windows 95). This givesme 1 Gb of spacefor that
operatingsystem.

Thesecondpartition,/dev/hda2 is a physicalpartition (called“extended”)that
encompassédberemainingspaceon thedrive. It is usedonly to encapsulatéhe
remaininglogical partitions(therecanonly be 4 physicalpartitionson a disk; in my
casel requiredmorethan4 partitions,thereforel hadto usealogical partitioning
schemdor the others).

Thethird throughfifth partitions,/dev/hdaj /dev/hdag and/dev/hda7, areall
e2fs-formattedile systemsusedfor the/ (root),/usr, andthe/homepartitions,
respectrely.

Finally, the sixth partition,/dev/hda8 is usedfor the swap partition.

For yet anotherexample,this time an Alpha box with two harddrives(soleboot, Linux
only), | have choserthefollowing partitioningscheme:

Device Boot Begin Start End Blocks Id System
/dev/sdal 1 1 1 2046 4 DOS 16-
bit <32M
/dev/sda2 2 2 168 346859 83 Linux native
/dev/sda3 169 169 231 130851 82 Linux swap
/dev/sda4d 232 232 1009 1615906 5 Extended
/dev/sda5 232 232 398 346828 83 Linux native
/dev/sda6 399 399 1009 1269016 83 Linux native
/dev/sdbl 1 1 509 2114355 83 Linux native
/dev/sdb2 510 510 1019 2118540 83 Linux na-
tive

Thefirst partition,/dev/sdal is aDOS-formattedile systemusedto storethe MILO
bootloader The Alpha platformhasa slightly differentmethodof bootingthananintel
systemdoes thereforelinux storedts bootinformationin a FAT partition. This
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partitiononly needgo be aslarge asthe smallestpossiblepartitionallowed— in this
case2Mb.

Thesecondpartition,/dev/sdaZ2 is ane2fs-formattedile systemusedfor the/ (root)
partition.

Thethird partition,/dev/sda3 is usedfor the swap partition.

Thefourth partition,/dev/sda4 is an“extended’partition (seeprevious examplefor
details).

Thefifth andsixth partitions,/dev/sda5 and/dev/sdag aree2fs-formattedile systems
usedfor the/homeand/usr partitions,respectrely.

The seventhpartition,/dev/sdbl is ane2fs-formattedile systemusedfor the/archve
partition.

Theeighthandfinal partition,/dev/sdb2 is ane2fs-formattedile systemusedfor the
/archive2 partition.

After you finish settingup your partitioninformation,you’ll needto write the new
partitionto disk. After this, the RedHat installationprogramreloadsthe partitiontable
into memory soyou cancontinueon to the next stepof theinstallationprocess.

4.4. Setting up Swap Space

28

Onceyou've setup your partitioninformation,andhave assignedmount points” (ie.
/usris themountpointfor the/usrfile system)theinstallationprogramwill askyou
which partition(s)it shouldusedfor swapspace.Sinceyour swap partitionsshould
alreadybeidentifiedassuch(partitionID # 82), you canpress<Enter> to begin
formattingthosepartition(s)for swapusagel recommendou enablethe“Check for
bad blocks during format ” toensurehepartitionis freeof potentiallydamaging
problems.It doesslow down the formattingprocesssubstantiallybut | believeit is
worth thetradeof.
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4.5. Choosing Partitions to Format

Now, theinstallationprogramwill displayallist of the partitionsyou have assignedo
Linux, andaskyouto selectwhich, if any, of thesepartitionsyouwantto formatasnew
file systemsLikely, youwill wantto formatall of them,exceptif you areupgrading
your systemor perhapsave someinformation(eg. on/home)thatyou don’t wantto
lose.

Again, | recommengou enablethe“Check for bad blocks during format
option.

4.6. Choosing Desired Packages to Install

Next, you'll be presentedvith alist of systemcomponentandaslkedto specifywhich
onesshouldbeinstalled.If youareanexperienced.inux user you canpick andchoose
accordingto your needslf youarenew to Linux, you'll likely wantto selectthe
bottomoption,“Everything”.

Whatl usuallydois selectthecomponents$ know I' Il need,andthenenablethe
“Select individual packages " option,which allows meto controlthe
installationin finer detail.

Onceyou have chosernyour desiredcomponentsselectOk” to begin installation. If
you have enabledhe“Select individual packages ", you'll beaskedthe specify
which individual packageshouldbeinstalled. This s fairly straightforvard,andif you
areunsureof whata givenpackages for, you canpressthe <rF1> key for abrief
descriptionof whatit does.

Don’t worry if you make a mistake choosing(or notchoosing)a packageor two. After
all, all thepackagesreonyour CD-ROM (or othersourcemedia),soyou canusethe
handyRedHat RPMtool to make adjustmentsfteryour systemis up andrunning(see
Section10.1for details).

After you have choserthe packageyou wishto install, theinstallationprogramwill
now formatthe partitionsyou have defined.This maytake severalminutesespecially
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for larger partitionsor if you've enabledbadblock checkingsopleasedon't think your
systemhasfrozenduringthis procedure!

After theformatcompletesRedHatLinux will begin installationof the selected
packagesThis shouldtake betweerfive andfifteenminutesto complete dependingon
the speedf your system.

4.7. Hardware Configuration
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After packagenstallation,RedHatwill begin configuringthe deviceson your system.
In mostcasesexceptwith very new hardwarethatmaynot befully supportedy
Linux, theinstallationprogramdoesa goodjob of automaticconfiguration.

Thepromptsyouwill seearevery straightforvard:

- Detectionof your mouse(includingchoosingbetweer2- and3-button models.If
you have a 2-buttonmouseyou’ll likely wantto enable3-buttonemulation.)

- Detectionof yourvideocard

« Choosingyour monitor

« Runningof “XConfigurator " to configurethe X Window System(you’ll wantto
“Probe”your card.If yougetanerrorhere,don’t worry asyou cantake careof X
configurationlater, afteryour systemis up andrunning;seeChapters for details.)

- Selectionof vidleomodegyou canchoosehedefaults,or you canfine- tunethe
videomodesyou’ll wantto useunderthe X Window System)

- LAN configuration

« Clockandtimezoneconfiguration

. Startupservicegqthedefault selections probablybest,but again,you canpress<Fi>
for adescriptionof whata givenservicedoes)

- Printerconfiguration

- Assignmenbf root passverd (choosesomethingsecure!)

- Creationof abootdisk[ don't belazy! Make one!:-) ]
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4.8. Booting with LILO

4.8.1.

Next, theinstallationprogramneedgo write a bootloaderto your harddrive. Theboot
loader(LILO onIntel systems)s responsibldor bootingLinux alongwith any other
operatingsystemsf you have setup your systemfor multi-boot(seeSection4.8.1for
detailson this).

The“Lilo Installation " dialogboxwill askyouto choosenvherethebootloader
imageshouldbewrittento. You'll likely wantto installit onthe mastemootrecordof
your first drive (usually/dev/hdafor IDE, /dev/sdafor SCSI).

Onceyou have selectedhelocationfor writing the bootloader a seconddialogbox
will appearallowing you to enterextra boot-timeconfigurationparametersUsually
you don't needto enterarything here,but if you have morethan64 Mb of RAM you'll
needto entera specialparametem orderto have Linux make useof the extra RAM
(otherwisejt will only usethefirst 64 Mb). For example,if your systemhas128Mb of
RAM, you shouldenter:

append="mem=128M"

If your systemhasSCSldrives,or youwishto installLILO on a partitionwith more
than1023cylinders,it maybenecessaryo enabletheoptionto “Use linear  mode”.
If it is not, enablingthis optionshouldnt hurt anything, soit is probablya goodideato
doso.

Multi-boot with Other Operating Systems

Finally, if you've setup your systemto multi-bootLinux with otheroperating
system(s)you’ll be presentedavith athird dialogbox which lists the available
partitions.Here,you canassignnamedo your otheroperatingsystemgwhich you
enteratthe“LILO” promptatboottime to bootyour desiredoperatingsystem.The
installationprogramdoesassigndefault namego eachbootablepartition,soit isn’'t
necessaryo changeghemunlessyou don't like thedefaults.

Thedefault operatingsystemthatwill bootuponsystemstartup will, of coursepe
Linux. However, if youwish, you canchangehedefaultto any of the otheroperating
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systemsyou have defined.

After installingthe bootloaderon your harddrive, the installationprogramshould
hopefully presentyou with a“Congratulations’dialogbox, indicatingthatLinux has
beensuccessfullynstalled.Remore theinstallationfloppy diskette(if any), andpress
<Ent er > to rebootyour system...intd.inux!

Linux will boot,andif all goeswell you shouldseea“login” prompt.Fromhere,you
shouldbe ableto log in as“root” usingwhatever passvord you have assignealuring
theinstallationprocess.

4.9. Downloading and Installing Red Hat
Updates
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RedHat hasproducedsomeprettyimpressve versionsof their distribution sofar, but
seemdo have a history of releasinghemwhenthey arenot quite “readyfor prime
time”. Thereforein orderto take full advantageof your Linux system|jt is necessaryo
downloadandapply updatedobackagesThesepackagesalsocalled“rpm files” are
appliedusingthe RPM utility (for detailsonthis utility, seeSection10.1).

Thiswill proveto beoneof themoretime-consumingpartsof gettingyour Linux
systemready(unlessyou have a stellarlyfastinternetconnection) However, take the
time to dothis! Youwill likely sare yourselfalot of grief!

First, downloadall files from:

ftp://ftp.redhat.com/redhat/updates/6.1/i386/

(Theabove assumegou areusingLinux on anintel box).

You shouldprobablydownloadeverythinginto a singledirectory andthenyou can
simplytype:“rpm -Uvh *” whichwill upgradeall the packageslf you've
downloadedary kernelrpmfiles, you shouldprobablymove themto anotherdirectory
for now. Upgradingor customizingyour kernelis a bit morecomplicatecandneedgo
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be donewith greatcare(seeSection10.4for detailson this). Thereforebeforeyou
applytheupgradesyou maywish to considemoving all thekernel-*.rpmfiles out of
your temporaryupgradedirectory

To applytheupgradesyou cansimply run“rpm” againstall the packagestonce(ie.
“rom -Uvh *”), orif you prefer you canupgradehemoneatatime (ie. “rpm -Uvh
file_to_upgrade.rpm "). Thelattermethodis for usanaltypeswhowishto ensure
thateachupdateis appliedcorrectlywithouterror. :-)

Perhapyou arecuriousto seeif agivenpackages installedbeforeyou attemptto
upgradet. Or perhaps/ouwishto find outwhatversionof a givenpackages
installed.All this canbe donewith the RPM utility; seeSection10.1for details.
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System

The X Window Systemaka“X” (commonlyandincorrectlyknown by mary as
“X-Windows”) is a GUI which sitsontop of Linux. Unlike Microsoft Windows, the X
Window Systemcanlook andoperatdn alargevarietyof differentways. It canoperate
very primitively or very advanced)ook beautifulor ugly, be sleekandfastor bloated
andslow (eachof which aresubjectie qualitieswhich causeasmary arguments
amongusersasthe“Linux vs. Microsoft NT” debateseemso).

GettingX working properlycanrangefrom simpleto hair-pulling complicated!lt is a
commoncomplaintamonguserswho arenew to Linux, andl’ ve foughtwith
configurationsettingscountlesgimesmyself,solI’'m completelyempathicaboutthis.
Fortunately suchconfigurations becomingeasierandmoreautomatedn the newver
distributionsof Linux. In fact,if youareusingRedHat 6.1 you will probablynothave
to worry aboutthisissue.

Althoughin amajority of casesX canbe configuredautomaticallythereare
exceptions;) would recommend/ou know or find outthetypeof videocardand
amountof videoRAM your systemhasinstalled,aswell asthetype of monitorandits
horizontalandvertical synchrates(this informationis usuallyavailablein the back
pagesf the monitor's usersguide,or canbefoundonthe WWW).

5.1. Getting the X Window System Working
with X-Configurator

Therearetwo main methodsf gettingX working underRedHat’s distribution of
Linux. Thefirstandeasiestmethod,s to useRedHat’s own “Xconfigurator " utility.
Theutility triesto detectyour hardwareandinstallstheapplicableX softwarewith the
appropriateconfigurationsettings.

If you arestill unsuccessfudftertrying out varioussettingswith Xconfiguratoryou
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may have betterluck with the“xf86config " utility. Althoughcertainlynotas
userfriendly or attractve asXconfiguratoris, it givesyou finer controloverthe
configurationprocess.

Finally, if you arestill out of luck you mayhave to resortto editingthe
“letc/X11/XF86Co nfig ” file by handandtweakingvarioussettings If thisis thecase,
you mayneedto gethelpfrom the Linux community(seeSection13.3for details).
Relax,however—in amajority of cases<configuratordoesanadequatgob!

After gettingX working properly you maybedisappointedn thelack of rich colours.
Thisis becauseX usesa default 8-bit perpixel (“bpg’) colourdepth.Youcanuse
highercolourdepthshowever, assumingyour video hardwarewill supportthem.

Thevariouscolourdepthsarelistedin your “/etc/X11/XF86Conf  ig ” file, andlook like
this:

Subsection  "Display”

Depth 24

Modes "800x600" "1024x768"

ViewPort 00

Virtual 1024 768
EndSubsection

Theabove sectionshavs the possibleresolutionsvhich areavailablewhenusingthe
24-bit colourdepth(800x600and1024x768 aslistedin the “Modes” line); these
resolutionscanbe switchedbetweerfon-the-fly” usingthe<Al t ><+> and<Al t ><- >

keys.

1 Tip: As a default, when X starts up it does so using the lowest resolution. If you
dislike this behaviour as much as | do, simply edit the “/etc/X11/XF86Conf ig ” file

and reverse the resolutions (ie. “1024x768” “800x600").

Whenyou aregettingthingssetup, you cantesteachcolourdepthmanuallyby typing,
“startx - -bpp 24" (for the24-bitdepth)andmake sureX is working properlyfor
the colourdepthyouwishto use.)
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If you areableto successfullyusea highercolourdepthandwishto useit asthe
default, youwill needto createa*/etc/X11/xinit/ xserv errc ” file asfollows:

exec X :0 -bpp 24

Theabove changewill allow X to use24 bits perpixel (if you have problemswith this,
try 16 or 32 insteadof 24).

Assumingyou have configuredX properly startingit is a simplematterof typing
“startx " asary user TheX GUI will start,andafteryou have finishedyour session
andquit X, youwill bereturnedo theregularLinux console.

Optionally, X canstartup at systemboot,andalwaysrun (seeSection5.2 for detailson
how to accomplistthis). This canbe handyfor thoseuserswho dislike seeinghe
“boring” black& white console or for thosewho wish to avoid dealingwith command
line shellsasmuchaspossible.

5.2. Using the X Desktop Manager
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If youwish,youmayusethe X DesktopManager(“xdm”) to startupthe X Window
Systemautomaticallyat systemboottime. This allows your Linux systemto always
rununderX (althoughyou canswitchfrom the GUI to theregularconsoleswith

<Ctrl >-< Al t >-< F1>, andthenbackagainto the GUI with <Al t >-< F7> asneeded).
Thisis aniceway of providing anattractve andfriendly environmentfor you andyour
usersandavoid having to type“startx " all thetime.

To enablexdm, simply editthe “/etc/inittab " file andchangetheline thatreads
“id:3:initdefault: " to thefollowing:
id:5:initdefault:

Theabove changewill switchLinux to runlevel 5 uponsystembootup; thisrunlevel,
by default, will startxdm. You mayalsowishto checkyour*/etc/inittab " file,
probablynearthe bottom,to ensurethefollowing line is present:
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x:5:respawn:/usr/bin/X11/xdm -nodaemon

If you have enabledkdm andwishto usea higher“bpp” valuethanthe default of 8
(andyourvideocardandmonitorwill supportit), youwill needto modify the
“letc/X11/xdm/Xs  erver s” file asfollows:

:0 local /usr/X11R6/bin/X -bpp 24

Theabove changewill startthexdm at 24 bits perpixel.

You mayalsowishto editthe“/etc/X11/xdm/Xs  etu p_0" file andwith a“#” character
commenuttheline thatstarts‘xbanner ” asshown:

#/usr/X11R6/bin/xbanner

Thiswill preventthe defaultxdm bannerscreerfrom displayingfor a split second
betweerkKDE sessionsAesthestics| know, but...

1 Tip: Sometimes you may find it necessary to switch back to the console (for
example, certain games run under the console but not under X). There are two
ways of doing this. To temporarily switch away from X to the console, press
<Al t ><F1>, and to switch back to X again, press <Al t ><F7>. Or, if you wish to
terminate X altogether (thus freeing up your available memory), you can type
“/sbin/telinit 3" as “root” to switch the system run-level; this tells XDM to
terminate. To switch back, type “/sbin/telinit 5”.

5.3. Improving Font Appearance Under X

Quitefrankly, X hasnever beenknown for having particularlyattractve fonts. In fact,
mary peopleresignthemselesto the notionthathaving ugly, nastyfontsis an
unfortunatefactof life underX.

Fortunatelyit is possibleto dramaticallyimprove thelook of, andincreaséhe number
of fontsyou canuse,underX. In fact,if you own acopy of Windows, you caneven
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copy overthe TrueTypefontsfrom thatplatformandusethemunderX aswell! Such
font supportis accomplishedby usinga font sener suchas“xfstt” or “xfs”.

RedHat 6.1 now includessupportfor “xfs” built in, andasa resultprovidesattractve
font supportright out of thebox. Thereforejf you're usingthis versionof Linux, you
may be satisfiedwith theway thingsare. However, therearea coupleof thingsyou can
doto improvethingsstill further, aswell asmake useof your TrueTypefontsif you
have themavailable.

To enableTrueTypefont support,createa directory(eg.

“Jusr/local/shar e/ ttf onts ”) andcopy ary or all of thefont files from your
Windows system(wherethey canbefoundin the“c:\windows\font ~ s” directory)into
thenew directory

1 Tip: If you do not have any TrueType fonts available to you, you can download
them directly from Microsoft at

http://www.microsoft.com/typography/fontpack/default.htm.

To make useof thefonts, from within your new “ttfonts” directory typethe following
(asroot):

ttmkfdir -0 fonts.scale
mkfontdir

Next, editthe“/etc/X11/fs/con fi g” file, addaddyournew font directoryto thelist
of existing directories.Also, changehe default-point-size from 120to 140,
whichwill giveyou larger, morereadablgonts.

Finally, exit X (if you haven't donesoalready)andrestartyour xfs sener asfollows:

letc/rc.d/init.d/xfs restart

Finally, restartX andenjoy your gloriousnew fonts!

For moredetailedinformationon improving font supportunderX, thereis avery
excellentresourcecalledthe “ XFree86Font DeuglificationMini HOW-TO” at
http://www.frii.com/~meldroc/Bnt-Deuglification.hml.
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5.4. Choosing a Window Manager for X

Now, you shoulddecideon awindow managerThe X Window Systemis simply the
ervironmentwhich allows graphicgto bedisplayedon your systems hardware;the
window manageis responsibldor how X looksandhow it interactswith you andyour
applications.

The RedHatdistribution of Linux containsseveralwindow managersincluding fvwm,
olvm, twm, AfterStep,andothers.Thedefault onethatyou will probablyseewhen
startingup X for thefirst time is fvwm95, aWin95-like ervironment.

Personallyl find the usualofferingsdiffer from my own tastesandl recommendising
eitherGNOME or KDE (or both!), whoseinstallationarecoveredin the next two
sections.

5.5. GNOME Installation and Configuration

The GNU Network ObjectModel Environment(GNOME) is awindowing ernvironment
thatenhancegour X window ervironment.lt is full-featured,includingalarge
selectionof applicationsyou mayfind useful. However, atthetime of this writing,
GNOME still hasafew minor bugs,meaningyou may have to putup with errant
behaiour attimes.However, it is fairly stableanddefinitelyusable!

If you'reusingRedHat6.1,thelatestversionof GNOME (atleastthelatestatthetime
of thiswriting!) is includedwith thedistribution. Otherwise you will needto
downloadthelatestRPM distribution of the packageAt thetime of thiswriting, the
RPM files for RedHat 6.0i386 systemsanbefoundat
ftp://ftp.gnome.og/pub/GNOME/RHAD/redhat-6.0/i38%6r from amirror site).

L Note: If you're using Red Hat 6.0, you should be aware that it was shipped with a

fairly buggy version of GNOME. You should download the latest RPM’s from the
FTP site as described above.
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After you have all the necessarfiles, the GNOME packagecanbeinstalledwith a
simplecommandtypedas“root”:

rom -Uvh gtk*.rpm  *.rpm

(Theabore commandensureshe GTK librariesareinstalledfirst, to avoid dependeng
errorsfrom occurring).

Contraryto popularbelief, GNOME is actuallynot a Window managerbut insteadsits
ontop of your favorite one,providing addedfunctionalityto it. Thereforepnceyou
have installedGNOME, you shoulddecidewhich window managelouwishto use,
andcreatea“ xinitrc " file in your directorywhich loadsthe appropriatevindow
manageandstartsGNOME. Thefile shouldlook somethindik e this:

afterstep &
exec gnome-session

Theabovefile will load AfterStepfor thewindow managerandthenrun GNOME on
top of it.

More informationon the GNU Network ObjectModel Environmentcanbefoundon
the GNOME web pageat http://www.gnome.og/. Don't forgetto checkoutthe screen
shots |ocatedat http://www.gnome.og/screenshots/.

5.6. KDE Installation and Configuration
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TheK DesktopPackaggKDE) is anothempopularwindow managethatis somavhat
morematurethanGNOME is at thetime of thiswriting. However, it seemso requirea
bit morememoryresourceshanGNOME does sotake into consideratiortheamount
of RAM you have availableonyour system(if you have anything lessthan64 Mb of
RAM and128Mb of swap,you might be betteroff usingGNOME).

Thefirst stepfor installingKDE is to downloadthe latestRPM distribution of the
packageTo do so,locatean FTP mirror at http://www.kde.og/mirrors.html.Try to
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choosea mirror thatis closeto your geographidocation,but make surewhicheverone
you choosds updatedften(which canbe determinedy looking atthelist of mirrors).

Whenyou have founda suitablemirror, downloadall the RPM files which are
applicableto your versionof RedHat andyour platform. For example,if you areusing
RedHat5.2 (or above) on anlintel platform,youwill likely wantto downloadthe
packagdrom the

“/pub/mirrors/kd e/ sta bl e/ lat est/d is tr ibu ti on/ rp m/RedHat- 5.2 /i 386/”
directoryonthe FTP mirror.

After you have all the necessarfiles, the KDE packagecanbeinstalledwith the
following simplecommandstypedas“root” (make sureyou arein thedirectorywhere
all your KDE rpmfiles are):

rom -Uvh qgt*.rpm
install-kde-1.1-base

Theabore commandswwill install the Qt librariesfirst, andtheninstall the KDE base
packageOncethisis done,you shouldlog off andlog backin (or if you are“su”ed as
root, justexit and“su” again)sothatyour pathervironmentis setappropriatelythen

type:

install-kde-1.1-apps

Theabore commandwill installthe applicationgprograms.

This installationproceduras discussedn moredetailin thefile
“readme-redhat-r  pms.t xt " thatshouldhave beenincludedwith the KDE files you
downloaded.

If all goeswell, andKDE hasbeeninstalledwithout ary errormessagesjou may; if
you wish, configureKDE to bethe default window managefor ary of your userg(the
onethey will seeimmediatelyaftertyping “startx "), by typing thefollowing, again
as‘root”:

/opt/kde/bin/usekde userid

(Make sureyou replaceuseridwith anactualuserid!)
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More informationonthe K DesktopEnvironmentcanbe foundonthe KDE webpage
at http://www.kde.og/. Don’t forgetto checkoutthe screershots locatedat
http://www.kde.og/kde2shots.html.
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6.1. Root Account

The“root” accounis themostprivilegedaccounton a Unix system.Thisaccounigives
you theability to carryoutall facetsof systemadministrationjncludingadding
accountschanginguserpassverds,examininglog files, installing software, etc.

Whenusingthis accountt is crucialto beascarefulaspossible.The“root” account
hasno securityrestrictionamposeduponit. This meanst is easyto perform
administratve dutieswithout hassle However, the systemassumegou know whatyou
aredoing,andwill do exactly whatyourequest-no questionsasked. Thereforeit is
easywith amistypedcommandio wipe out crucialsystentiles.

Whenyou aresignedin as,or actingas“root”, theshellpromptdisplays# asthelast
characte(if you areusingbash).Thisis to sene asawarningto you of theabsolute
power of thisaccount.

Therule of thumbis, never signin as“root” unlessabsolutelynecessarywhile “root”,
type commandsarefullyanddouble-checkhembeforepressingeturn. Sign off from
the“root” accountassoonasyou have accomplishedhe taskyou signedon for.
Finally, (aswith any accountout especiallyymportantwith this one),keepthe passverd
secure!

6.2. Creating User Accounts

.(WARNINGZ SLACKWARE-CENTRIC. NEEDS UPDATE FOR RED HAT)
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This sectionassumegou areusingthe Shadev passverd suiteon your Linux system.
If you arenot, youshouldconsiderdoingso,asit helpsto tightenup security
somavhat. The Shadaev suiteis fairly easyto installandwill automaticallycorvert
your non-shadw passverd file formatoverto the new shadev format.

Therearetwo stepsto creatinga new useraccount.Thefirstis to actuallycreatethe
accounttself, the seconds to provide analiasto their e-mailaddresgat my placeof
employment,we follow the corventionof “Firsthame.Lastname@adomain.name”.)

To createtheaccountdecideon the usernameyou aregoingto assignto theuser The
usernames at most8 charactersong, andwherever possibleyou shouldchooseheir
lastname or lasthnameandfirst initial if auseraccountalreadyexists(theadduser
scriptwill detectandpreventyou from addingduplicateaccountnames).

Youwill thenbe promptedo enterotherinformation:full nameof user usergroup
(usuallythedefault value),a userid # (automaticallyassigned)homedirectory
(automaticallyassigned)a usershell,somepassverd expirationvalues andfinally the
desiredpassverd (which won’t echoto the screenyou shouldhave the userchoosea
passverd betweerb to 8 charactersn lengthfor securityreasons).

Pleasenotethateverythingshouldbe enteredn lowercasegxceptfor thefull nameof
theuserwhich canbeenteredn a“pleasingformat” (eg. JoeSmith) andthe passverd.
Caseis sensitve, soinform your user(s)they mustuseidenticalcasewhenentering
theirusernamendpassverd.

Hereis a samplesessiorwherewe will adda usernamedloeSmith:

mail:~# / sbi n/ adduser

User to add (*C to quit): smth

That name is in use, choose another.
User to add (*C to quit): smi t hj

Editing  information for new user [smithj]
Full Name: Joe Snith
GID [100]:

Checking for an available UID after 500
First unused uid is 859

UID [859]:

Home Directory [/home/smithj]:
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Shell  [/bin/bash]:

Min. Password Change Days [O]:

Max. Password Change Days [30]: 90

Password Warning Days [15]:

Days after Password Expiry for Account Locking [10]: O
Password [smithj]:</ FL1539

Retype Password:i</ Fl 1539

Sorry, they do not match.

Password:</ > FL1539

Retype Password:</ FL1539

Information for new user [smithj]:
Name: Joe Smith

Home directory: /home/smithj

Shell:  /bin/bash

Password: <hidden>

Uid: 859 Gid: 100
Min pass: O maX pass: 99999
Warn pass: 7 Lock account: O
public  home Directory: no

Type 'y if this is correct, g to cancel and quit the program,
or the letter of the item you wish to change: Y

Thenext stepis to createthe aliasfor the persons e-mailaccount.This givespeople
the choiceof usingtheiraccountamefor their e-mailaddressor their full name
(First.Lastcombination}o make it “easier’for the outsideworld to guesgheir e-mail
addressvhentrying to contactthemfor thefirst time.

To addthee-mailalias,editthe* /etc/aliases " file asfollows:
mail# pico -w /etc/aliases

Add thenew aliasatthebottomof thefile. Theformatfor analiasis:
First.Lastname:username

You shouldaskthe userwhatpreferencehey have for this (eg. Joseph.Smitlor
Joe.Smith)For our new JoeSmithuser the entrywould be asfollows:
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Joe.Smith:smith

Whenfinishedaddingthealias,press<Ct r | >-< X> andsave thefile. Then,type
“newaliases " to updatethealiasedatabase.

At this pointthe useraccounthasbeencreatedandis readyfor use.lt is agoodideato
remindthe userthathis usernameandpassvord mustbe enteredn lowercase
charactersandwhattheir e-mailaddressvould be (eg.

“Joe Smith@mail.mydomain.nar)e

6.3. Changing User Passwords

To changea passverd on behalfof a user first signon or “su” to the“root” account.
Thentype,“passwd user ” (whereuseris theusernamédor the passvord you are
changing).Thesystemwill promptyouto entera passverd. Passvordsdo notechoto
thescreenwhenyou enterthem.

You canalsochangeyour own passverd, by typing “passwd ” (without specifyinga
username)Youwill be promptedto enteryour old passverd for verification,andthen
anew passvord.

6.4. Disabling User Accounts
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To disablea useraccountedit, asroot, the“/etc/shadow ” file (assumingyou’re using
shadov passverds;if not, editthe“/etc/passwd " file instead)andreplacethe
passverd (whichis storedin its encryptedorm) with a“*” asteriskcharacterAll Unix
passverds,regardlesf length(up to amaximumof 8 characters)arestoredin the
passverdfile asencryptedstringsof 13 charactersTherefore py replacingthe
passveord with asingle®*” characterit is impossiblefor the userto signin.

o=

Note: This method will require you to assign a new password to the user if you
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re-enable the account, since the encrypted password field will have been
replaced. One solution to this which seems to be popular among system
administrators is to simply prefix the “*” asterisk character in front of the encrypted
password to disable the account, and simply removing the asterisk to enable it.

For moreinformationonthe“/etc/passwd 7 and“/etc/shadow ” files, seeSection6.6
below.

6.5. Removing User Accounts

Onoccasionyou maywishto remove ausers acces$rom your sener altogether

If youarea RedHat user the easiestvay to remove anunneedediseraccountis with
the“userdel ” commandwhich mustbetypedas“root”. An examplefollows:

/usr/sbin/userdel baduser

Theabore commandwill remove the entrymatchingthe usernameébaduserfrom the
“letc/passwd ", file, and,if you're usingthe Shadav passwerd format(which you
shouldbe; seeSection6.6 for details),the“/etc/shadow .

Note: The “/etc/group " is not modified, to avoid removing a group that other
user(s) may also belong to. This isn’t much of a big deal, but if this bothers use,
you can edit the group file and remove the entry manually.

Shouldyou wish to remove theusers homedirectoryaswell, addthe“-r ” optionto
the“userdel’commandFor example:

/usr/sbin/userdel -r baduser

| recommenaot removing anaccountright away, but first simply disableit, especially
if youareworkingwith a corporatesenerwith lots of users After all, theformeruser
may onedayrequirethe useof his or heraccountagain,or mayrequestfile or two
whichwasstoredin their homedirectory Or perhapsa new user(suchasanemployee

a7
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replacementjnayrequireaccesso the formerusersfiles. In ary event,make sureyou
have backupsof theformerusers homedirectory “just-in-case”.SeeSection6.4 for
detailson disablinganaccountandChapter8 for detailson how to performbackups.

6.6. Linux Password & Shadow File Formats

TraditionalUnix systemskeepuseraccountinformation,includingone-way encrypted
passverds,in atext file called“/etc/passwd ”. As thisfile is usedby mary tools(such
as“ls”) to displayfile ownershipsgetc. by matchinguserid #’s with the users names,
thefile needgo beworld-readableConsequentallythis canbe somavhatof a security
risk.

Anothermethodof storingaccountinformation,onethatl alwaysuse,is with the
shadev passverd format. As with thetraditionalmethod this methodstoresaccount
informationin the/etc/passwdile in acompatibleformat. However, the passverd is
storedasasingle“x” charactefie. notactuallystoredin thisfile). A secondile, called
“letc/shadow ", containsencryptedbassverd aswell asotherinformationsuchas
accountor passverd expirationvalues etc. The/etc/shadw file is readableonly by the
rootaccouniandis therefordessof a securityrisk.

While someotherLinux distributionsforcesyouto install the Shadev Passvord Suite
in orderto usethe shadev format, RedHat makesit simple. To switchbetweerthetwo
formats,type (asroot):

/usr/sbin/pwconv To convert to the shadow format
/usr/sbin/pwunconv To convert back to the traditional format

With shadev passverds,the“/etc/passwd " file containsaccountnformation,and
lookslike this:

smithj:x:561:561:Joe Smith:/home/smithj:/bin/bash

Eachfield in apasswdentryis separatedavith “:” coloncharactersandareasfollows:

48



Chapter6. Generl SystemAdministiation Issues

- Usernameypto 8 charactersCase-sensite, usuallyall lowercase

« An “xX” in thepassverdfield. Passvordsarestoredin the“/etc/shadow " file.

- Numericuserid. Thisis assignedy the“adduser ” script. Unix useshisfield, plus
thefollowing groupfield, to identify which files belongto theuser

« Numericgroupid. RedHatusesgroupid’sin afairly uniqguemannerfor enhanced
file security Usuallythegroupid will matchtheuserid.

« Full nameof user I'm notsurewhatthe maximumlengthfor thisfield is, but try to
keepit reasonabléunder30 characters).

- Usershomedirectory Usually/home/usernamgeg. /home/smithj) All users
personafiles, webpagesmail forwarding,etc. will bestoredhere.

- Users“shell account”.Oftensetto “/bin/bash " to provide accesgo the bashshell
(my personafavorite shell).

Perhapyoudo notwishto provide shellaccountdor your users.You couldcreatea
scriptfile called“/bin/sorrysh 7, for example,thatwould displaysomekind of error
messagandlog theuseroff, andthensetthis scriptastheir default shell.

L Note: If the account needs to provide “FTP” transfers to update web pages, etc.

then the shell account will need to be set to “/bin/bash " — and then special
permissions will need to be set up in the user’'s home directory to prevent shell
logins. See Section 7.1 for details on this.

The*“/etc/shadow ” file containgpassverd andaccountexpirationinformationfor
usersandlookslik e this:

smithj:Ep6mckrOLChF.:10063:0:99999 Y

As with the passwdile, eachfield in theshadav file is alsoseparatedvith “:” colon
charactersandareasfollows:

- Usernameypto 8 charactersCase-sensite, usuallyall lowercaseA directmatch
to theusernamen the/etc/passwiile.

- Passwvord, 13 characteencrypted A blankentry(eg. ::) indicatesa passverdis not
requiredto log in (usuallyabadidea),anda“*” entry(eg. :*:) indicatesheaccount
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hasbeendisabled.

- Thenumberof days(sinceJanuaryl, 1970)sincethe passverd waslastchanged.

- Thenumberof daysbeforepassverd maybechangedO indicatest maybechanged
atary time)

- Thenumberof daysafterwhich passverd mustbe changed99999indicatesuser
cankeephis or herpassvord unchangedor mary, mary years)

- Thenumberof daysto warnuserof anexpiring passverd (7 for a full week)

- Thenumberof daysafterpassverd expiresthataccounts disabled

- Thenumberof dayssinceJanuaryl, 1970thatanaccounthasbeendisabled

A resenedfield for possiblefutureuse

6.7. System Shutdo wn and Restart
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To shutdown the systemfrom a terminalsessionsignin or “su” to the“root” account.
Thentype*/sbin/shutdown -r  now”. It maytake severalmomentdor all
processeo beterminatedandthenLinux will shutdown. Thecomputemwill reboot
itself. If you arein front of the console afasteralternatve to thisis to press

<Ctrl >-< Al t >-< Del >to shutdown. Pleasée patientasit maytake a coupleof
minutesfor Linux to terminate.

You canalsoshutdown the systemto a halt (ie. it will shutdown andnotrebootthe
system).The systemwill beunavailableuntil power-cycledor rebootedwith

<Ctrl >-< Al t >-< Del >. This canbe usefulif you needto power down the systemand
move it to a differentlocation,for example.To do this, type*“/sbin/shutdown -h
now” whensignedinto or “su”edto the“root” account.Linux will shutitself down then
displaya message ,Systemhalted”. At this point you canpower down the computer

It is probablya goodideato only shutdown the systemwhenyou areattheconsole.
Althoughyou canshutit down remotelyvia a shellsessionif anythinggoeswrongand
the systemdoesnot restartproperly the systemwill be unavailableuntil actionis taken
atthe systemunit. (I haven't experiencedary problemsdoingthis myself,however).

Uponsystembootup,Linux will startautomaticallyandloadall necessargervices
including networking supportandinternetservices.
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1 Tip: If you wish to provide some kind of warning to any online users (online
meaning logged in to shell accounts), you can substitute a time value instead of
the “now” keyword. You can also customize the shutdown warning message. For
example, “/shin/shutdown -r +5 Hardware upgrade " would inform users that
the system was about to shutdown for the given reason. They are then given
periodic warnings that they should close files and log off before the big moment

arrives.
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For bothpersonaliseaswell asatwork, | wasableto startwith a standardnstallation
of theRedHat Linux distribution andprovide services'out-of-the-box”with little or
no changego default configurationsettings.

However, therewerea numberof smallchangesandextra serviceghatwerenecessary
to provide all the Internet file & print servicesandotherserviceghatarein useat my
placeof employment. Thelocal administratoshouldbe awareof thefollowing:

« The"/etcirc.dirc.loc al ” file is executeduponsystemstart-upandcontainsarny
extraservicesyou have addedto your sener thatshouldbe executeduponbootup.

- Look in /etcfor ary site-specifichangeshatmayberequired. Thesemayinclude:

« “letclinetd.conf " (you shouldensureunnecessargervicesveredisabledsuch
asfinger, echo,chagen;aswell asaddor changeary servicesyou mayneed)

« “letc/exports 7 (containsalist of hostsallowedto mountNFSvolumes;see
Section7.6for details)

- “Jetc/organization ", “letc/nntpserver ", “/etc/NNTP_INEW S_DOMIN” (setas
appropriate)

« “Jetcllilo.conf " (containgnformationfor theLILO bootloader—theprocess

whichloadsthe Linux kerneluponbootup;seeSection4.8for details)

- “letc/sudoers 7 (alist of userswho shouldbe givenspecialprivileges,alongwith
thecommandghey areallowedto execute)

« “letc/named.boot " (for DNS use;seeSection7.2for details)

« Anythingin “/usrlocall " (andsubdirectoriesg@ireextra package®r modifications
to existing onesthatyou have installedhere,if you have installedfrom thingslike
tarballsinsteadof usingRPM. (Or atleast,you shouldhave installedthemhere.)
Theséfiles, particularlyin /usr/local/src/shouldbe keptup-to-date SeeChapterl0
for details.
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7.1. Web Server and HTTP Caching Proxy
Administration

.(WARNING: DISREGARD THIS SECTION!)

1. CreateanInternetuseraspernormal. The“shell” accountshouldbe®/bin/bash  ”
(asFTPrequiresavalid shell).

2.“cd /home ; chown root.root theuser " This makes“theuser”sdirectory
belongto root, for securityreasons.

3."“cd /home/theuser ; mkdir www; chown theuser.theuser " This
creategheir “www” directory andsetsownershipsothey canread/writeto it.

4.%echo "exit" > .profile 7 Thiscreatea“.profle " file with thesingleline
“exit " init. If theusertriesto log in via telnet,they will getdisconnected
immediately

5.Doan“ls -l ” andmake surethereareonly 2 filesin thedirectory(notincluding
H..H and“."):

- .profile (ownedby root.root)
- www (ownedby theusetheuser)

All otherfilescanbedeletedeg. “rm .less ; rm .lessrc ")

6. If theuserneedgo have e-mailforwardingenabledyou could createa .forwardfile
which simply hasthe propere-mailasthefirst andonly line in thefile.

That'sit. TheusercanuseFTPto updatethe pages.

7.2. Domain Name Server (DNS) Configuration
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and Administration

At my placeof employment,we areusingLinux asa DNS sener. It performs
exceptionallywell. Thissectionwill addressonfigurationof DNS tablesfor these
servicesusingthe BIND 8.x packagavhich comesstandardvith the RedHat
distribution.

o=

Note: Red Hat versions 5.1 and earlier used the BIND 4.x package, which used a
slightly different format for its configuration file. BIND 8.x offers more functionality
over that offered by BIND 4.x, and as 4.x is no longer being developed, you should
probably consider upgrading your BIND package to the latest version. Simply
install the BIND RPM package (see Section 10.1 for details on using the RPM
utility), then convert your configuration file to the new format.

Fortunately corvertingyour existing BIND 4.x configuratiorfile to be compliant
with BIND 8.xis easy!In thedocumentatiomirectoryprovidedaspartof BIND
(for example,*/usr/doc/bind-8. 1.2 /" for BIND version8.1.2),thereexistsa
file called”named-bootconf.p 1", whichis anexecutablePerlprogram.Assuming
you have Perlinstalledon your systemyou canusethis programto corvertyour
configuratiorfile. To do so,typethefollowing commandgasroot):

cd /usr/doc/bind-8.1.2
. I nanmed- boot conf. pl < /etc/naned. boot > /etc/named. conf
mv /et c/ naned. boot /etc/naned. boot - obsol et e

You shouldnow have an*/etc/named.conf " file which shouldwork with BIND
8.x “out-of-the-box”. Your existing DNS tableswill work as-iswith the new
versionof BIND, astheformatof thetablesremainshe same.

Configurationof DNS servicesunderLinux involvesthefollowing steps:
1. To enableDNS servicesthe* /etc/host.conf " file shouldlook lik e this:

# Lookup names via /etc/hosts first, then by DNS query
order hosts, bind
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# We don't have machines with multiple addresses

multi  on

# Check for IP address spoofing

nospoof on

# Warn us if someone attempts to spoof
alert on

Theextraspoofdetectionaddsa bit of a performancehit to DNS lookups
(althoughnggligible), soif you're nottoo worriedaboutthis you maywishto
disablethe“nospool” and“alert” entries.

. Configurethe“/etc/hosts " file asneeded Typically theredoesnt needto be
muchin here,but for improvedperformance/ou canaddany hostsyou access
often(suchaslocal seners)to avoid performingDNS lookupson them.

. The“/etc/named.con " file shouldbe configuredo pointto your DNStables
accordingto the examplebelow.

-, .
(Note: IP addresses shown are examples only and must be replaced with
your own class addresses!):

options  {

/I DNStables are located in the /var/named directory
directory "lvar/named”;

/I Forward any unresolved requests to our ISP's name server

/[ (this is an example IP address only - do not use!)
forwarders {
123.12.40.17,
¥
/*
* If there is a firewall between you and name-

servers  you want

* to talk to, you might need to uncomment the query-source
* directive below. Previous versions of BIND always asked
* questions using port 53, but BIND 8.1 wuses an unprivileged
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* port by default.

*

/I query-source address * port 53;

%

/I Enable caching and load root server
zone "named.root” {

type hint;

file ™,

%

/I All  our DNS informa-

info

tion is stored in /var/named/mydomain_name.db

/I (eg. if mydomain.name = foobar.com
zone "mydomain.name" {

type master;

file  "mydomain_name.db";

allow-transfer { 123.12.41.40; }

8

/I Re-

verse lookups for 123.12.41.%, A2.*,

/I (these are example Class C’'s only
zone "12.123.IN-ADDR.ARPA" {

type master;

file  "123 12.rev";

allow-transfer { 123.12.41.40; }

h

/I Reverse lookups for 126.27.18.%,

/I (these are example Class C’'s only
zone "27.126.IN-ADDR.ARPA" {

type master;

file  "126 27.rev";

allow-transfer { 123.12.41.40; %

h
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1 Tip: Make note of the allow-transfer options above, which restricts DNS
zone transfers to a given IP address. In our example, we are allowing the host
at 123.12.41.40 (probably a slave DNS server in our domain) to request zone
transfers. If you omit this option, anyone on the Internet will be able to request
such transfers. As the information provided is often used by spammers and IP
spoofers, | strongly recommend you restrict zone transfers except to your

slave DNS server(s), or use the loopback address, “127.0.0.1 " instead.

4. Now you cansetup your DNS tablesin the“varimamed/ " directoryasconfigured
in the“/etc/named.conf " file in stepthree.ConfiguringDNS databasdiles for
thefirsttime is amajorundertakingandis beyondthe scopeof this document.
Thereareseveralguides,onlineandin printedform thatshouldbereferredto.
However, severalexamplesareprovidedbelow.

Sampleentriesin the “/var/named/mydom ai n_name. db” forwardlookupfile:

; This is the Start of Authority (SOA) record. Contains  con-
tact
;& other information about the name server. The se-
rial  number
; must be changed whenever the file is updated (to in-
form secondary
; servers that zone information has changed).

@ IN SOA mydomain.name. postmaster.mydomain.name. (
19990811 ; Serial number
3600 ; 1 hour refresh
300 ; 5 minutes retry
172800 ; 2 days expiry
43200 ) ; 12 hours minimum

; List the name servers in use. Unresolved  (en-
tries in other zones)

;owill go to our ISP’s name server isp.domain.name.com
IN NS mydomain.name.

IN NS isp.domain.name.com.

; This is the mail-exchanger. You can list more than one (if
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; applicable), with the integer field indicating prior-

ity (lowest
; being a higher priority)
IN MX mail.mydomain.name.

; Provides optional information on the machine type & operat-

ing system
: used for the server
IN HINFO Pentium/350 LINUX

;A list of machine names & addresses

spock.mydomain.name. IN A 123.12.41.40 ;  Open-
VMS Alpha
mail.mydomain.name. IN A 123.12.41.41 ; Linux
kirk.mydomain.name. IN A 123.12.41.42 ; Win-
dows NT (blech!)
; Including any in our other class C’s
twixel.mydomain.name. IN A 126.27.18.161 ; Linux
fox-
one.mydomain.name. IN A 126.27.18.162 ; Linux de-
vel. kernel
; Alias  (canonical) names
gopher IN CNAMEmail.mydomain.name.
ftp IN CNAMEmail.mydomain.name.
www IN CNAMEmail.mydomain.name.
Sampleentriesin the“/varinamed/123_1 2. re v" reverselookupfile:
; This is the Start of Authority record. Same as in for-

ward lookup table.
@ IN SOA mydomain.name. postmaster.mydomain.name.
19990811 ; Serial number
3600 ; 1 hour refresh
300 ; 5 minutes retry
172800 ; 2 days expiry
43200 ) ; 12 hours minimum
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;  Name servers listed as in forward lookup table
IN NS mail.mydomain.name.
IN NS isp.domain.name.com.

;A list of machine names & addresses, in re-
verse. We are mapping

; more than one class C here, so we need to list the class B portion

; as well.
40.41 IN PTR spock.mydomain.name.
4141 IN PTR mail.mydomain.name.
4241 IN PTR kirk.mydomain.name.

; As you can see, we can map our other class C’'s as long as they are

; under the 123.12.* class B addresses
24.42 IN PTR tsingtao.mydomain.name.
250.42 IN PTR redstripe.mydomain.name.
2443 IN PTR kirin.mydomain.name.
66.44 IN PTR sapporo.mydomain.name.

; No alias (canonical) names should be listed in the re-
verse lookup
; file  (for obvious reasons).

Any otherreverselookupfiles neededo mapaddressem adifferentclassB (such
as126.27.*)canbecreatedandwould look muchthe sameasthe examplereverse
lookupfile above.

. Make surethe nameddaemoris running. This daemoris usuallystartedfrom the
“Jetc/rc.d/init.d /na med” file uponsystenboot. You canalsostartandstopthe
daemommanually;type“named start " and“named stop ", respectrely.

. Whenerer changesremadeto the DNS tables the DNS sener shouldberestarted
by typing “/etc/rc.d/init.d/named restart ”. Youmaythenwishto test
your changedy usingatool suchas“nslookup ” to querythemachineyou have
addedor changed.
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More informationon configuringDNS servicescanbefoundin the*DNS-HONTO”
guideat http://metalabunc.edu/Linux/HOVTO/DNS-HONTO-5.html

7.3. Internet User Authentication with TACACS

At my placeof employment,for TACACS authenticatiorof dial-up Internetuserg(who
areconnectingo our modempool which arein turn connectedo a coupleof Cisco
250xaccesseners),we areusingtheVikasversionof “xtacacsd”.

After compilingandinstallingthe Vikas packag€latestversionsareavailablefrom
ftp://ftp.navya.com/pub/vikast don't believe the packages availablein RPM format),
you shouldaddthefollowing entriesto the“ /etc/inetd.conf " file sothatthedaemon
will beloadedby theinetddaemorwhenerera TACACSrequesis receved.

# TACACSis a user authentication proto-
col used for Cisco Router products.
tacacs dgram udp wait root /etc/xtacacsd xtacacsd -

c /etc/xtacacsd-conf

Next, you shouldeditthe®/etc/xtacacsd-c ~ onf” file andcustomizet, asnecessary
for your system(howeveryou will probablybeableto usethe default settingsas-is).

L Note: If you are using shadow passwords (see Section 6.6 for details), you will

have some problems with this package. Unfortunately, PAM (Pluggable
Authentication Module), which Red Hat uses for user authentication, is not
supported by this package. One workaround that | use is to keep a separate
“passwd ” file in “/usr/local/xtacac sle tc/ " which matches the one in /etc/ but is
non-shadowed. This is a bit of a hassle, and if you choose to do this make sure
you set permissions on the other password file to make sure it is only readable by
root:

chmod a-wr, u+r /usr/l ocal/ xtacacs/ et c/ passwd
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If youdoindeeduseshadav, youwill mostcertainlyneedto editthe
“letc/xtacacsd-c ~ onf” file andlocationof the non-shadwedpassverdfile (assuming
you areusingtheworkaround have suggeste@bove).

Thenext stepis to configureyour accessener(s)to authenticatéoginsfor thedesired
devices(suchasdial-upmodems)with TACACS.Hereis a samplesessioron how this
is done:

mail:/tftpboot# tel net xyzrouter

Escape character is .
User Access Verification
Password: ****

Xyzrouter> enabl e

Password: ****

Xyzrouter# config term nal

Enter configuration commands, one per line. End with CNTL/Z.
xyzrouter(confi g)# tacacs-server attenpts 3

xyzrouter(confi g)# tacacs-server authenticate connections
xyzrouter(confi g)# tacacs-server extended

xyzrouter(confi g)# tacacs-server host 123.12.41.41
xyzrouter(confi g)# tacacs-server notify connections
xyzrouter(confi g)# tacacs-server notify enable

xyzrouter(confi g)# tacacs-server notify |ogouts
xyzrouter(confi g)# tacacs-server notify slip

xyzrouter(confi g# line 2 10

xyzrouter(confi gl ine)# login tacacs

xyzrouter(confi gl ine# exit

xyzrouter(confi g# exit

Xyzrouter# wite
Building configuration...
[OK]

Xyzrouter# exit

Connection closed by foreign  host.
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All TACACS actvity log messagewill berecordedn “/var/logimessage  s” for your

perusal.

7.4. Windo ws-style File and Print Services with
Samba

62

Linux canprovide SMB servicegeg. WfW, Win95, andNT-style network file &
printersharing) usingthe SambagpackageThis sectionwill describehow to configure
sharesandhow to accesshemfrom client machines.

The Sambagpackagas includedwith the RedHat distribution, you cancheckif it is
installedandwhatversionyou have by typing:

rpm-q sanba

If it isn’tinstalled,youwill needto installit usingthe RPM utility. SeeSection10.1for
detailson how to do this.

ThemostimportantSambdiles you shouldconcernyourselfwith are:

/etc/smbconf
Sambaconfiguratiorfile wheresharesandotherconfigurationparameterareset
up (seebelow)

Ivar/log/samba/

Locationof Sambdog files

/home/samba/

Suggestedbcationwherefile shareshouldbe setup. However, you should
choosea locationwhereyou have enoughspaceon thefile systemto accomodate
thefilesyouwill store.Personallyl usuallysetup alarge partition mountedon
/archive/ andplacemy sharedere.
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Thefile “/etc/smb.conf " containsconfigurationinformationonfile & print shares.
Thefirst few linesof thefile containglobal configurationdirectives,which arecommon
to all sharequnlessthey areover-riddenon a persharebasis)followedby share
sections.

The Sambanstallationincludesa default smhconffile whichin mary caseshouldbe
adequatdor your needsandrequireonly afew changes.

Hereis anexampleof thisfile (which | have heavily customizedo shov you someof
themoreimportantandinterestingoptions):

# Items commonto all shares (unless over-ridden on a per-
share basis)
[global]
# Number of minutes of inactivity be-
fore client is disconnected
# to avoid consuming re-
sources. Most clients will  automatically
# reconnect so this is a good idea to enable.
dead time = 10

# Don't let wusers connect as “root”, just-in-case. )
invalid users = root

# Specify the ac-
count for guest shares (shares that don't require
# a password to connect to. This user-
name must be a valid user
# in the /etc/passwd file.
guest account = guest

# Specify where log files should be writ-
ten to. The “%m” suffix
# means that log files will  be created in the format
# log.machine-name (eg. “log.twixel”)
log file = /usr/local/samba/logs/log.%m

# Maximum size of log file, in  Kilobytes.
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max log size = 1000

# Password level 3 means that case is not an is-
sue when entering
# passwords. A little less se-
cure than level 1 or 2 would be,
# but seems to be a fair compromise for user convenience.
password level = 3

# Specify that all shares should appear in the browse list
# (override any you don't want on a per-share  basis).

browseable = yes

# If this is enabled, you can see active connections us-

ing the
# “smbstatus” command.
status = yes

# The level of debugging informa-
tion that is recorded in the log

# files. Higher values generate more information (which is
# probably not very useful, most of the time).
debug level = 2

# This will send any Windows-
style  “POPUP” messages received on
# the server to the postmaster by e-
mail. Not very useful, but
# an interesting demonstration of what can be accomplished.
message command = /bin/malil -
s 'Message from %f on %m’ postmaster < %s; rm %s &

# This is a form of caching that, when enabled, may improve

# performance  when reading files.
read prediction = true
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# A list of services that should be added automati-
cally to the

# browse-list.

auto services = cdrom

# The location of your “print-
cap” file, a text file  containing

# definitions for your printers.

printcap name = /etc/printcap

# If enabled all printers in the /etc/printcap file  will  be
# loaded into the browse-list.
load printers = yes

# The print command by which data is spooled to a printer un-
der Linux.
print  command = Ipr -r -P%p %s

# The print command by which job queue informa-
tion  (printer status)

# can be obtained.

Ipg command = Ipgq -P%p

# The print command by which un-
wanted print jobs can be deleted

# from the queue.

I[porm  command = lprm -P%p %)

# The level at which Samba advertises it-
self for browse elections.

# Currently set to a high value to give it an even “foot-
hold”  with

# any swarmy NT servers on the network. )
os level = 34
# These are user's personal shares. If the client's user-

name matches on the
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# server, they can access their home directory (pro-
vided they enter the
# correct  password).
[homes]

# The comments appear in the browse list.

comment = Home Directories

# This matches the user-
name of the client to that of the share.

# If they do not match, no share will be dis-
played in the browse

# list, or available to connect to.

user = %S

# The path to the share. For example, “smithj” would

# “/home/smithj”
path = /home/%S

# If enabled, allow read/write access to the shares.

writeable = yes

# Just an inverted synonym for “writeable”.

ally* need
# to use both. >-)
read only = no

# Keep this disabled so that a password is
cess these

# shares.

public = no

# We don't want this share (after all, it
pear in

# the browse-list of other users.

browseable = no
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# This is a publicly avail-
able print share, called “hp_laser”. It appears
# on the browse lists and can be accessed without a pass-
word by any client.
[hp_laser]
# The comment that appears in the browse-list.
comment = Main office printer (HP Laserjet 400)

# The username that this share is ac-
cessed as (guest means all users).
user = guest

# All  generated print files will  first be created in the /tmp
# directory.
path = /tmp

# Do not allow file creation except through print  spooling.
writeable = no

# Set permissions accordingly -
root access to print jobs only.
create mode = 0700

# If this is enabled a password is not required to ac-
cess the share.
public = yes

# This should be enabled to indi-
cate that this is a printer share.
printable = yes

# Here is a service providing access to the CD-ROMdevice.
[cdrom]

comment = Shared CD-ROMdrive on Linux

user = guest

path = /cdrom

writeable = no
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read only = true
browseable = yes
public = yes

guest ok = yes

Tip: Recent versions of Samba, from 2.0 onwards, provide a very slick
web-based configuration utility called “swat”, which makes the process much
more user-friendly. The utility listens on TCP port 901 of your server, so to use the
utility just point your favourite web browser as follows:

mydomain.name:901

(Of coursejn orderto usethe SWAT utility youwill needto have awebsener
running,suchasApache.SeeSection7.1for details.)

ThelatestSambaversionsalsoaddconsiderabléeaturesn comparisorwith versions
priorto 2.0. It is worth takingthetime to upgradethis package.

A clientmusthave a TCP/IPnetwork stackrunningin orderto connecto shares.
Further for browsingto work, the TCP/IPprotocolmustbeboundto NETBEUI. Under
Windows 95 this canbe configuredfrom the “Network” icon from within the Control
Panel.

Assumingthe clienthasbeenconfiguredproperly you shouldseethe sener shares
appeaiin their “Network Neighborhood{or equivalentbrowsingschemaf you arenot
usingWindows 95/NT). You canthenmapnetwork drivesfrom the network
neighborhoodor typein anabsolutepathto the share(eg. “\\mail\cdrom?”). If the
sharedservicerequiresa passverd to be enteredyouwill be promptedfor one.

More informationon Sambacanbe obtainedirom the SambaHomePageat
http://samba.anu.edu.au/samba/.

7.5. Macintosh-style File and Print Services
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with Netatalk

Linux canalsoprovide Appleshareserviceqeg. Macintosh-stylenetwork file & printer
sharing),usingthe NetatalkpackageThis sectionwill describehow to configure
sharesandhow to accesshemfrom clientmachines.

In orderto useNetatalk,youwill needto have Appletalknetworking supportin your
Linux kernel. Stockkernelsfrom RedHat usuallyalreadyincludethis supportasa
module,or you cancompileyour own customkernelwith suchsupport.

L Note: Make sure Appletalk support is compiled in as a module and not included

as part of the kernel (see Section 10.4 for details on how to upgrade or customize
the Linux kernel). Otherwise you will have difficulties when stopping and then
restarting the Netatalk daemon.

Onceyou have ensured/our kernelis capableof supportingAppletalk,you will need
to install the NetatalkpackageBecausé\etatalkis notincludedwith the RedHat
distribution, you will have to downloadandinstallacopy. The Netatalkpackagecanbe
foundon RedHat’s “contrib” site, at ftp://ftp.redhat.com/contrib/libc6/i386/.

After Netatalkhasbeeninstalled,you may needto modify oneor moreconfiguration
filesin “/etc/atalk/ ”. Most of thefiles containsampleconfigurationexamplesand
thereforeareat leastsomavhatself-documentingThefiles are:

config

Thisfile containsconfigurationinformationfor tuningyour Netatalkdaemon:This
informationis specifiedn environmentvariables andthisfile is “sourced”(ie.
read)by the Netatalkstartup scriptbeforethe serviceis started.You canspecify
thenumberof simultaneougsonnectionsywhetheror not guestioginsareallowed,
etc. You will almostcertainlywantto modify thisfile accordingo your needs.

atalk.conf

Thisfile containgnformationon which network interfaceto use,aswell asyour
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Appletalkrouting, nameregistration,andotherrelatedinformation. You will
likely not needto modify thisfile; therequirednetwork informationis detected
andaddedo thisfile thefirst time you startthe Netatalksener. However, you
maywishto addyour sener name.

Note: Type “man at al kd” for more information on this file.

afpd.conf

Thisfile allowsyou to specifyadditionalparametersvhich arepassedo Netatalk
by meansf command-lineoptions.You canspecifywhich portor IP addresyou
wishto runtheNetatalksener on,addalogin messag¢hatis displayedo
connectingusersaswell asotherrelatedoptions.You will likely not needto
modify thisfile.

Note: Type “man af pd” for more information on this file.

papd.conf

Thefile containsconfigurationinformationfor enablingMac usersto print to

network printersharesl haven't playedwith this yet, sounfortunatelyl cant
offer any adviceonit.

Note: Type “man papd” for more information on this file.

AppleVolumes.dedult

Thisfile lists the availablefile shareghata Mac userwill seeafterloggingin. To

enablea share gnterthe pathto thefile directory followedby atextual description
of it. For example:

~ "Home"
/archive/busdept "Business  Department Common Files"
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(Theabove will provide two sharego connectingMac users:theirhomedirectory
aswell asa sharedareafor the businesslepartment.)

1 Tip: A neat trick here is to set up shares with the same file paths under
Samba, which would provide your users with platform- independent file
shares for both your Mac as well as your Windows users. See Section 7.4 for

details on using Samba.

AppleVolumes.system

Thisfile alsolistsfile sharegustlike “Applevolumes.de fau It ” doesthe
differencebeingthatthesesharewill be madeavailableto all usersyegardlesof
whetheror notthey log in. Thisfile alsocontaingfile-type mappings.You will
likely not needto modify thisfile unlessyouwantto addgenerakharesvailable
to anyone;thisis probablya badideafor mostpeople.

Onceeverythinghasbeensetup with appropriateconfigurationinformation,you can
startthe Netatalkservicesmanuallyby typing:

fetc/rc.d/init.d/atal k start

(Theservicesshouldstartup automaticallyat systemboot).

More informationon Netatalkcanbe obtainedfrom the NetatalkHomePageat
http://www.umich.edu/~rsug/netatalkh addition,very helpful configuration
informationis availablein theLinux NetatalkHOWTO, availableat
http://thehamptons.com/anders/netatalk/.

7.6. Network File System (NFS) Services

Linux canactasbothclientandsenerfor file systemssharedusingthe Network File
System(NFS) protocol,whichis thedefactostandardor providing file systemmounts
amongunix systems.
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T

Note: Please be aware that having an NFS service available on your system can
be a security risk. Personally, | don't recommend using it.

In orderto useNFS,youwill needto ensureghatNFS supporthasbeenincludedin
your kernelor kernelmodules.SeeSection10.4for detailson how to upgradeor
customizethe Linux kernel.

NFSsharesareconfiguredoy modifying the“/etc/exports " file. Herearesome
exampleentries shaving someof the optionsavailable:

/archive spock.mydomain.name(ro)
/archive2 spock.mydomain.name(ro)
/mnt/cdrom  other.domain(ro)
farchive2 10.23.14.8(ro,insecure)

Thefirst coupleof linesallow the host,“spock.mydomain.namedccesgo boththe
“/archive 7 aswell asthe“/archive2 " directoriesvia NFS.Thesesharesaremade
availableread-onlywith the“(ro) ” option. For securityreasonsit is agoodideato do
thisfor all of your NFSsharesf atall possible.

Thethird line will allow any hostin the “domain.name’domainnamespaceo access
the CD-ROM drive. Of coursejt is necessaryo mountthe CD-ROM device to
“/mnt/cdrom " first.

Note: Using the “(ro) )” option to mark this device read-only may seem a bit
redundant, however doing so will prevent a miscreant from writing to a real file
system should the CD-ROM device not be mounted.

After you have madechangedo the“/etc/exports 7 file, youwill needto restartthe
NFSdaemon.To do so,type:

fetc/rc.d/init.d/ nfs restart

You canalsoconfigureyour NFS mountpointswith the“Network ~ Configurator "~
tool includedin the“Linuxconf " utility. For moreinformationon the Linuxconf
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utility, seeSection7.7.

More informationon NFS canbe foundin the“NFS-HONTO” guideat
http://metalabunc.edu/LDP/H@VTO/NFS-HONTO.html,aswell asin themanpages
on“nfsd ” and“exports "

7.7. Configuration from A-Z with Linuxconf

Thereis anexcellenttool called“linuxconf " which canmake mary configuration
issueseasielto do. Linuxconfrunsonwhaterer meansof displayervironmentit has
availableto it —you canrunit from theconsole pver atelnetsessionandasa

GUI-basedool underX andit will automaticallystartup in the appropriatananner

If you needto adjustyour systemtime, modify your network settings setup file
systemsperformuseradministrationaswell asperformmary otheradministratve and
configurationduties,you shouldgive this tool atry. Theonly caveatl would giveis
that,atthetime of thiswriting, the GUI-basedool is still abit “buggy” andattimes
may stoprespondingo mouseclicks. However, this tool is a promisingwork in
progressandfuturerevisionsshouldbecomeguite usable.
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Performingregularbackupsshouldbe consideredneof aresponsiblesystem
administrators top priorities. AlthoughLinux is anextremelyreliableoperating
systemfailurescan,do, andprobablywill occur They maybecausedy hardware
failure,power outagespr otherunforeseemproblems.

More likely will bethoseproblemscausedy humanerror, resultingin undesired
changedo, or evendeletionsof, crucialfiles. If youarehostinguserson your system,
you will mostcertainlyberequestedo restoreaninadvertentlydeletedfile or two.

If you performregularbackupspreferablyon a daily basis(atleastfor userfiles which
areupdatedften),youwill hopefullyreducethe possibility of, andincreaseyour
recovery from, suchfile lossage.

The safestmethodof doingbackupss to recordthemon separatenedia,suchastape,
removabledrive, writeableCD, etc.,andthenstoreyour backupsetsin alocation
separatdérom your Linux system.Sometimeghis maynotbe practical- perhaps/ou
do not have afire-proofvaultin which you canstoreyour backuptapes!Or perhaps
you do not have accesdo suchanexternalbackupsystemin thefirst place.
Nonethelessdyackupscanstill be performedalbeiton aslightly limited basis.

At my placeof employment,l performbackupson severalLinux seners.Depending
onthesituation,someof thesebackupsetsarewritten to tapesothersarewrittento a
separatesener overthe network, while still othersaresimply writtento a separatalisk
partition (for example,in the“/archive/ " file system)oy anautomaticcronjob
(perhapsecausehe seneris in aremotelocation,for which a daily visit to performa
tapebackupis impracticalor impossible).

At home,l do not have anexternalbackupsystemnordo| have massve amountsof
availabledisk spaceto write a backupimage.Therefore] insteadbackup only my user
fileson*®/home/ ” aswell assomecustomizedconfigurationfilesin “/etc/ ", writing
thebackupsetto a separatelisk partition.
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8.1. Server Backup Procedures

Therearea variety of methodf performingbackupswith Linux. Theseinclude
command-lindoolsincludedwith every Linux distribution, suchas“dd”, “dump”,
“cpio”, aswell as“tar”. Also availablearetext-basedutilities, suchas“*Amanda’and
“Taper”,whichis designedo adda moreuserfriendly interfaceto the backupand
restoreproceduresThereare GUI-basedutilities aswell, suchas“KDat”. Finally,
commerciabackuputilities arealsoavailable,suchas“BRU” and“PerfectBackup+”.

Any oneof thesebackupsolutionscanprovide protectionfor your valuabledata.

A brief listing of someof thetoolsavailable,includingwherethey canbe obtainedcan
befoundonthe“Linux ApplicationsandUtilities Page”,at
http://www.xnet.com/~blatura/linapp2.hti#back.Whendecidingon a backup
solution,you will needto considerthefollowing factors:

- Portability - Is backupportability (ie. the ability to backupon oneLinux distribution
or implementatiorof Unix andrestoreto anotherfor examplefrom Solaristo Red
Hat Linux) importantto you?If so,you’ll probablywantto chooseoneof the
command-lindools(eg. “dd”, “dump”, “cpio”, or “tar”), becausgou canbe
reasonablgurethatsuchtoolswill beavailableonany *nix system.

- Unattendedr automatedadkups- Is theability to automatebackupssothatthey
canbe performedat regularinternvalswithout humaninterventionimportantto you?
If so,youwill needto choosebothatool andabackupmediumwhichwill support
suchabackupscheme.

- Userfriendliness- Is auserfriendly interfaceimportantto you? If so,youwill likely
wantto chooseatool which providesatext- or GUI-basednterface.Thecommercial
utilities may provide the easiestnterfacesaswell asaddedechnicalsupport.

- Remotebadkups- Is theability to startbackupsandrestoredrom a remotemachine
importantto you?If so,you’ll probablywantto chooseoneof thecommand-line
toolsor text-basedutilities insteadof the GUI-basedutilities (unlessyou have a
reasonablyastnetwork connectiorandthe ability to runremoteX sessions).

« Networkbadkups- Is performingbackupsandrestorego andfrom networked hosts
importantto you?If so,you’ll probablywantto useoneof severalof the
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8.1.1.
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command-lineutilities (suchas“tar”) which supportnetwork accesso backup
devices,or aspecializedutility suchas“Amanda’or oneof severalcommercial
utilities.

- Mediatypes- Backupscanbe storedon avariety of medium,suchastape,anextra
harddrive, ZIP drives,or rewritable CDs. Considercostvs. reliability, storage
capacitity andtransferspeed.

! Caution: When backing up your file systems, do not include the “/proc "
pseudo-filesystem! The files in /proc are not actually files but are simply file-like
links which describe and point to kernel data structures. Backing up a file like
“Iproc/kcore ", which is actually a pseudo-file containing the contents of your
entire memory, seems like a pretty big waste of tape to me! :-) You will also likely
want to avoid backing up the “/mnt ” file system, unless you have the peculiar
desire to back up the files from your CD-ROM device, floppy drive, network file

shares, or other mounted devices.

Obviously, the proceduregor performinga backupandrestorewill differ dependingpn
your choiceof abackupsolution.However, in this section,| will discussmethodgor
performingbackupswith thetwo tools| usemost: “tar” (whosenamestanddor “Tape
ARchiver”), whichis acommand-linébackuptool largely portableacrossnix
systemsaswell as“KDat”, a GUI-basedapebackuputility which comesncluded
with the KDE packagegseeSection5.6 for moreinformationon KDE).

Finally, I shouldaddthat,dependingon your choiceof backupsolution,evenif thetool
doesnt have the ability built-in to scheduleautomatecdr unattendedbackupsyou may
be ableto automatesuchbackupsby usingthe cronfacilities. SeeSection9.4 for
detailson usingcronandon creatingcrontabscheduldiles.

Backing up with “tar™

If you decideto use“tar” asyour backupsolution,you shouldprobablytake thetime to
getto know the variouscommand-lineoptionsthatareavailable;type“man tar ” for a
comprehensklist. Youwill alsoneedto know how to accesgheappropriatebackup
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media;althoughall devicesaretreatedik e filesin the Unix world, if you arewriting to
acharactedevice suchasatape,the nameof the“file” is the device nameitself (eg.
“/devinsto " for a SCSI-basedapedrive).

Thefollowing commandwill performabackupof your entireLinux systemontothe
“/archive/ " file systemwith the exceptionof the“/proc/ " pseudo-filesystenarny
mountedfle systemsn “/mnt/ 7, the"/archive/ " file system(no sensebackingup our
backupsets!),aswell asSquid’s ratherlarge cachefiles (which are,in my opinion,a
wasteof backupmediaandunnecessario backup):

tar -zcvpf /archive/full-backup-‘date ' +%l-9%B-%" '.tar.gz \
-directory / -exclude=mt -exclude=proc -
excl ude=var/ spool /squi d .

Don't beintimidatedby thelengthof thecommandabove! As we breakit down into its
componentsyouwill seethebeautyof this powerful utility.

Theabore commandspecifiegheoptions®z’ (compressthe backupdatawill be
compressewvith “gzip”), “c” (createanarchvefile is begin created); v’ (verbose;
displayalist of files asthey getbacledup),“p” (presere permissionsfile protection
informationwill be“rememberedsothey canberestored).The“f” (file) optionstates
thatthevery next agumentwill bethe nameof the archive file (or device) being
written. Notice how afilenamewhich containshe currentdateis derived,simply by
enclosingthe “date” commandoetweertwo back-quotecharactersA commonnaming
cornventionis to adda“tar " suffix for non-compressedrchives,anda“tar.gz " suffix
for compressednes.

The“—directory optiontellstar to first switchto thefollowing directorypath(the“/”
directoryin this example)prior to startingthe backup.The“—exclud€ optionstell tar
notto botherbackingup the specifieddirectoriesor files. Finally, the“.” charactetells
tarthatit shouldbackup everythingin the currentdirectory

L Note: It is important to realize that the options to tar are cAsE-sEnSiTiVe! In

addition, most of the options can be specified as either single mneumonic
characters (eg. “f"), or by their easier-to-memorize full option names (eg. “file”).
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The mneumonic representations are identified by prefixing them with a “-”
character, while the full names are prefixed with two such characters. Again, see
the “man” pages for information on using tar.

Anotherexample this time writing only the specifiedfile systemgasopposedo
writing themall with exceptionsasdemonstratedh the exampleabose) ontoa SCSI
tapedrive follows:

tar -cvpf /dev/nstQO -Iabel ="Backup set created on ‘date ' +%l- %B-
"\

-directory [/ -
excl ude=var/spool/ etc hone usr/local var/spool

In theabove commandnoticethatthe“z’ (compresspptionis notused.l strongly
recommendgainstvriting compressedatato tape,becausé dataonaportionof the
tapebecomegorruptedyou will loseyour entirebackupset! However, archvefiles
storedwithout compressiorave avery high recoverability for non-afectedfiles, even
if portionsof thetapearchie arecorrupted.

Becausdhetapedriveis a charactedevice, it is not possibleto specifyanactualfile
name.Thereforethefile nameusedasanamgumentto taris simply the nameof the
device,“/devinsto ", thefirst tapedevice onthe SCSlbus.

el

Note: The “/devinsto " device does not rewind after the backup set is written;
therefore it is possible to write multiple sets on one tape. (You may also refer to
the device as “/devisto 7, in which case the tape is automatically rewound after the
backup set is written.)

Sincewe arent ableto specifyafilenamefor thebackupset,the“—label optioncanbe
usedto write someinformationaboutthe backupsetinto the archive file itself.

Finally, only thefiles containedn the“/etc/ ", “/home/ ”, “Iusr/local ", and
“Ivar/spool/ 7 (with the exceptionof Squids cachedatafiles) arewrittento thetape.

Whenworking with tapesyou canusethe following commandgo rewind, andthen
ejectyourtape:
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m -f /dev/nstO rew nd
m -f /dev/nstO offline

1 Tip: You will notice that leading “/ ” (slash) characters are stripped by tar when an
archive file is created. This is tar's default mode of operation, and it is intended to
protect you from overwriting critical files with older versions of those files, should
you mistakenly recover the wrong file(s) in a restore operation. If you really dislike
this behavior (remember, its a feature!) you can specify the “-absolute-paths
option to tar, which will preserve the leading slashes. However, | don’t recommend
doing so, as it is Dangerous!

8.1.2. Backing up with “KDat":

If you areusingthe KDE desktopervironment,l believe youwill find the“KDat”
utility bothpowerful aswell asuserfriendly. In addition,anaddedbonusis thatKDat
uses‘tar” asits backupengine.Therefore backupsetswritten with KDat canberead
notonly with KDat but with taraswell! This makesKDat a very nice choicefor both
userfriendlinessaswell asbackupportability.

1 Tip: Even if you choose not to use nor install the full KDE package, you can still
use KDat as long as you have the Qt libraries installed.

Thefirst time you runthe KDat program,you will needto createa backupprofile. Such
aprofile tells KDat which files on your systemyou would lik e to backup. If youwish,
you cancreatemorethanonebackupprofile, dependingon your needgfor example,
you could createa profile called” Full Badkup’ for afull systembackup,and”Quick
Badup’ for abackupof userfiles only).

To createa backupprofile, eitherchoose'Create  Backup Profile 7 from the
“File " optiononmenubar (or right-click onthe“Backup Profiles " folder, then
choosé'Create Backup Profile ). Ontheright handsideof the KDat window,
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you canchangevarioussettings suchasthe profile name,archive name tar options,as
well asothers.Click the“Help " menufor moreinformationon whatthesesettingsare
for.

To specifywhichfiles shouldbeincludedin your backupprofile, left-click the
checkboxbesidethe®/” directoryfolder. Thiswill enableall filesin andbelow this
directoryfor backups.Then,left-click onthesmall“+” signbesidethefolder. Thiswill
expandthefolder, shaving alist of filesin andbelow it. Thiswill allow youto exclude
ary files you do notwish to backup;simply left-click the checkboxbesideeachfile or
directoryyouwishto exclude.For example,a full backupshouldprobablyhave every
file anddirectorycheckmarlked, with the exceptionof the“/proc ” (a pseudo-filesystem
containinginformationaboutyour runningsystem), /mnt ” (a directorybelon which
CD-ROM drives,floppies,andnetwork sharesareusuallymounted) and,if you area
Squiduser “/var/spool/squid " (Squid’s cachedatafiles). Onceyou have selected
theappropriatdiles, left-click on the backupprofile you arecreating thenleft-click the
“Files  »” buttonto movetheselectediles list to your backupprofile.

B

Note: Should your server data be larger in size than can be physically stored on a
tape, you will need to create separate backup profiles, one for each portion of your
backup set.

To actuallyperformabackup,nsertatapeinto thedrive,andthenchoosé' Mount
Tape” from the“File ” menu(or left-click theiconthatlookslike atape).This will
“mount thetape(actually because tapedevice is a charactedevice, it isn’'t actually
possibleto mountit — whatKDat actuallydoesis to first rewind thetape,attemptgo
readin headetinformation,andif successfulfind the correspondingapeindex onyour
harddrive. Otherwise KDat will promptyou to formatthetape.

- (Note: If KDat keeps complaining that a tape isn’'t in the drive and it actually is in

the drive, you should ensure the correct tape device name is specified in the
preferences; left-click the “Edit " option on the menu bar and choose “User
Preferences ".)
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OnceKDat hasmountedthetape,beforeyou startthe backupyou mustfirst choosethe
backupprofile youwish to usefor thebackup.To startthe backup,simply right-click
onthedesiredbackupprofile, andthenleft-click onthe*“Backup ” option. KDat will
first displaya dialogbox shaving you the detailsof the backupprofile you have
selected|eft-click the“ Ok’ buttonto startthe backup.

While thebackupis in progressKDat will displaya dialogbox shaving various
statisticalinformation(elapsedime, backupsize,backuprate,estimatedime
remaining,aswell asthe numberof files andtotal byteswritten), anddisplayalist of
files asthey arebaclkedup. A full backupcontainingseveralgigabytesof datamight
take severalhoursto complete If youfind it necessaryou canleft-click the“Abort”
buttonat ary time to interruptthe backupprocess.

Oncethe backupis complete you canunmountthetapeby choosing'Edit” from the
menubar, andthen“UnmountTape”,or left-click on thetapeicon, which will rewind
andejectthetape.

8.2. Server Restore Procedures

8.2.1.

Unaiguably the onething thatis moreimportantthanperformingregularbackupss
having themavailablewhenit comegime to recorer animportantfile!

Obviously, asdiscussedn Section8.1,the proceduregor performingarestorewill
differ dependingonyour choiceof a backupsolution.In this section,| will discuss
methoddor restoringfiles which have beenbacledup with “tar” and”KDat”.

Restoring with “tar”:

Thefollowing commandwill restoreall files from the
“full-backup-09- Octob er -1 999.t ar. gz” archive,whichis anexamplebackupof our
Linux system(ascreatedn theexamplecommandshovn in Section8.1.1:

tar -zxvpf /[archive/full-backup-09-Cctober-1999.tar.gz
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Theabore commandextractsall files containedn the compressedrchie, preserving
originalfile ownershipandpermissionsThe“x” optionstanddor extract. (The other
optionsaredescribedn Section8.1.1.

E;
-l

Caution: Extracting files from a tar archive can be a dangerous thing to do, and
should therefore be done with caution. Perhaps the files were not archived without
a file path prepended (a few misguided or uninformed developers distribute
tarballs of their software offerings like this), meaning they will all be extracted into
the current directory. Perhaps the files were archived with leading “/ " slashes (by
specify the “-absolute-paths " option when the archive was created), meaning
the files will be restored to their absolute locations (even if you didn’t want them to
be). Or, perhaps the files were archived without leading “/ ” slashes, meaning the
files will be restored under the current directory (even if you didn’t want them to
be). This of course, depends on how the backup was created. For this reason, |
strongly recommend testing your “tar” command with a “t ” (type) option first, and
then replace the “t " with an “x” (extract) when you are absolutely sure the
command will do what you expect it to.

If you do notneedto restoreall files containedn thearchve, you canspecifyoneor
morefiles thatyou wishto restore asin thefollowing example:

tar -zxvpf /archive/full-backup-09-Cctober-1999.tar.gz \

etc/profile usr/local/bin/tol ower

Theabore commandestoreghe“ etc/profile " and*usr/local/bin/to lo wer” files
from theexamplearchive.

If you are trying to restore only one or a few files from your archive, you will not be
successful unless you specify the < file name and directory path exactly as stored
in the archive. The following example might help out:

tar -ztvpf /archive/full-backup-09-Cctober-1999.tar.gz \
| grep -i profile
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In theabove example,all files containedn thearchve arelistedby file name.The
resultingoutputis thenpipedto the“grep ” commandusinggreps“i ” optionto
ignoremixedcase)displayingary files containing‘profile” in eitherthe directory
pathor file name.Onceyou determinethe exactfile nameyou wishto restoreyou
canthenspecifyit for extractionin a regulartar commandexpression.

As mentionedn Section8.1,whencreatinganarchwefile, tarwill strip leading“/”
(slash)characterérom file pathnames.This meanghatrestorefiles maynotendupin
the samelocationsthey werebacledup from. Therefore githerchangeto the“/ ” root
directory or usethe“-directory /" option.

o=

Note: A far safer solution is to restore the desired files under a different directory
(for example, your home directory), and then compare, move, or update the files
to their original locations afterward.

Restoring with “KDat”:

To restoreoneor morefiles from a KDat-createackupset,insertthe backuptapeinto
thedrive,choosé'Mount Tape” fromthe“File ” menuoption(or left-click onthe
iconthatlookslike atape).

KDat will try to readheadeinformationfrom thetape,andif successfulwill thentry
to find thetapeindex which matchegheidentificationfoundin thetapeheaderThis
tapeindex is storedon your harddrive, andis a uniquefile createdor eachbackuptape
formattedby KDat, andis updatedeachtime you performabackup.

If this correspondingapeindex is missing(perhaps/ou arerestoringfrom a backupset
createdbn anothemachine or theindex file wasdeletedor somehav corruptedon
your harddrive), KDat will inform you of this fact,andaskyouif it is okayto recreate
theindex by readingthetape.Because/ou will needto recreatat beforeyou will be
ableto restoreyour desiredfiles, it makesperfectsensdo left-click “Yes”.
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(Note: Once a tape is reindexed, its name is changed to “Reindexed Tape”. You
should rename the tape to its original name.)

Oncethetapeindex hasbeensuccessfullyead,it canthenusedto selectthe directories
or files you wish to restorefrom the backupset,in muchthe samemanneryou used
whencreatingyour backupprofiles(seeSection8.1 for detailedinstructionson thefile
selectionprocess).

Onceyou have selectedhe appropriatdiles, you canstarttherestoratiorprocessy
choosing‘Restore... " from the“File” optiononthemenubar (or left-click thetape
restoreicon). KDat will displayadialogbox, allowing youto confirmwhich files will
berestoredlIn addition,you have the optionof specifyinga directoryinto whichfiles
will berestored.Thiswill allow youto restorecritical systenfiles into your home
directory andthencomparemove, or updatethosefiles to theirintendedocationlater
on. Thisis actuallythe safestway of restoringfiles.

To begin therecovery processeglick the*Okay” button. KDat will thenscanthetape
andrestorethe selectediles.

Onoccasionyou mayfind it necessarpr usefulto restoreoneor morefiles from a
backupsetcreatedwith KDat withoutusingKDat to do so. Perhapgouwould like to
restoresuchfiles on a systenthatdoesnot offer a GUI-basedervironment,or would
liketo do sooveraslow network connectiorthroughwhich remoteexecutionof KDat
would beimpractical.Fortunately KDat writesits backupdatasetsusingthe “tar” tool,
acommand-lindbasedool thatis availableon arny *nix system.

Shouldyou wishto restoreyour KDat-createdackupsetusingtar, simply do sousing
whatever optionsyou would with any normalbackupsetcreatedwith tar itself. Bearin
mind, however, thatdatasetsarenot storedin compressefbrmat.

Note: You will almost certainly get an error message when trying to access the
KDat backup set with tar. This is because of the header and other information that
KDat added to the tape when it was first formatted. Simply repeat the tar
command two or three times to skip to the beginning of the actual tar archive file.
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8.3. Cisco Router Configuration Backups

At my placeof employment,we have aWAN connectingseveralremotelocations.
Theseremotelocationshave Ciscoroutersconnectedria ISDN, or in someinstances,
Centrex datacircuits,to provide InternetandWAN connectvity. Ciscorouterproducts
allow usingTFTP (“Trivial File TransferProtocol”)on a network senerto readand
write configurationfiles. Whenerer arouterconfigurationis changedit is importantto
save the configurationfile onthe Linux sener sothata backupis maintained.

PleasenotethatRedHat disablegshe TFTP serviceby default, becausét canbeareal
securityholeif notconfiguredoroperly The TFTP daemorallows anyoneto readand
write files without performingauthenticationTheway | personallysetthingsupis to

createa“/titpboot/ " directory ownedby root, andthenmodify the existing
configurationline in the“/etc/inetd.conf " file to specifythefile location:

tftpd dgram udp wait root {usr/sbin/tcpd in.tftpd [tftp-
boot

Note: Adding the “/tftpboot " path at the end of the above line specifically
indicates where the TFTP daemon is allowed to access files. Although you can
actually leave this part out and allow TFTP to access files anywhere on your
system, as TFTP is considered somewhat of a security risk, this would probably
be a very bad idea.

Onceyou have enabledhe TFTP service don't forgetto type:

killall -HUP inetd

Theabore commandestartehe INETD daemorto recognizevhaterer changesyou
have madeto theinetd.conffile.

Creatinga backupof arouterconfiguratiorfile involvesa 3-stepprocesssetting
permission®n anexisting file (or creatinga new one)to allow writes,writing the
backupfile, andthenresettingpermissiongo restrictaccesgo thefile. An example
routerbackupsessiorfollows:
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mail:~# cd /tftpboot

mail:/tftpboot# chnod a+w xyzrouter-confg

chmod: xyzrouter-confg: No such file  or directory
mail:/tftpboot# touch xyzrouter-confg

mail:/tftpboot# chnmod a+w | oyol a-confg
mail:/tftpboot# tel net xyzrouter

Escape character is .
User Access Verification
Password: ****

Xyzrouter> enabl e

Password: ****

Xyzrouter# write network
Remote host [|? 123.12.41.41

Name of configuration file to write [xyzrouter-conf a]?
Write file  xyzrouter-confg on host 123.12.41.41? [confirm]
Building configuration...

Writing  Xyzrouter-confg Il [OK]

Xyzrouter# exit
Connection closed by foreign  host.

mail:/tftpboot# chnmod a-wr, u+r xyzrouter-confg
mail:/tftpboot# exit

In caseof routerfailure (causedfor example,by a power suige duringa lightning
storm),thesebackupfiles canbe helpful to reloadtherouterconfiguration.Again,
restoringfrom a configuratiorfile involvesa 3-stepprocesssettingpermission®nthe
existing file, loadingthefile, andthenresettingpermissiongo restrictaccesgo thefile.
An examplerouterrestoratiorsessiorfollows.

mail:~# cd /tftpboot
mail:/tftpboot# chnod a+r xyzrouter-confg
mail:/tftpboot# tel net xyzrouter

Escape character is .

User Access Verification
Password: ****
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Xyzrouter> enabl e
Password: ****
Xyzrouter# config network

Host or network configuration file  [host]?
Address of remote host [255.255.255.255 ]? 123.12.41.41
Name of configuration file  [xyzrouter-confg] ?

Configure  using loyola-confg from 123.12.41.417 [confirm]

Loading xyzrouter-confg from 123.12.41.41 (via BRIO):

[OK - 1265/32723 bytes]

Xyzrouter# wite

Xyzrouter# exit

Connection closed by foreign  host.

mail:/tftpboot# chnmod a-wr, u+r xyzrouter-confg
mail:/tftpboot# exit
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Chapter 9. Various & Sundry
Administrative Tasks

Linux hasprovenitself to be extremelyreliableduringthe over four yearsl have hadit
in serviceasanInternetsener andrequiresvery little hands-oradministratiorto keep
it running.Wherepossible mary repetitve or tediousadministratve taskscanand
shouldbe automatedhroughcrontabentriesandscriptfiles. However, to ensurehat
Linux continuego operatan atrouble-freemanneyvariousquick checkscanbedone
from time to time. Theseinclude:

9.1. Checking Storage Space

It is importantto checkfrom time to time thatadequatdree spacaemainson the
storagedevices.Usethe“df ” commando getareportof availablespacelt will look
asfollows (informationshawn is from the Internetsener at my placeof employment):

Filesystem 1024-

blocks Used Available Capacity Mounted on

/dev/sdal 1888052 135908 1654551 8% |/
/dev/sdd1 4299828 100084 3977246 2%  /archive
/dev/hda2 3048303 897858 1992794 31%  /archive2
/dev/hdal 11677 1380 9694 12%  /boot
/dev/sdcl 4299828 350310 3727020 9%  /home
/dev/sdbl 4299828 598504 3478826 15%  Jusr
/dev/sda2 1888083 700414 1090075 39% Ivar
/dev/scdO 593958 593958 0 100%  /cdrom

Thesefile-systemsarepretty stablein thatthey have afairly slow growth pattern.

The"/” (akaroot)file-systemmountedon/dev/hdal,containghe Linux kernel,device
drivers,andotherdirectories.It alsois whereusermail messagearestored
(/var/spool/mail) aswell aslog files (/var/adm/) but asmail messagearerecevedand
log files areregycled, the availablecapacitystaysfairly stable(anestimatedyrowth of
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about1% permonth).Log files arerotatedandpurgedautomaticallyon a weeklybasis,
soyou’ll alwayshave abouta month'sworth of log informationavailableto you.

1 Tip: If this file-system is growing rapidly, concentrate your efforts in the
Ivar/spool/mail directory — look for huge mailboxes (something like “find
Ivar/spool/mail -size  +1000k " would display a list of mailboxes larger than
1Mb in size). If you find a file much larger than 1,000,000 bytes in size, the user
probably isn't retrieving their mail, is on a high-volume mailing list, or their e-mail
package isn't configured to remove the mail from the server. Contact the user
and/or clear the mail file, using “> mailbox ", (eg. “>smithj ” to clear Joe Smith’s
mail box). Also check the “tmp/ ” directory, which may need to be cleaned out on
an occasional basis (usually old tin* files left over from aborted newsreader
sessions, old print files, etc).

The“/usr/” (akauser)file-systemmountedon /dev/hda2,containsuserinstallable
(usermeaninguserinstalledby systemadministrator)software,thingslik e your web
site pagesetc. Thisis thelargestfile-systemandis alsofairly slow-growth. Thelog
files for thewebpagesmayalsobe storedhere,andgrow in size;checkandtrim them
periodicallyasneededOn my machinesat the beginning of eachmonththe current
weblog files aremovedto monthsummarylogs(eg. access_log.1fior Novemberslog
entries).At theendof theyearthesdogsareall deletedandthecycle startsagain
(which meanseachJanuarylstshouldseea fair improvementin availablespace).

1 Tip: If this file-system is growing rapidly, check the

“lusr/local/etc/httpd/ log s” and the “/usr/local/squid/logs /" directories
(if you have them). There may be log file(s) that are getting too large (if, perhaps,
the web site received a high number of visits). If, however, the logs are purged
automatically on a regular basis as | have them, you shouldn’t run into any
problems with space here (indeed, as the logs are used for statistical analysis of
my site’s traffic I'd rather not have to delete them if possible). Another place to
check for potentially deletable files is in “/usr/tmp/ .

The“/home/” (akausers personahome)file-systemmountedon /dev/hda3,contains
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all theuserdirectoriesandpersonafiles. Unlessyou aregiving out shellaccounts,
mostof thesewill beuselessandinaccessibleo the user(thesedirectoriesarecreated
wheneachusers’accountsarecreatedandcanlaterbe usedto forwardthe users mail,
etc.). However shellaccountusersaswell asany non-shellaccountsvhich have web
pagegqeg. personalvebpageswill probablyhave themstoredhere.In addition,main
sener pagesarestoredherein the/home/httpddirectoryunderRedHat, while other
distributionsusuallyplacethemin the/usrfile system(seeSection7.1for more
information).

Thisfile-systemis probablythe slowestgrowth unlessyou areoffering alot of shell
accounts.

1 Tip: If this file-system suddenly grows in size, it is probably because one of your
users is adding web pages or binary files in his/her personal space. Check the
“Ivarfadm/xferlog. *” log files for recent activity, which should show you which

user has added to their web pages.

| alsohave an“/archive/” (akaarchvwefiles)file-systemmountedon /dev/hdbl1,which
is asparel.02Gb harddrive thatcanbe usedfor any purposgeg. datafiles, software

kits, etc.) | amusinga goodportion (approximately70%) of this drive for disk-to-disk
full currentbackupsof the system).Generallyspeakingyou canaddyour own devices
andmountthemasyou wish.

| alsohave a CD-ROM drive, mountedas“/mnt/cdrom/” on/dev/scdO,whichis a
24X-speed5CSICD-ROM device thatcanreadarny ISO9660formattedCD. It is used
primarily for softwareinstallation,but DOS/Windows CD’s canbe mountedandthen
accessefrom Windows 3.x/95/NTnetwork sharesasneededria a Sambaservice(see
Section7.4for details).

The“rm” commandwill deleteafile. Usageis “rm filename ”. If youwant
confirmationof deletion,usethe“-i ” option(eg. “rm -i  *”). Youwouldthenbe
askedto confirmeachfile beforeit is deleted.

L . .
(Note: This is the default for normal shell users, but beware — the root account will



not confirm before deleting files unless you specify the “-i” option!)
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Be carefulyou don’'t make asilly typo with thiscommand- particularlywhenlogged

in as“root” —becausgou mayendup regrettingdeletingthe wrongfile.

9.2. Managing Processes

Fromtimeto time you maywishto view processethatarerunningon Linux. To obtain
alist of theseprocessedype“ps -aux ”, whichwill look similarto thefollowing:

USER
MAND
bin
frampton
frampton
aux
frampton
nobody
nobody
nobody
nobody
nobody
nobody
nobody
nobody
nobody
nobody
root
root
root

PID

69
10273
10744

10745
10132
10133
10413
10416
10418
10488
10564
10600
10670
10704

1

2

3

0.0
0.0
0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

1.0
2.1
11

0.8
1.8
1.8
1.8
1.8
1.8
1.7
1.8
1.8
1.8
1.7
1.0
0.0
0.0

%CPU%MEM SIZE

788
1136
820

788
1016
988
1012
1012
1012
976
988
988
988
976
776
0

0

RSS TTY STAT START

320
664
360

264
588
568
580
580
588
556
564
564
568
552
312

0

0

NN N ) ) ) ) ) ) ) ) N YT

Nov 30
14:12
17:25

0w

17:25
13:36
13:36
14:56
14:56
14:57
15:34
16:06
16:15
16:45
17:03
Nov 30
SW Nov 30
SW Nov 30

NuOunununmuumuunuunmumnmnunuonuom

TIME COM-

0:00
0:00
0:00

0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
0:00
1:13
0:00
0:00

/usr/shin/rpc.portmap
-bash

ps -

more
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
httpd
init  [3]
(kflushd)
(kswapd)

Thelist shavs you the ownerof the procesg“nobody” for specialservicessuchasweb
seners),the processdentificationnumberthe % of CPUtime the processs currently
using,the % of memorythe processs consumingandotherrelatedinformation,as
well asa descriptionof thetaskitself.
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To getmoreinformationon a givenprocesstype“ps pid ” (where“pid ” is the
processdentificationnumber).Looking atour exampleabove,“ps 10704 ” would
display:

10704 ? S 0:00 /usr/local/etc/httpd/httpd

Thiswould tell youthatthis particularprocesss awebsener (the Apachewebsener
appearsnultipletimesin the procesdist; for informationon why seeSection7.1).

If you happerto noticea serviceis notoperatingyou canusethe“kill ~ -HUP pid ”
(where“pid " is theprocessdentificationnumberasshavn in the procesdist produced
with “ps”). For example,if Internetserviceqa proces<alledinetd,process#123in
our example)arenotworking asthey should,a“kill  -HUP 123" (or evensafer use
the“killall " commandandspecifythe processiame:“killall -HUP inetd )
shouldrestartthe processThe-HUP optionto thekill commandneansthangup”; the
procesknowsthatit is supposedo reloaditself.

Anotherthingto try if youareunableto resole the problemwould beto shutthe
systemdown andrebootit (seeSection6.7 for details).

At times,you mayfind it necessaryo temporarilysuspend processandthenresume
its executionat a latertime. For example,you mayberunninga CPU-intensie job and
wishto burnanIDE-basedCDRecordableSincelDE-basedlevicesrely onthe CPU
for muchof thework behindinput/outputthey areproneto buffer stanationif your
CPUis too busy, andyou endup with a uselessoasteiinsteadof a properlyprepared
CD! Thefollowing two commandwill suspend processandtheresumet,
respectrely:

kill -STOP 945
kill -CONT 945

RedHat providesa betterway of startingandstoppingsomeprocessesyhich are
coveredin Section9.3below.
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9.3. Starting and Stopping Processes

TheRedHatdistribution of Linux providesa slightly moreorganizedwvay of managing
processednsteadof huntingandkilling themby finding their processd in the process
table,RedHat providesa collectionof scriptsin the* /etc/rc.d/init. d” directory
whichwill allow youto startandstopprocesseasdesired.

For example,to shutdown the“httpd " (Apachewebsener) service simply runthe
httpd script,asfollows:

[etc/rc.d/init.d/ httpd stop

In muchthe samemanneyyou canusethe“start " optionto starta service.Or, if you
have madechangedo a configurationfile andwish to restarta servicesothosechanges
arerecognizedyou canusethe“restart " option.

L (Note: Oddly enough, the “restart " option does not seem to be supported for

some services.)

9.4. Automating Tasks with Cron and Crontab

files

Like mostLinux usersyou mayfind it necessaryo scheduleepetitive tasksto berun
atacertaintime. Suchtaskscanoccurasfrequentlyasoncea minute,to as
infrequentlyasonceayear This schedulingcanbe doneby usingthe“cron” facilities.

Thecronfacilitiesasimplementedn Linux arefairly similarto thoseavailablein other
Unix implementationsHowever, RedHat hasadopteda slightly differentway of
schedulingasksthanis usuallydonein otherdistributionsof Linux. Justasin other
distributions,schedulingnformationis placedin the systent'crontab ” file (locatingin
the“/etc/ " directory),usingthefollowing format:
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minute hour day month year command

You canspecifyeachtime componenasanintegernumber(eg. 1 throughl2for the
monthsJanuarythroughDecember)pr specifyoneor morecomponent&s®*”
charactersvhichwill betreatedaswildcards(eg. * in the monthcomponentneanghe
commandwill runatthegivendayandtime in everymonth.Herearesomeexamples:

# Mail the system logs at 4:30pm every June 15th,

30 16 15 06 * for x in /var/log/*; do cat ${x} | mail postmas-
ter; done
# Inform the administrator, at midnight, of the chang-

ing seasons.

00 00 20 04 * echo 'Woohoo, spring is herel
00 00 20 06 * echo 'Yeah, summer has ar-
rived, time to hit the beach!”

00 00 20 10 * echo 'Fall has arrived. Get those jack-
ets out. -(
00 00 20 12 * echo 'Time for 5 months of misery. -(

Notethatcommandsvhich produceoutputto standardut (ie. aterminal)suchasthe
examplesabove using“echo ” will have their outputmailedto the“root ” account.If
you wantto avoid this, simply pipethe outputto the null device asfollows:

00 06 * * * echo 'l bug the system administra-
tor daily at 6:00am!  >/dev/null

In additionto thestandard crontab " entries RedHat addssereraldirectories:

[etc/cron.hourly/
/etc/cron.daily/
/etc/cron.weekly/

As theirnamessuggestexecutabldiles canbeplacedin ary of thesedirectoriesand
will beexecutedon anhourly, daily, or weeklybasis.This saresa bit of time when
settingup frequenttasks;just placethe executablescriptor program(or a symboliclink
to onestoreselsavhere)in the appropriatadirectoryandforgetaboutit.
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To getthemostout of your Linux system suchasaddingfeaturesgettingrid of
potentialbugs,andensuringt is reasonablyree of securityholes,it is agoodideato
keepyour sener—includingtheLinux kernel,modules anduserapplications-
upgradedAt timesit mayalsobe necessaryo upgradehardwarecomponentsuchasa
largerharddrive. This chaptemwill addresgheseissues.

10.1. Using the Red Hat Package Manager
(RPM)

TheRedHatdistribution of Linux, includingkernel,libraries,andapplicationsare
providedasRPMfiles. An RPMfile, alsoknown asa “package’is away of
distributing softwaresothatit canbe easilyinstalled,upgradedgueried,anddeleted.
RPM files containinformationon the packages name version,otherfile dependeng
information(if applicable)platform(suchasintel or Alpha, etc.),aswell asdefaultfile
install locations.

The RPM utility wasfirst developedby RedHat andprovidedasanOpenSource
productasis commonin the Linux community Otherdeveloperspickedit up and
addedextra functionality The RPM methodof packagindiles hasbecomepopularand
is usednot only on RedHat'’s but on someotherdistributionsaswell.

PopularLinux applicationsarealmostalwaysreleasecisRPM files, usuallyin fairly
shortorder However, in the Unix world the defacto-standarébr packagedistribution
continuego be by way of so-called‘tarballs”. Tarballsaresimply filesthatare
readablevith the“tar ” utility. Installingfrom taris usuallysignificantlymoretedious
thanusingRPM. Sowhy would peoplechooseo do so?Unfortunately sometimest
takesafew weeksfor developerdo getthelatestversionof a packagecorvertedto
RPM (mary developerdirst releaséhemastarballs).
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If you startinstallingor upgradingyour systemor applicationswith tar, your RPM
databasevill becomeout-of-dateandinconsistentThisisn't really a big deal(whenl
usedSlackware,| usedtar exclusively — therewasno otherchoice— withouttoo much
discomfort),but wherever possibld try to be patientandwait until anRPM becomes
available,or perhapsenda polite requesto the developerof the package(You can
alsobuild your own RPM files anddistributethemto others,whichis sometimes
helpfulto developersvho don't have the ability or time to producesuchfiles
themseles.)

A really goodplaceto checkif apieceof softwareis availablein RPM form is the
RPM repositoryat http://rufus.w3.og/linux/RPM/. Therepositoryprovidesindexed
categorieswhich canbe helpful to locatea givenRPMfile, andcontainspointersto
thousand®f suchfiles.

To queryapackageuse“rpm -g pkg-name ” (eg. “rpm -q pine ”). RPMwill either
tell youwhatversionof the packages alreadyinstalled,or thatthe packages not
installed.

Assumingthe packagas installedalready andis anearlierversionthanthe update
packageyou downloadedwhichit shouldbe),thenyou shouldbe ableto applythe
updatewith “rpm -Uvh pkg-name . If all goeswell, the packagewill be
automaticallyinstalledandimmediatelyreadyfor use.If not, RPMwill giveyoua
pretty goodreasonfor example,perhapsa supportingpackageneedgo beupgraded
first). This mayrequireabit of thinking, but problemssuchasthesearevery
straightforvardto figure out.

If, ontheotherhand,the packages not yetinstalled,andyou decideyouwishto install
it, type“rpm -ivh  pkg-name ”. If thereareary supportingpackageshatare
required RPMwill tell you.

Sometimesyou will wantto install a packagehatis only availablein sourceformat. In
fact,unlessyou areinstallingpackage$rom atrustedsource(suchasthe RedHat FTP
site),you probablyshouldinstall from sourcein casethe binariescontainatrojanhorse
or othernastything (of coursea sourceRPM couldalsocontainsucha thing, but they
areunlikely to becaus¢hey would probablybe exposedn shortorderby another
developer).
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Theway to install a packagdrom sourceis to specifythe“rebuild " switchto the
RPM utility. For example:

rpm-ivh -rebuild foo.src.rpm

Theabore commandwvould configureandcompilethe“foo” packageproducinga
binaryRPMfile in the*“ /usr/src/redhat IRPMB/i 386/ " directory(assuming/ou are
usingLinux onthelntel platform). You cantheninstall the packageasyou normally
would.

Finally, if you arehaving problemsgettinga sourcepackaggo compile(perhaps/ou
needto modify a makefile, or changea configurationoption, etc.) you canusethe
following stepgagain,illustratingour ficticious“foo” packagesxample)to compile
thesource puild anew binary packageandtheninstall from the binary package:

rpm-ivh foo.src.rpm
cd /usr/src/redhat/ SPECS
pi co -w foo. spec

Make whateser changeyou feel areneededo the“.spec”file, andthentype:
rpm-ba foo. spec

Thiswill retuild the packagausingwhatever changeyou have madeto the*.spec™file.
As above, theresultantinary RPMfile will belocatedin
“lusr/srciredhat IRPMSi 386/ ", andcanbeinstalledasyou normallywould.

You shouldlook atthe RedHat documentatiorior moreinformationon RPM. It is an
extremelypowerful tool thatis worth learningin finer detail. The bestsourceof
informationon RPM s “Maximum RPM”, whichis availablein bothbookform, as
well asin postscriptformatat http://www.rpm.og/maximum-rpm.pgz. (If youdecide
to print the postscriptdocumentpe advisedthatyou’ll needalot of paperto do so!)
Thereis asmallerguide,the*RPM-HOWTQat
http:/mwww.rpm.og/support/RPM-H®TO.htmlavailableaswell.
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Sometimesyou mayfind it necessaryo install or upgradeanapplicationfor which an
RPM packages not available.Of courseijt is certainlypossibleto do suchathing (in
fact, it is the“defacto-standardivay of doingthingsin theso-called‘real” Unix
world), but I would recommendhgainstit unlessabsolutelynecessaryfor reasonsvhy,
seeSection10.1).

Shouldyou needto install anything from tarballs,the generakule of thumbfor
system-widesoftwareinstallationss to placethingsin your “/usr/local/ " filesystem.
Therefore sourcetarballswould be untarredin “/usr/local/src/ ", while resultant
binarieswould probablybeinstalledin “/usr/local/bin ”, with their configuration
filesin “/usr/localletc/ ”. Following sucha schemewill make theadministratiorof
your systema bit easier(althoughnotaseasyason anRPM-onlysystem).

Finally, end-usersvho wish to install softwarefrom tarballsfor their own privateuse
will probablydo soundertheir own homedirectory

After downloadingthetarballfrom your trustedsoftwarearchve site,changeo the
appropriateop-level directoryanduntarthe archive by typing commandgasroot, if
necessaryasin thefollowing example:

tar zxvpf cardgame.tar.gz

Theabove commandwill extractall files from the example”cardgame.tar.gz
compressedrchive. The“z” optiontellstarthatthearchive is compressewith gzip
(soomit thisoptionif yourtarballis notcompressedthe“x” optiontellstarto extract
all filesfrom thearchive. The*v” optionis for verboselisting all filenamego the
displayasthey areextracted.The“p” optionmaintainghe original andpermissionghe
files hadasthearchive wascreated Finally, the“f ” optiontellstarthatthevery next
argumentis thefile name.Don’t forgetthatoptionsto tar arecAsE-sEnSiiVe.

< Caution: As mentioned in Section 8.2.1, | recommend first using the “t” option to
display the archive contents to verify the contents prior to actually extracting the

files. Doing so may help avoid extracting files to unintended locations, or even
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worse, inadvertently overwriting existing files.

Oncethetarballhasbeeninstalledinto theappropriatedirectory you will almost
certainlyfind a“README or a“INSTALL” file includedwith the newly installedfiles,
with furtherinstructionson how to preparehe softwarepackagdor use.Likely, you
will needto entercommandsimilar to the following example:

Jconfigure
make
make install

Theabore commandsvould configurethe softwareto ensureyour systemhasthe
necessaryunctionality andlibrariesto successfullycompilethe packagecompileall
sourcefiles into executablebinaries,andtheninstall the binariesandary supporting
filesinto theappropriatdocations.Theactualprocedureyouwill needto follow may,
of courseyary betweernvarioussoftwarepackagessoyou shouldreadany included
documentatiorthoroughly

Again,unlesst is absolutelynecessary really recommendwvoiding tarballsand
stickingto RPMif you can.

10.3. Strategies for Keeping an Up-to-date
System

Fromtime to time you mayhearof significantupgradego the Linux kernelor user
applicationdrom varioussourcesThesesourcesnay be magazinesnevsgroupsweb
pagesetc.

Probablythe bestsingleonlineresourcehata Linux administratoishould— nay, must—
keepaneye onis thehttp://freshmeat.netebsite. This site containsdescriptionof
new OpenSourceapplicationsandprojects,documentationandotherannouncements
of interestto the Linux community

99



Chapter10. UpgradingLinux and OtherApplications

10.4.

100

Anotherresourcdor keepingtrackof new applicationsaannouncements throughthe
comp.os.linux.announagwsgroup.This nevsgroupcontaingpostingsof new
applicationssomekernelor applicationupgradesweb pagesegtc. availablefor Linux.
It is amoderatedhewsgroupandthereforehasa high “signal to noise”ratio.

Not all productupgradeannouncement@remadeto comp.os.linux.announchpwever.
Thereforeyisiting thewebpagesor FTP sitesfor theapplicationsyou areusingis
probablyavery goodideaaswell.

Linux Kernel Upgrades

Fromtimeto time it maybewiseto upgradeyour Linux kernel. This will allow youto
keepup with the new featuresandbug fixesasthey becomeavailable.Or, perhapsyou
arerunningLinux on new or specialtyhardware,or wish to enablecertainfeaturedor
which a customkernelis needed.

This sectionwill describeupgradingandcustomizinganew kernel.It isn’t asdifficult
asyou mightthink!

Announcementsf new kernelversionscanbe obtainedthroughvarioussources,
includingthe comp.os.linux.announaewsgroup,aswell asonthe
http://freshmeat.netndhttp://slashdot.@/websites.

Pleasenotethattherearecurrentlytwo “streams”of kerneldevelopment- onestream
is consideredstable” releaseswhile the otherstreamis considereddevelopment”
releaseskor missioncritical applicationssuchasan Internetsener, it is highly
recommendethatyou usethe stablereleasesndstayaway from the development
kernels.

Thedifferencebetweerthetwo streamss that,with the developmenkernels,nev
as-yetuntestechardwaredrivers,filesystemsandother“cutting edge”developments
areintroducedon aregularbasis.Thesekernelsarefor useby haclersonly — people
who don't mind having to reboottheir system shoulda kernelbug rearits ugly head.

Thestablekernelsintroducenew featuresanddriversonly afterthey have been
thoroughlytested.Minor releasen this streamalsosene to cleanup any remaining
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bugsthatarefoundandcorrected.

Thetwo streamsuseversionnumbersvhich arenumberedlifferentlyto help
distinguishbetweerthem. The stablekernelsarenumberedvith the seconchumber
even(eg. 2.0.35,2.0.36,2.2.4)while the developmentkernelsarenumberedvith the
seconchumberodd(eg. 2.1.120,2.1.1212.3.0).

Thelateststablekernelis alwaysmadeavailablein sourceaswell aspre-compiled
binaryformatson theftp://ftp.redhat.com/redhat/updatésl P site. Downloadthe
desireckernelpackagesor your versionandplatform (for example,you would wantto
navigateto the“/6.1/i386/ " directoryanddownloadthe “kernel-*.i386.r pni’ files
for the 6.1 versionon thelntel platform).

el

Note: You do not need to download the kernel sources file unless you are
planning on building a custom kernel yourself (see Section 10.6 for details on
building a custom kernel).

Sometimesyou mayfind it necessaryo useakernelthathasnotyetbeenmade
availableasanRPM. In this case you canfind the latestkernelsfrom the
ftp://ftp.kernel.og FTPsite,in the/pub/linux/kernel/directory Changeto the
appropriatenajorversionsubdirectory(eg. “v2.0 "), which containsall kernelreleases
up to themostcurrentone.Downloadthe desiredkernelpackagégfor example,the
compressethrballfor version2.0.36would be called”linux-2.0.36.t ar. gz” forthe
Intel platform)anduntarit in the“/usrisrc " directory

L Note: Most user-installed applications not installed from RPM should be untarred

under the “/usr/local/src/ " directory by convention, but this is a kernel tree so
we’ll make an exception in this case. :-)

Pleaseébe awarethatif you decideto upgradeyour kernelby downloadingatarball,you
will mostcertainlyneedto configure,compile,andinstallit yourself.Unlessyou have
specialneedghatrequirethe very latestdevelopmentkernel,| stronglyrecommend
you upgradeyour kernelthroughRedHat-provided RPM files — theseare
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preconfigurecindprecompiledor you, althoughyou cancompilea customkernel
from RPM files aswell shouldyou wish.

Upgrading a Red Hat Stock Kernel

By farthe easiestvay of upgradingyour kernelis to do sousinga stockkernelRPM as
providedby RedHat. TheseRPM files containpre-compiledbinarykernelcode,with
supportfor alarge variety of hardwareandpopularfeatures.

Installinga stockkernelis easyto do andinvolveslittle risk. Simply type,asroot, the
following sequencef commands:

rpm-Uvh kernel-2.0.36.1386.rpm
cd / boot
I's

Make noteof the new kernelname,asreportedby the“ls ” commandabove. You are
interestedn the“vmlinuz ” file; for examplethethird RPM releaseof kernel2.0.36
wouldlook like “vmlinuz-2.0.36-3  ".

Now, useaneditorto editthe LILO configuatiorfile (type: “pico -w

letcllilo.conf ") andchangethe“image=/boot/... " line to pointto thenew
kernelfile. After you have doneso,type*“/sbin/lilo ". If LILO reportsanerror
messagegouble-checkhefile namein your “lilo.conf ~ ” file with thefile namein the

“/boot/ " directory

< Caution: Do not forget this step!
(Theabove commandsassumeyou areusingthelntel platformanduseLILO to boot
your system.SeeSectiord.8for detailsonthe LILO bootloader).

After you have upgradedyour stockkernelandhave updatedyour bootloader
information,you shouldbeableto shutdavn andrebootusingthenew kernel(see
Section6.7 for detailson shuttingdown your system).
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10.6. Building a Custom Kernel

If youarerunningLinux on asystemwith hardwareor wish to usefeaturesot
supportedn the stockkernels,or perhaps/ou wish to reducethekernelmemory
footprintto make betteruseof your systemmemory you mayfind it necessaryo build
your own customkernel.

Upgradingthe kernelinvolvesconfiguringdesiredmodules compilingthe kerneland
modules andfinally installingthekernelimage.This s followedby a systemreboot
(with fingerscrossed!to loadthe new kernel. All of thisis documentedh the
“README file which comeswith eachkernelpackageFurtherinformationcanbefound
in the“Documentation/ " subdirectoryA particularlyhelpful file thereis
“Configure.help " which containsdetailedinformationon the availablekernel
compileoptionsandmodules.

Thefollowing is a samplesessiordemonstratinghe build of a customkernel,version
2.0.360onthelntel platform. While building a customkernelis usuallyjust a matterof
configuring,compiling & installing, sometimegusuallyin the caseof new hardware)it
is necessaryo downloadadditionaldriver softwareshouldyour hardwarenot yet be
supportedy thekernelversionyou arecompiling.

Thefirst stepin building a customkernelis to downloadandinstall the kernelsources
from eitherRPM (preferred)or from tarball. SeeSection10.4for detailson obtaining
theappropriatdiles.

Next, usethe“rpm” utility (or “tar ”, asappropriate}o install thekernelsourcetree
andheadefiles. For example,to install the 2.0.36-3kernelRPM files:

rpm -Uvh kernel -source-2.0.36-3.i386.rpm kernel - header s- 2. 0. 36-
3.1386.rpm
rpm-Uvh kernel -ibcs-2.0.36-3.i386.rpm

(If youarerunningLinux on anotebookyouwould alsolik ely install the
“kernel-pcmcia-c~ s- 2.0 .3 6- 3.i 386.r pm’ file, which providespower management
features.)

After installingthekernelfiles, you shouldbe ableto find the new sourcetreein the
“Jusr/src/linux/ " directory
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Thenext stepis to downloadary additionaldriverfiles (if applicable)andinstall them
in thenew kernelsourcetree.For example,to addsupportfor the Mylex DAC960
hardwareRAID controller | would downloadthedriver softwarefrom the
http://www.dandelion.comwebsite. Unfortunately suchdriver softwareareusually
only offeredastarballsandneedto beinstalledusingthe“tar ” utility. For example:

cd /usr/src/
tar zxvpf DAC960-2.0.0-Beta4d.tar.gz

You shouldreadthe documentatiomprovidedwith your additionaldriver software, if
applicable For example,the DAC960driverincludesa “README file which gives
instructionson wherethe newly downloadedfiles shouldbelocated,andhow to apply
thekernelpatch:

m/ README. DACO60 DAC960.[ch] /usr/src/linux/drivers/block
patch -p0 < DAC960. patch

Thenext stepis to ensureyour systems symbolicfile links areconsistentvith the new
kerneltree. Actually, this steponly needso be doneonce,sothefollowing needdo be
doneonly if you haven't compileda customkernelbefore:

mail:/usr/src# cd /usr/include

mail:/usrfinclu de# rm-rf asmlinux scsi

mail:/usr/inclu de# In -s /usr/src/linux/include/asmi 386 asm
mail:/ust/inclu de# In -s Jfusr/src/linux/include/linux |inux
mail:/usr/inclu de# In -s /usr/src/linux/include/scsi scsi

L&

Note: The above step is no longer necessary for 2.2.x or higher kernel versions.

Thenext stepis to configureyour kernelsettings.This is the mostimportantstepin
building the customkernel.If you disablethewrongsettingsyou mayleave out
supportfor featuresor hardwareyou need.However, if you enablethewrongsettings,
youwill beneedlesslenlaging the kernelandwastingyour valuablesystemmemory
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(thatbeingsaid,it is probablybetterto err onthe sideof thelatterratherthanthe
former).

Thebestway of ensuringyou compilethekernelproperlyis to know whatfeaturesyou
will needto use,andwhathardwareis in your systemthatyou will requiresupportfor.

After you have gainedexperiencdan customizingyour kernelafew times,theprocess

will becomé‘old hat” andwon’t seemsointimidating!

Typethefollowing to begin the configurationprocess:

mail:/usr/inclu de# cd /usr/src/linux
mail:/usr/src/l inu x# make nrproper
mail:/usr/src/| inu x# make nmenuconfig

(Youcouldtype“make xconfig ” insteadof “make menuconfig ” if youhavethe X
Window Systenrunning;seeChapter5 for detailson how to getX working.)

To configureyour kernel,go throughthevarioussettingsandselect(enable)whichever
onesyourequire,andde-selectdisable)the onesyou do not require.You canchoose
betweerhaving suchsupportbuilt right into thekernel,or having it built asa module
whichis loadedandunloadedoy thekernelasneeded(If youcompileafeaturethatis
actuallyneededo bootyour systemsuchasa SCSldriver, asa module,you will need
to createa RAMdisk imageor your systenwill notboot. Thisis donewith the
“mkinitrd " commandthis proceduréas described little furtherdown.)

Whengoingthroughthe configurationsettingsyou canselect<Help> for adescription
of whata givenkerneloptionis for.

After you have configuredyour kernelsettingstypethefollowing commandgo
compileyour kernel:

mail:/usr/src/l inu x# make dep ; nmake cl ean
mail:/usr/src/l inu x# make bzl nage
mail:/usr/src/l inu x# nmake nodul es

If youarerecompilingthe samekernelasyou have previously (2.0.36-3in this
example),youwill likely wantto move theexisting modulesto a backupdirectoryas
with thefollowing command:
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mail:/usr/src/| inux# mv /1ib/nodul es/2.0.36-3 /1ib/nodul es/2.0.36-
3- backup

Now, typethefollowing commando actuallyinstall the nev modules:

mail:/usr/src/| inu x# make nodul es_i nstal |

Thenext stepis to copy thekernelinto the®/boot/ " directoryanduseLILO to update
thebootrecordsothatthe new kernelis recognizedThe following commandswill
make a backupcopy of your existing kernel,copy the new kernelover, andthenrefresh
theLILO bootrecord:

mail:/usr/src/| inu x# cd /boot

mail:/boot# cp vminuz vminuz. QLD

mail:/boot# cp /usr/src/linux/arch/i386/boot/ bzl mage vm i nuz-
2.0.36

mail:/boot# [sbin/lilo

Finally, youwill needto edityour*“/etc/lilo.conf " file, andmake surethe “image”
referencas pointingto thenew kernel. You shouldalsoadda sectionwhich pointsto
your backupkernel,called,perhaps;OldLinux”. Hereis anexamplefile:

boot=/dev/hda
map=/boot/map
install=/boot/boot.b
prompt
timeout=50
image=/boot/vmlinuz
label=Linux
root=/dev/hdb1l
read-only
image=/boot/vmlinuz.OLD
label=0OldLinux
read-only

By addingyour backupkernelinformationin this way, shouldyour new kernelfail to
bootproperly(perhapsadeviceis notrecognizedpr adaemordoesnt startasit
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should),you cansimply type“OldLinux " to bootfrom the old kernelandinvestigate
theproblem.

o=

Note: As mentioned previously, if you've compiled a feature required to boot your
system as a module, you will need to create an initial RAMdisk image in order to
boot your system. (Don't forget to compile your kernel with support for such an
initial boot image.)

Theprocedurdo createanduseaninitial RAMdisk imageis asfollows:

- Add anentryin your “/etc/lilo.conf " to bootoff theinitial RAMdisk image;this
is shavn asanadditionto the exampleconfiguratiorfile shovn earlier:

image=/boot/vmlinuz
label=Linux
root=/dev/hdbl
initrd=/boot/initrd-2.2.4-4.img
read-only

- Theloopbackdevice needgo beloadedbeforeyou areableto usethe mkinitrd
commandMake suretheloopbackdevice moduleis loaded:

/ sbin/insnod | oop

(If you getanerrormessagaboutnot beingableto loadtheloopbackmodule,you
may needto specifythefull pathto the modulefor the currentkernelyour systemis
still runningon, for example® /lib/modules/2.0 .35 /I oop”.)

« Usethe“mkinitrd " commando actuallycreatetheimage:
/sbin/nkinitrd /boot/initrd-2.0.36-3.ing 2.0.36-3

« Run*“/shin/lilo ” to updateyour bootloader

Now, shutdown your systemandbootthe new kernel!

mail:/boot# / sbi n/ shutdown -r now

107



Chapter10. UpgradingLinux and OtherApplications

10.7.

108

If yourkernelrefusego bootaltogetherdon't panic.Boot off thebootdisk thatwas
createdduringtheinstallationof Linux . If you don't have copiesof this disks,you
shouldbeableto createonefrom the RedHat CD. Insertthe bootdisketteinto thedrive
andrebootthe computer Whenyou seethe “boot:” prompt,type:

mount r oot =/dev/ hdal

Theabore commandassumegour*“/” (root) partitionis locatedon /dev/hdal.

Linux shouldthenbootnormally (althoughsinceyou areusingthe kernelfrom the boot
disk, notall servicesor devicesmay operateproperlyfor this session)andthenyou
canrestoreyour old kernelandreinstallthe LILO bootloaderinformation(ie. “mv
/vmlinuz.old /vmlinuz ~ ; /sbin/lilo ") andshutdavn/restart.You canthentry
recompilingthekernelwith differentoptionsandtry again.

Moving to the Linux 2.2.x Kernels

ThelLinux kernel2.2.0wasreleasean Januar25, 1999, bringingwith it mary new
featuresperformanceenhancementgndhardwaresupport.Any existing Linux
systemcanbe upgradedvith oneof thesenew kernelsin muchthe samefashionas
describedn Section10.4(with caveats).

This sectionwill describehow to upgradeyour RedHat systemto the new kernels.As
RedHat 6.0 (andabove) alreadyshipswith the new kernelandsupportingpackage$y
default, this sectionwill only beusefulto thoseof youwho arestill usinganearlier
version,suchas5.2. 1 will likely remove this sectionfrom future versionsof this
documentpncel believe amajority of usershave migratedto 6.0 andbeyond.

.Warning! If you decide to upgrade your older system to support the new kernels,
be advised that as the process involves a number of package upgrades, it is
possible that something will go horribly wrong. As always, have recent backups
available to you in case something goes wrong. If you don’'t have experience with
upgrading files with RPM as well as compiling kernels, perhaps you might wish to
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upgrade to Red Hat 6.1.

You have the choiceof upgradingto eithera stockkernelasprovidedby RedHat, or
upgradingby compilinga customkernel.l would recommendjettingthingsgoingwith
astockkernelfirst, andthenbuild a customizedkernellaterasyou normallywould (see
Section10.5for details.)

In orderto usethe latestkernel,it is first necessaryo upgradeo the newestutilities
andlibraries.RedHat hasidentifiedwhich packageseedto be upgradedo supportthe
newestkernel,andhave placedtheappropriateRPM files ontheir FTP site at
ftp://ftp.redhat.com/redhat/updates/5 &fikel-2.2/i386(for RedHat5.2 userson the
1386 platform).

A very goodweb page detailingthe appropriatesystemtoolsthatarenecessaryor
moving to 2.2.xis availableat
http://www-stu.calvin.edu/~clug/users/jnieho88{o2.htnl; | will attemptto
summarizéheinformationbelowr (itemsmarkedwith aleading“**” indicateyou will
mostlik ely needto upgradeheitemfor RedHat5.2;itemsnotindicatedassuchare
probablyokay but probablyworth checking).

« ** initscripts-3.78-2.%r better(Type“rpm -q initscripts " to checkyour
version)

« ** modutils-2.1.12Dr better(Type“rpm -q modutils ” to checkyourversion)

« ** mount-2.9-Qr better(Type“rpm -q mount” to checkyourversion)

« gcc-2.7.2.32r better(“rpm -q gec”)

« binutils-2.8.1.0.2%r better(“rpom -q binutils ")

« libc-5.4.460r better(RedHat usesthe newer “glibc”. Not needed.)

+ glibc-2.0.7-60r better(“rpm -q glibc ”)

 1d.s01.9.90r better(“Is -I /lib/ld.so.* ")

« libg++-2.7.2.80r better(“rom -q libg++ ”)

« procps-1.2.%r better(“rpm -q procps ")

« ** procinfo-15or better(“rom -q procinfo )

« psmisc-1r better(“rpm -q psmisc ”)

« ** net-tools-1.5@r better(“rom -q net-tools )
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« loadlin-1.60r better(Needednly if youarebootingLinux from DOSusing
Loadlin. Not surehow to calculatethe versionnumber;downloadthe latestversion
to besure.)

« sh-utils-1.16or better(“rpm -q sh-utils ")

. autofs-3.1.Jor better(“rom -q autofs ")

- nfs-server2.2beta3dr better(“rom -q nfs-server ”; needednly if youare
servingNFSfile shares.)

« bash-1.14.0r better(“rpm -q bash”)

« ncpfs-2.2.0r better(“rpm -q ncpfs ”; needednly if youaremountingNovell
file systems.)

« kernel-pcmcia-cs-3.0.6r better(“rpm -q kernel-pcmcia-cs " needednly for
laptopswhich needPCMCIA cardsupport.)

« ppp-2.3.50r better(“rpm -q ppp”; needednly if you areconnectingo the
Internetwith amodemandPPP)

« dhcpcd-1.3.16-0r better(“rpom -q dhcped ”; needednly if youneeda DHCP
clientto connecto the Internet,suchaswith a cablemodem).

« ** util-linux-2.9.0(“rpm -q util-linux ")

. setserial-2.1or better(“rpm -q setserial ")

- ipfwadmin/iptains(Only neededf you aredoingIP firewalling; seethe
“IPCHAINS-HQVTO” guideat
http://isunix.it.iltu.edu/resources/IdgOWTO/IPCHAINS-HONTO.html.)

You shoulddownloadandupgradeary packagesisingRPM asrequired(seeSection
10.1for detailson how to useRPM).

Caution: Upgrading to the new “modutils " package will result in modules no
longer functioning for the older 2.0.x kernels! Therefore, do not upgrade this
package until you have installed the new kernel in “/usr/src/linux

After bringingyour systemstoolsup to date,you caninstall the kernelsourcesYou
canfind themon RedHat’s FTP siteaswell; | recommendalovnloadingthe ones
providedasupdatedor RedHat 6.1, at ftp://ftp.redhat.com/redhat/updates/6.1/i386/.
To do so,typethefollowing:
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rpm -Uvh kernel -source*. rpm kernel - headers*. rpm

Now thatthe new kernelsourcesave beeninstalled,it shouldbe safeto upgradeyour
modutilspackageHowever, thenew kernelnolongeruseshe“kerneld " modulefor
on-demandoadingof kernelmodules.Therefore you shoulddisablethis module
beforeupdatingmodutils. To disablekerneldandupgradethe modutilspackagetype
thefollowing as“root”:

/ sbi n/ chkconfig kerneld off
fetc/rc.d/init.d/ kerneld stop
rpm-Uvh nodutil s*.rpm

You shouldnow beableto configure,compile,andinstall your 2.2 kernelasyou
normallywould (seeSection10.6for details).You maybe surprisedo seethedizzying
amountof new configurationsettingsavailable. Take your time andreadthe helptext
for arny optionsyou areunfamiliar with!

With ary luck, the next time you bootyour systemyouwill berunningthelatestand
greatest.inux kernelversion!

Much moredetailedinformationon theseprocedureganbe foundon RedHat’s web
siteat http://www.redhat.com/corp/support/docstkel-2.2/lernel22-upgrade.htin

Configuring the Apache Web Server

At my placeof employment,we areusingthe Apachepackageo provide webservices.
Apacheis a full-featuredwebsener with full supportfor theHTTP 1.1 standardproxy
caching,passwrd authenticatedveb pagesandmary otherfeatures Apacheis oneof
themostpopularwebsenersavailable(accordingo arecentsite surey doneby
Netcraft,morethan54% of all web siteson the InternetareusingApacheor oneof its
derwvatives),andprovidesperformancesqualor betterto commerciakeners.

( Underconstruction:-p)

To keepup with addedfeaturesandbug-fixesthataremadeto Apache,it is a probably
agoodideato upgradeyour sener from time to time. The Apachewebsiteis locatedat
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http://www.apache.@/ andcontainanformationon the latestversions.

10.9. Configuring the Squid HTTP Caching
Proxy Daemon

At my placeof employment,we usethe Squidpackagdo provide proxy cachingof
web pages Squidoffershigh-performanceachingof webclients,andalsosupports
FTR GopherandHTTP requestsin addition,Squidcanbe hierarchicallylinkedto
otherSquid-basegroxy senersfor streamlineccachingof pages.

Therearetwo versionsof Squidcurrentlyavailable.One,the“regular” version,seems
to work well on machineswith lots of RAM. Thesecondversion,” SquidN®/M” is
suitablefor machineswith lessRAM (I recommendisingthis versionif you have 64
MB of RAM or less).Basically the“NOVM” versionusedessmemoryatthe expense
of morefile descriptorslit’stheonel use,andit workswell.

( Underconstruction-p)

To keepup with new featuresandbug-fixes,it is a probablya goodideato upgradethe
Squidsenerfrom time to time. More informationon Squidcanbefoundonwebsite at
http://squid.nlannet/Squid/.

10.10. Configuring the Sendmail E-mail
Daemon

112

| usethe Sendmailpackageo provide e-mailservices Sendmaiis the definitive mail
handler;in factit is sopopularthatit is estimatedhatover 80% of e-mailpassingover
thelnternetwill be handledatoneor bothendsby it. It doesjustaboutarything andl
couldnt imaginerunningan Internetsener withoutit (anothere-mailsener package
calledQmail seemso be quite popularaswell — but | haven't hadareasoryetto giveit
atry).
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To keepup with new featuresandbug-fixes,andmostimportantly, for reason®of
security it is a probablya goodideato upgradeSendmailfrom timeto time. In
addition,thevery latestversionsof Sendmaiincludepowerful anti-spanfeatures
which canhelp preventyour mail sener beingabusedby unauthorizedisers.

This sectionwill discusssomeof thethingsyou shoulddoif youwishto useSendmail
asanincominge-mailsener. Thiswould bethelikely scenaridor sener systemslf,
instead you have no needto useit for incomingmail andwish to only useit asan
outgoingmail queue you should((needsomeinfo here)).

For this section,it is assumedhatyou areusingthe very latestversionof Sendmail
(8.9.3atthetime of thiswriting), haveit installedandrunning.

As packagedvith the RedHat distribution, Sendmailusuallycontainsappropriate
configurationinformationto operatecorrectlyin the majority of sener setups.
Nonethelessyou mayfind it necessaryo editthe“/etc/sendmail.cf " file and
customizesomesettingsasrequired.This, however, is beyondthe scopeof this
document.

Onething| find helpful, however, is to make a coupleof changedo the configuration
file to thwart off spammersThesenclude:

O PrivacyOptions=authwarnings
change to:
O PrivacyOptions=authwarnings,noex pn,no vrfy

O SmtpGreetingMessage=$j Sendmail $v/$Z; $b
change to:
O SmtpGreetingMessage=3$j Sendmail $v/$Z; $b NO UCE C=xx L=xx

(Thefirst changepreventsspammer$rom usingthe“EXPN and“VRFY' commandsn
sendmail.l find thatthesecommandsretoo oftenalusedby unethicalindividuals.
The secondchanganodifiesthe bannemwhich Sendmaildisplaysuponreceving a
connection.You shouldreplacethe“xx’ in the“C=xx L=xx" entrieswith your country
andlocationcodes.For example,in my case] would use“C=CA L=ON’ for Ontario,
Canada(Thelatterchangedoesnt actuallyaffect anything, but wasrecommendeby
folks in the news.admin.net-alise.emaihewsgroupasa legal precaution.
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Next, if yourmail senerwill have adifferenthostnamethantheactualmachinet is
runningon, you canaddoneor morealiasesn the“/etc/sendmail.cw 7 file. For
example,if you have a systemcalled”kirk.mydomain.nanfewhichis setup asthemail
exchangerfor mydomain.namehut wantincomingmail addresseth theformat
“user@mydomain.narh¢o bedeliveredto your userson “kirk”, simply addthis alias
asfollows:

mydomain.name

Finally, If you needto restrictadomain(or subdomainfrom connectingo your
sendmaikervice you canedit the“/etc/mail/acces s” andaddthedomain
informationaswell astype of restriction.For example:

some.domain REJECT
haxOr.another.domain 550 Contact site administra-
tor at (555) 555-1234.

Theabove exampleswvould rejectall e-mailconnectiongrom the“somedomairi site,
aswell asrejectthe specificmachinename®haxOranotherdomairi with a descriptve
message.

After makingchangedo thisfile, youwill needto updatethe“access.do ” file, and
thenrestartsendmaiksfollows:

[ usr/ sbin/ makemap hash /etc/mil/access.db < /etc/mil/access
/fetc/rc.d/init.d/sendmail restart

1 Tip: If you are concerned with e-mail abuse, you can get some very helpful
information from the “Mail Abuse Prevention System” (MAPS) project on dealing

with such abuse; see the web pages at http://www.mail-abuse.org/

If you're usingSendmailersion8.9 or above, RBL supportis alreadybuilt in, but
not enabledoby default. To enablethis support,addthe following to your
sendmail.mdile:
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FEATURE(rbl)

Then,reconfigureandrestarthe Sendmaildaemon.

For moredetailedinformation,including configurationinstructionsfor othermail
transporiagentsseehttp://www.mail-aluse.og/rbl/usage.html.

Sometimesadomainmayendup in the RBL list with which youwish to continue
communicationsvith. Perhapst is vital for youto communicatevith certainusers
attheblack-listeddomain.In this case Sendmaiklllows youto overridethese
domaingo allow their e-mailto bereceved. Simply editthe“/etc/mail/access ”
file in the mannerdescribedabore with the appropriatedomaininformation. For
example:

blacklisted.domain OK

Don't forgetto rekuild your access.dffile (describedabove)!

If youdo decideto subscribeo theRBL, it is probablyawiseideato inform your
mail usersjf applicable sothey canmake otherservicearrangements they
disagreewith your decision.

For moreinformationon Sendmail seethe FAQ documentocatedat
http://www.sendmail.og/fag/.
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Chapter 11. Enterprise Computing with
Lin ux

11.1.

11.2.

As Linux hasearneda solid reputationfor its stability andreliability, it is beingused
for moremissioncritical applicationsn the corporateandscientificworld.

This chaptemwill discussssuesvhich aremostrelevantto thoseusingLinux in the
enterprisesuchastuningyour sener for betterperformanceainderhigherloads,
keepingyour datasafewith RAID technologiesaswell asdiscusghegeneral
procedureso migrateacrossseners.

Performance Tuning

( Underconstruction..-p )

High Availability with RAID

As storageneeddncreaseit sometimedecomesecessaryo putadditionaldrives
with larger capacitienline. Yetironically, thelaw of probability dictatesthatasthe
numberof storagedevicesincreasessotoo doesthelik elihoodof a device failure.
Thereforea systemwith asingleharddrive is only 25%aslik ely to suffer ahardware
failureasa systemwith four drives.[ Well, theoreticallyspeakinganyway :-) |

Fortunately suchfailurescanbe handledgracefully andmoreimportantlywithout
downtime,usingatechniquecalled“RedundantArray of Inexpensve Disks” (RAID)
which usesoneof severalmethod<of distributing dataover multiple disks. This
redundang allows for automatiarecovery of datashoulda device fail.

This sectionwill describeheinstallation,configurationandsetupof a RAID disk
arrayusingthe Mylex AcceleRAID DAC960controller | have beenveryimpressed
with notonly the performancendreliability of the controlleritself, but alsowith the
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technicalsupportl’ ve gottenfrom Mylex —they arevery Linux-friendly! (However,
thereareawide variety of hardwareRAID solutionsfor Linux, andRAID canbe
implementedn softwareby the Linux kernelitself.) Thetype of RAID implementation
thatis mostusefulis probablyRAID level 5.

Thefirst stepin gettingthe RAID controllerusableunderLinux is to build a custom
kernelwith driver supportfor the hardware. Thedriver for the Mylex DAC960canbe
downloadedrom the DandelionDigital Linux pageat
http://www.dandelion.com/Linux/BC960-2.0.ar.gz.

Thefinal stepin gettingyour RAID arrayusableunderLinux is to usethe*“fdisk
utility to createvalid partitions.Thisis donein exactly the samemannerasyou would
useonanIDE or regular SCSldrive. SeeSection4.3for detailson how to setup
partitioninformation.

Note: The DAC960 driver supports a maximum of 7 partitions per logical drive. If
you need to define more, you will need to define multiple logical drives in the RAID
configuration utility (press <Al t >-< R> at system boot time to enter the setup
utility).

Onceyou areableto seeyour RAID array you shouldinitialize arny swap areasandfile
systemsgyou wishto define.Thefollowing is anexampleof initializing a swapareaon
thethird partition of the seconddrive, aswell asanext2-formattedfile systemonthe
first partitionof thefirst drive:

/ sbi n/ mkswap -c /dev/rd/c0d1lp3
/ sbi n/ swapon /dev/rd/c0dlp3
/sbin/nkfs.ext2 -c /dev/rd/c0dOpl

T

Note: The “-c " option in the above “mkswap’ and “mkfs.ext2 " commands enable
bad-block checking as the appropriate swap/file systems are created. This adds
substantially to the time it takes to complete the process, but it is probably a very
good idea to perform such checks.
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For arny new swapareasyou have defined you shouldmake anentryin the
“letc/fstab 7 file to ensurehe swapareais actuallyusedfrom subsequentbootups.
As pertheabove example,thefollowing line shouldbe added:

/dev/rd/c0d1p3 swap swap defaults 00

Finally, onceyour file systemdave beeninitialized, you cancreatemountpointsthere
andmove your largefile systemsntothearrayasyou desire.lt is probablya good
ideato testthearrayfor afew daysbeforeusingit in a productionernvironment.

For furtherinformationon the Mylex AcceleRAID controller, visit the Mylex web site
at http://www.mylex.com/aswell asthe DandelionDigital DAC960driver pageat
http://www.dandelion.com/Linux/BC960.htnh. For furtherinformationon RAID in
generalincluding both software-aswell ashardware-basedolutions) seethe Linux
High Availability website at http://linas.og/linux/raid.html.

Server Migration and Scalability Issues

With supportfor a diverseselectionof hardware,aswell asprovenspeedand
reliability, Linux is up to the challengeof scalingup to meetresourcalemandssthey
increaseThis canincludemoving to an SMP (SymmetridVulti Processiny
configuratiorfor greatemprocessingieedsRAID levelsO through5 (eitherin software
or hardwaredrivenmodes) etc.

Onoccasionyou mayfeelthatyour Linux senerhasoutgrovn the hardwareit is
runningon, performamajorLinux versionupgradepr perhapsnove to a different
distribution of Linux. Thereare,of course two waysof doingthis. Eitheryouwill be
leaving your sener on existing or upgradedchardware(in which caseyou needsimply
shutdown servicespackup your data,performthe requiredmodificationsandthen
restoredataif needed)pr in the moreradicalcase migrateyour senerto new
hardware.

This sectionwill concentratenoreon thelatter situation,whereyou will beactually
migratingyour variousservicesfrom theold senerto anew one.Thereare,of course,
severalmigrationstratgjies,however this sectionwill attemptto provide somerough
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guidelineswhich you canfollow in orderto ensureyour migrationeffort succeedsvith
minimal disruptionto your users.

- Prepareyour new senerasnecessaryinstallandconfigureLinux sothatyour new
hardwaredevicesaresupportedandary requireddaemonsndkernel-basedeatures
(suchasfirewalling) areenabled SeeChapterd, aswell asSectionl10.6for details.

« Setup your existing servicegsuchasthe Apachewebsener, Sambaor Netatalkfile
& print servicesgtc.) andmake useof themwith testdatafor atleastseveraldaysto
ensureaverythingis working asdesired.SeeSection7.4,aswell asSection7.5for
details.Don't forgetto ensureghatany change®r customscriptsyou have madein

the“/etc/ " directory includinganythingin “/etcirc.d/ 7 have alsobeendoneon
thenew senerasrequired.lt is especiallyymportantthatyou remembeto move
overyour useraccountinformationin the“/etc/passwd ", “/etc/group ", and,if

you areusingshadev passverds,”/etc/shadow !

- Shutdown servicesonyour old sener, sothatyourfile systemswill seea minimal
amountof file updateactivity. Obviously you don't wantusersuploadingweb pages
andreceving e-mailontheold sener, while you arerestoringthe dataontothe new
one! As root, you canshutdown mostserviceswith thefollowing command:

killall httpd atal kd snbd nnbd squid sendmail ftpd

Theabose commandwill shutdown thewebsener, file & print servicesg-mail
sener, andFTPservice.(You mayberunninglessor moreserviceghantheonesl
have listedabove. Checkyour procesdist andterminateary otherserviceyou feel
appropriateseeSection9.2for details.)

You might alsowantto editthe*/etc/inetd.conf " file onyourold sener, andwith
the“#” charactercommentutary serviceqsuchasFTRE IMAP, andPOP3
services)which mightresultin file systemupdatesThen,againasroot, type:

killall -HUP inetd

Theabore commandwill reloadthe TCPwrappergsecuritywrapperdo Internet
serviceskothatfuture connectiongo arny servicesyou have disabledn the
“/etc/inet.conf " file will notbeloaded).
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- Now you shouldbeableto move overthe datafrom onesystento another Lik ely,

you will have prepared/our new senerto have everythingit needgo function,
includingany additionalsoftwarethatyou wishto install thatdid not comewith your
RedHatdistribution. Thereforeyouwill likely needto backupary datastoredin
“/Inome”, “Ivar/spool ", aswell asoptionalfile systemssuchas"/archive ", if
applicable Hereis anexamplecommandhatusesthe“tar " utility to make a

compressetlackupfile of data:

cd /
tar zcvpf /tnp/backup_data.tar.gz -exclude=var/spool/squid \
home archi ve var/ spool

Theabore commandwill write abackupof your “/archive ", “/home”, and
“var/spool " file systemgor subdirectoriesgependingon how you have setup
your system)to afile called“/tmp/backup_data .t ar. gz” in compressethrformat.
Make sureyou have enoughspaceto createthe backup,or write it elsevhere!

1 Tip: You can use the “du” utility to help determine required space. For example,

to determine the requirements of the “/archive/ " and “/home/ ” directory trees,
type:
du -h -s /archive [home

Bearin mind thattheabose commandwill reporttheactualsizeof your data,
but if you areusingtar’s“z” option(asabove)to compressheimagefile, your
usagerequirementsvill likely besignificantlyless.Consideithe outputfrom
the“du” commanda worst-caseestimateof the spacerequired.

Now, you canrestorethe backupdatafrom thetar file ontothenew sener. Youcan
restoreit directly over NFS (seeSection7.6 for detailson how to configureNFS),or
simply useFTPto transferit overanduntarit locally. Hereis anexamplethatwill
restorethefiles thatwerebacledup asabove:

cd /
tar zxvpf /tnp/backup_data.tar.gz
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« Next, if necessarpswapyour P addressesothatyour new seneris seenontheold
address.

- Finally, you maywishto shutdavn andrestartyour sener to ensurehereareno
unexpectederrormessagethatappearSeeSection6.7 for details.

Onceyou aredone,make sureeverythingis working asexpected!lf not, you can
alwaysre-enablearny servicesyou disabledontheold senerandrestartthemsothat
userscancontinueusingit until youresohe the problemson the new one(bearin mind,
however, thatyou’ll needto repeatthe above stepsagainif you chooseo dothat).
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Chapter 12. Strategies for Keeping a
Secure Server

Linux cancertainlybe consideredo be assecure- or moresecure-thanoperating
systemdrom othervendors Admittedly, with Linux becomingnoreandmorepopulay
it is becominga very attractve targetfor craclersto concentrateheir break-inefforts
on. Thereareexploits thatarediscoveredfrom time to time, howeverthe opennature
of Linux usuallymeanghatsuchexploits arepatchedyuickly, andsecurity
announcemeni@redisseminateavidely, containingeithertemporaryworkaroundsor
pointersto updatedsoftware.

| won't pretendio beanexperton securityissueshowever| amatleastawareof these
issueswhich| believeto bealarge partof the battletowardsmakingone’s systemsas
secureaspossible Althoughbeingawareanddiligentin keepingup with security
updateswill in noway guaranteg¢hata systems$ securitymeasuresvon't be
circumwentedthelik elihoodof a break-inis greatlyreduced.

Althoughtherehave beensecurityexploits foundin externalserviceswvhich couldhave
beenusedby craclersto breakinto a system(for example the IMAP daemorexploit),
| believe thatit is far morelik ely thata determineccracler will penetratehe system
from within. Comparedo the handfulof servicescommunicatingvith the outside
world, therearethousand®f commandsndutilities availablefrom the shell,oneor
moreof which may containbugswhich canbe exploitedto penetratesecurity(that
beingsaid,l mustadmitto recentlydiscoveringoneof the senersl maintainhadbeen
compromisedhroughanexternalservice).

For thisreason] recommendawvoiding giving out shellaccountgo usersunlessthey
areabsolutelynecessaryEvenif you consideryour userscompletelytrustworthy and
have no qualmsin providing themwith accesgo the shell,all it takesis just oneof
theseusersto have aweakpassverd. An outsidecracler, finding its way into your
systemby exploiting this weakpasswverd, will thenbeableto work at his or herleisure
internally, looking for furtherweaknesses.

Thereare,fortunately thingsyou cando to greatlyincreasehe securityof your Linux
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system.While a detaileddiscussiorof securityissuess beyondthe scopeof this
documentthefollowing checklistprovidessomeof the mostimportantthingsyou
shoulddo to enhancesecurity:

- Upgradesystenmtools,applicationsandkernel: By farthe mostcommoncauseof
systembreak-ings by not exercisingdiligencein keepinganup-to-datesener.
Performingregularupgrade®f the systemkernel,toolsandutilities will ensurethat
your systemis notfilled with olderitemsfor which known exploits areavailable. For
detailson keepinganup-to-datesener, seeSection4.9,aswell asSection10.3.

- Shadwov passverds: You shoulddefinitely be usingShadaev passverds;switchingto
this passvord formatis easy For details,seeSection6.6.

- Smartpassword managemeniMake surepassverds,especiallyfor usersyou are
providing with shellaccessarestrongandchangedften. Also, if you usemultiple
seners,resistthetemptationto usethe samepassverd for all of them(otherwisejf a
cracler breaksinto onesener usingadiscoveredpassverd, he or shecanbreakinto
themall).

« Usesecureshell(ssh):Switchto using“ssh” insteadof “telnet”. Telnetis insecure
for two reasonsOne,sessiongreunencryptedyhich meanseverything,including
usernamendpasswords,aretransmittedascleartext. Secondanopentelnetportis
oneof thefirst placesacraclerwill try to connecto.

Sshprovidesencryptedandcompressedonnectionandprovide substantiallynore
securitythantelnetconnectionsYou canrun asshsener (which allowsincoming
secureconnectionspaswell asa client (for outgoingsecureconnectionsynder
Linux. You canfind binary RPM packagesit
ftp://ftp.replaycom/pub/replay/redhat/i386You will needthefollowing files (newer
versionsmay be availableby thetime you readthis):

. ssh-1.2.27-5i.i386.rpnhe basepackage.

« ssh-clients-1.2.27-5i.i386.rpRlientsfor outgoingconnections.
« ssh-atras-1.2.27-5i.i386.rprBomehandyperl-basedcripts.

. ssh-serer1.2.27-51.i386.rpnSener for incomingconnections.
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- Note: The SSH RPM files listed above are the international versions. If you

reside in the U.S. or Canada, you can choose to download the U.S. packages
(which may have stronger encryption algorithms); these packages have a “us”
instead of an “i” suffix after their version numbers. Under U.S. law, it is illegal to
export strong crypto products outside of the U.S. or Canada. Hopefully one day
the morons in the U.S. Department of Justice will finally see the light, and
remove this silly restriction (Red Hat doesn’t include SSH with their distribution
because of this very reason, and we all suffer).

Shouldyour Windows usersbe up-in-armsaboutno longerbeingableto connecto
your systemthey will behapypy to know thatseveralfree sshclientsfor Windows are
available:

“TeralermPro” client software
http://hp.\ectorco.jp/authors/¥002416/teraterm.tml

“TTSSH” client software

http://www.zip.com.au/~roca/denload.html

“Cryptlib” client software

http://www.doc.ic.ac.uk/~ci2/ssh

“Putty” client software
http://www.chiark.greenend.gruk/~sgtatham/puttiitml

=y . , . . .
Note: If you do decide to switch to using ssh, make sure you install and use it

on all your servers. Having five secure servers and one insecure one is a waste
of time, especially if you are foolish enough to use the same password for more
than one server.
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- Restrictaccesdo externalservicesNext, you shouldedit the
“/etc/hosts.allow " aswell asthe“/etc/hosts.deny " file to restrictaccesgo
servicedo externalhosts.Hereis anexampleof how to restricttelnetandftp access.
First,the“/etc/hosts.allo w’ file:

# hosts.allow

in.telnetd: 123.12.41., 126.27.18., .mydo-
main.name, .another.name
in.ftpd: 123.12.41., 126.27.18., .mydomain.name, .another.name

Theabove would allow any hostsin thelP classC’'s 123.12.41.*and126.27.18.*as
well asarny hostwithin the mydomain.namandanothemamedomainsto make
telnetandftp connections.

Next, the*/etc/hosts.deny " file:
# hosts.deny
in.telnetd: ALL
in.ftpd: ALL
« Turnoff anduninstallunneededervicesEdit your “/etc/inetd.conf " file, and

disable(ie. commentoutusinga“#” characterpry serviceghatarenot neededif
you'’re usingsshasrecommendedbove, you might wish to disablethe “telnet”
service).After you have doneso,asroottype*“/etc/rc.d/init.d/inet

restart " torestarttheinetddaemonwith thechanges.

- Installasecuritydetectionsystem:Considelinstalling securityprogramssuchas
“Tripwire” (seehttp://www.tripwiresecuritycom/)which candetectintrusions,and
“AbacusSentry” (seehttp://www.psionic.com/abacusfhich canhelp preventthem.

- Duediligence:Keepingyour eye onyour system performingrandomsecurityaudits
(which canbe assimpleascheckingfor suspiciousentriesin the passverdfiles,
examiningyour procesdist, andcheckingyour log files for suspiciougentries)can
go alongway towardskeepinga securesystem.Iln addition,reportarny break-in
attemptgo theappropriateauthorities- it maybe a hassleo do this, particularlyif
your systemseesseveralof theseattacksn a givenweek,but suchreportsensures
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thatwould-becraclersaredeterredy threatof punishmentaswell asensuringthat
others’systemgwhich maythemseleshave beencompromisedparekeptsecure.

« Assumingyou install andupgradesystemtools andapplicationausingthe“RPM
utility, you maywish to verify theintegrity of yourinstalledpackage®y auditing
themwith the following command:

rpm-verify -a > /tnp/rpmaudit.txt

Theabore commandwill checkyour systems RPM databasevith all relevantfiles,
andindicateary files which have beenmodified,by displayinga’s’. Hereis some
exampleoutputof suchanaudit:

S5..T /bin/ls
S5..T /usr/bin/du
...... G. /dev/tty5
..... u.. /dev/vcs5
..... u.. /dev/vcsab

S.5..T ¢ letc/lynx.cfg
S5...T c /etc/sendmail.cf

In thesampleoutputabove, you canseeallist of sevenfiles, four of which have been
modified. Now, obviously therearegoingto be several,perhapsnary, files which
have beenmodifiedif you have customizedyour systematall. A brief checkof the

letc/lynx.cfg and/etc/sendmail.cf files, perhapsisually or perhapgrom
backup mightreveallegitimateconfigurationchangeshatyou have madeto your
system.

However, noticein the sampleabove, two of the modifiedfiles arebinary executable
files?It is likely thatthesetwo binaries the“ls” commandaswell asthe“du”
commandareactuallytrojanbinarieswhich a systemcracler hasinstalledto
performsomenefariouspurposega“diff " commandperformedon any modified
binarieswith thoserestoredrom backupor RPM might revealsignificantsizeor
otherdifferencesfurtherevidenceof trojans.)

(For moreinformationon“RPM, seeSection10.1.)

For moreinformationon security-relatedssuesanexcellentresourceentitled,
“SecuringRedHats.x” documents availableat http://redhat-securitgns.utulsa.edu/.
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An excellentresourcdor Linux cryptoandrelatedsoftwareis at
http://replaycom/redhat/.

127



Chapter 13. Help! Trouble in Paradise!

Linux is earninga reputationworld-widefor its performancendreliability.
Neverthelessno systemis perfect,andfrom time to time you areboundto hit asnag.
Fortunatelywith uptimesmeasuringn the months(comparedo thosemeasuringn
thedaysor weeksaswith NT), suchsnagswill likely befew andfar between.

13.1. Getting Linux Installed on new,
Unsuppor ted Hardware

( Underconstructiorn-p )

13.2. File System Corruption after Power
Outage or System Crash

AlthoughLinux is a stableoperatingsystem shouldit happerno crashunexpectantly
(perhapsiueto akernelbug, or perhapsiueto a power outage)your file system(swill
not have beenunmountedandthereforewill beautomaticallychecledfor errorswhen
Linux is restarted.

Most of thetime, ary file systemproblemsareminor onescausedy file buffersnot
beingwrittento the disk, suchasdeletednodesstill markedin use.In the majority of
casesthefile systemcheckwill beableto detectandrepairsuchanomolies
automaticallyanduponcompletionthe Linux bootprocesaill continuenormally.

Shouldafile systemproblembe moresevere(suchproblemstendto be causedy
faulty hardwaresuchasabadharddrive or memorychip; somethingo keepin mind
shouldfile systemcorruptionhapperfrequently),thefile systemcheckmaynotbe able
to repairthe problemautomatically This is usually but not always,the casewhenthe
rootfile systemitself is corrupted.In this case the RedHatbootprocesill display
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anerrormessaganddropyouinto a shell,allowing you to attempffile systenrepairs
manually

As therecovery shellunmountsall file systemsandthenmountstherootfile system
“read-only”, youwill beableto performfull file systemchecksusingtheappropriate
utilities. Likely youwill beableto run e2fsckon the corruptedfile system(swhich
shouldhopefullyresole all the problemsfound.

After you have (hopefully)repairedary file systemproblemssimply exit the shellto
have Linux rebootthe systemandattempta subsequerntestart.

Naturally, to be preparedor situationssuchasanon-recoerablefile systemproblem,
you shouldhave oneor moreof thefollowing thingsavailableto you:

- Theboot/rootemegeng disk set, AND/OR
« TheLILO emepgeng bootdisk, AND
- A recentbackupcopy of yourimportantfiles—justin case!

Where to Turn for Help

As Linux is developedby membersof the Internetcommunity the bestplaceto get
helpis probablyby postinga messagéo ary of thefollowing nenvsgroups:

Miscellaneougostingsnot coveredby othergroups
comp.os.linux.misc

Networking-relatedssuesunderLinux

comp.os.linux.netarking

Security-relatedssuesunderLinux

comp.os.linux.security
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Linux installation& systemadministration

comp.os.linux.setup

Everybodyis entitledto their opinion:-p

alt.linux.sux

For nonLinux-specifictopics,therearea variety of groupsin thecomp.*heirarchythat
may suityour needsHerearejust afew of them:

Ciscorouter/access-segvline of products
comp.dcom.sys.cisco

Miscellaneousveb sener questions

comp.infosystems.wwigeners.misc

Generalunix (not Linux-specific)questions

comp.0s.unix

The SMB protocol(WfW/95/NT-stylefile/print services)

comp.protocols.smb

Therearealsoseveralresource®n the Webthatmay be useful. Do aweb searchor
“Linux”, or visit ary of thefollowing:

Linux Resources
http://www.linuxresources.com/

TheLinux DocumentatiorProject
http://metalabunc.edu/LDP/

TheRPM repository
http://rufus.w3.og/linux/RPM/
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TheLinux SoftwareMap

http://www.boutell.com/Ism

Linux Applications& Utilities Guide
http://www.xnet.com/~blatura/linappsisnl

LinuxHardware.netHardwareDriver Support

http://www.linuxhardware.net/

Linux UserSupportTeam

http://lwww.ch4549.0g/lust

TheLinux v2 InformationHeadquarters

http://www.linuxhg.com/

The SambaHomePage(WfW/95/NT-stylefile/print services)

http://samba.anu.edu.au/samba/

The ApacheWeb Sener
http://www.apache.ay/

The SquidHTTP Proxy CachingDaemon
http://squid.nlannet/Squid/

Thereareamyriad of mailing lists thatmay prove helpful in providing answergo your
guestionsaswell. Thesecanusuallybefoundthrougha simplewebsearch(for
example,searchindor “linux raid mailinglist” might helpyou find mailinglists
devotedto RAID issuesunderLinux). Herearesomel recommendto subscribgo ary
of thesdists, simply sendane-mailmessageo the subscriptioraddresdistedwith the
word “subscribé in thebody of your message:
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RedHat Mailing Lists

Descriptionof availableRedHat lists: http://www.redhat.com/

GNOME Mailing Lists

Descriptionof available GNOME lists:
http://www.gnome.og/mailing-ligs/index.shtmi

KDE Mailing Lists

Descriptionof availableKDE lists: http://www.kde.og/contact.html

Linux SCSIMailing List

Subscriptioraddresslinux-scsi-request@vgeutgers.edu

Linux RAID Mailing List
Subscriptioraddresslinux-raid-request@vgeutgers.edu

Finally, you maybeinterestedn checkingoutthefollowing two sites,bothof which

aremy personal'daily mustread”favorites. SlashDotcoversthelatesttechnology

newsin generalwith adefiniteLinux slant,while FreshMeaprovidesanup-to-date
listing of OpenSourceapplicationsannouncements.

SlashDot:News For Nerds
http://slashdot.ay/

FreshMeatOpenSourceApplicationsAnnouncements

http://freshmeat.net/

13.4. Pointer s to Additional Documentation

132



Chapterl3. Help! Troublein Paradise!

Thereis anincredibleamountof documentatioravailablefor Linux andits
applications Most of this canbefoundonthewebandin yourlocal bookstoreput you
will probablyfind thata large quantityof usefuldocumentatioms alreadyavailableto
you, having beenloadedaspartof the RedHat Linux installationprocedure.

Themanpagesarea must-viev whenyou aretrying to figure out how acommand
works. For example,if youaretrying to figure outhow to usethe*“tar” utility, you
couldtype“man tar " andbe providedwith avery verbosedescriptionof tarincluding
all of its command-lineoptions.

You canfind moregenerainformationin the“/usridoc/ " directory Hereyou will
find subdirectoriesvhich includedocumentatioron utilities andcommands,
FrequentlyAsked QuestiongFAQ) documentsaswell asHOWTO documents
providing goodinstructionon a variety of topics,suchashow to setup networking, or
install supportfor the Japanestnguage.

You shouldalsolook in the“/usriinfo/ " directorywhich containgtutorialson
utilities, libraries,andapplicationssuchasemacs.

Finally, you shouldvisit the RedHat Users FrequentlyAsked Question{FAQ)
documentt http://www.pobox.com/~aturner/RedHa&B/ which containsalot of
helpfulinformationspecificto the RedHat distribution of Linux.
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